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Transmittal No. 04-16

Notice of Proposed Issuance of Letter of Offer
Pursuant to Section 36(b)(1)
of the Arms Export Control Act

Annex
Item No. vii

(vii) Sensitivitv of Technology:

1. The UH-60L BLACK HAWK helicopter is Unclassified. The highest level of
classified information required to be released for training, operation and maintenance of the
BLACK HAWK is Confidential. The highest level which could be revealed through reverse
engineering or testing of the end item is Confidential.

2. The UH-60L BLACK HAWK helicopter will include the following classified or
sensitive components: _

a. The AN/APR-39A(V)3 Radar Signal Detecting Set automatically detects,
identifies, determines bearing, and determines modes of operation of radar emitters. Specific
design requirements of the system are to: detect and display modern threat radars, higher
longer range detection of threats, higher pulse density, to identify pulse Doppler emitters,
detect and display CW emitters and low probability of intercept emitters, to reduce radar
ambiguities and to incorporate an EW management systems to control and coordinate other
ASE components. The hardware is classified Confidential; releasable technical performance
data is classified Secret.

b. The AN/ALQ-144A(V)1 Countermeasures Set is an active continuous operating,
omni directional, lamp-based, electrically fired infrared countermeasure system designed to
confuse or decoy threat infrared missile systems in conjunction with low reflective paint and
engine suppressors. The omni directional unit is manually activated and starts radiating after
a 90-second warm up time. Once activated, no other pilot actions are required. Additionally,
the system does not require any input from a missile warning system to direct the infrared
energy. The hardware is classified Confidential; releasable technical performance data is
classified Secret.

c. The M-130 General Purpose Dispenser (Chaff) is a multipurpose system which
dispenses decoy objects to confuse threat radar devices. Radar cross-section and frequency
coverage are sensitive elements. The hardware and releasable technical publications for the
AVUM/AVIM levels are Unclassified. Aircraft optimization is the critical element; reverse
engineering is not a major concern.

3. If a technologically advanced adversary were to obtain knowledge of the specific
hardware or software in this proposed sale, the information could be used to develop
countermeasures which might reduce weapon system effectiveness or be used in the
development of a system with similar or advance capabilities.

4. A determination has been made that Brazil can provide substantially the same
degree of protection for the sensitive technology being released as the U.S. Government. This
proposed sale is necessary in furtherance of the U.S. foreign policy and national security
objectives outlined in the Policy Justification.
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