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Transmittal No. 05-39
Notice of Proposed Issuance of Letter of Offer
Pursuant to Section 36(b)(1)
of the Arms Export Control Act
Classified Annex

Item No. vii

(vii) Sensitivity of Technology:

1. The AIM-120C Advanced Medium Range Air-to-Air Missile (AMRAAM) is
a supersonic, air launched, aerial intercept, guided missile featuring digital technology
and micro-miniature solid-state electronics. The missile employs active radar target
tracking, proportional navigation guidance, and active Radio Frequency target
detection. It can be launched day or night in any weather and increases pilot
survivability by allowing the pilot to disengage after missile launch and engage other
targets. AMRAAM capabilities include lookdown/shootdown, multiple launches
against multiple targets, resistance to electronic countermeasures, and interception of
high- and low-flying and maneuvering targets. The AMRAAM All Up Round (AUR) is
classified Confidential, major components and subsystems range from unclassified to
Confidential; and technical data and other documentation are classified up to Secret.

2. The AIM-9X SIDEWINDER miissile is a supersonic, air-to-air guided missile
that employs a passive infrared (IR) target acquisition system, proportional
navigational guidance, a closed-loop position servo Fin Actuator Unit, and a Target
Detector. It features digital technology and micro-miniature solid-state electronics. A
solid-propellant Rocket Motor propels the missile. The AIM-9X is configured with an
Annular Blast Fragmentation warhead controlled by an Electronic Safe-Arm Device.
Jet Vane Control provides enhanced maneuverability over other variants of the AIM-
9, as well as most currently fielded foreign infrared missiles, by deflecting rocket motor
thrust to aid in turning. The AIM-9X AUR is Confidential; major components and
subsystems range from unclassified to Confidential; and technical data and other
documentation are classified up to Secret.

3. The AGM-154 Joint Standoff Weapon (JSOW) is a low cost, launch and
leave, air launched standoff weapon that provides aircraft with a capability to attack
well defended targets in day, night, and less-than-ideal weather conditions. The AGM-
154A-1 with BLU-111 and AGM-154C miissiles, including publications, documentation,
operations, supply, maintenance, and training to be conveyed with this proposed sale
have the highest classification level of Confidential. The AGM-154A-1 with BLU-111
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and AGM-154C JSOW incorporate components, software, and technical design
information that are considered sensitive. The following JSOW components being

conveyed by the proposed sale that are considered sensitive and may be classified up to
Confidential include:

a. global positioning system/inertial navigation system

b. imaging infrared seeker

c. operation flight program software

d. missile operational characteristics and performance data

These elements are essential to the ability of the JSOW missile to selectively engage

hostile targets under a wide range of operational, tactical and environmental
conditions.

4. The Joint Direct Attack Munitions (JDAM) is a guidance tail kit that
converts unguided free-fall bombs into accurate, adverse weather "smart'" munitions.
With the addition of a new tail section that contains an inertial navigational system and
a global positioning system guidance control unit, JDAM improves the accuracy of
unguided, general-purpose bombs in any weather condition. JDAM can be launched
from very low to very high altitudes in a dive, toss and loft, or in straight and level
flight with an on-axis or off-axis delivery. JDAM enables multiple weapons to be
directed against single or multiple targets on a single pass. The JDAM AUR and all of
its components are unclassified, technical data for JDAM is classified up to Secret.

5. The Multifunctional Information Distribution System-Low Volume Terminal
(MIDS-LVT) is an advanced Link-16 command, control, communications, and
intelligence (C3I) system incorporating high-capacity, jam-resistant, digital
communication links for exchange of near real-time tactical information, including
both data and voice, among air, ground, and sea elements. MIDS-LVT is intended to
support key theater functions such as surveillance, identification, air control, weapons
engagement coordination, and direction for all services and allied forces. The system
will provide jamming-resistant, wide-area communications on a Link-16 network
among MIDS and Joint Tactical Information Distribution System (JTIDS) equipped
platforms. The MIDS/LVT and MIDS On Ship Terminal hardware, publications,
performance specifications, operational capability, parameters, vulnerabilities to
countermeasures, and software documentation are classified Confidential. The
classified information to be provided consists of that which is necessary for the
operation, maintenance, and repair (through intermediate level) of the data link
terminal, installed systems, and related software.

6. The AN/AVS-9 Night Vision Goggle (NVG) is a 3rd generation aviation NVG
offering higher resolution, high gain, and photo response to near infrared. Features
include independent eye-span adjustment, 25-mm eye relief eyepieces which easily
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accommodate eyeglasses, and a low-profile battery pack. Minus-blue filter screens
glare from cockpit instrument lighting; class B filter (available with some variants) can
accommodate aircraft color displays. Other features include low-distortion optics and
automatic brightness control. The Night Vision Imaging System modification includes
cockpit modifications to provide NVG-compatible cockpit lighting that optimizes NVG
sensitivity, as well as external lighting capable of operating in a covert mode wherein
only NVG-equipped personnel can see the aircraft external lighting. Hardware is
Unclassified; and technical data and documentation to be provided are Unclassified.

7. If a technologically advanced adversary were to obtain knowledge of the
specific hardware and software elements, the information could be used to develop
countermeasures or equivalent systems which might reduce weapon system
effectiveness or be used in the development of a system with similar or advanced

capabilities.
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