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Transmittal No. 06-04

Notice of Proposed Issuance of Letter of Offer
Pursuant to Section 36(b)(1)
of the Arms Export Control Act

Classified Annex
Item No. vii

(vii) Sensitivity of Technology:

1. The Multifunctional Information Distribution System (MIDS)/Low
Volume Terminals Fighter Data Link (FDL) COMSEC device provides improved
situational awareness and sensor cueing in support of air superiority and interdiction
missions. The FDL provides Link 16 data link networking with other Link 16 capable
aircraft, command, and control systems. The FDL shares a number of components
with the MIDS terminal.

2. The MIDS terminal hardware, publications, performance specifications,
operational capability, parameters, vulnerabilities to countermeasures, and software
documentation are classified Confidential. The classified information to be provided
consists of that which is necessary for the operation, maintenance, and repair (through
intermediate level) of the data link terminal, installed systems, and related software.

3. The advanced tactical data link system contains sensitive state-of-the-art
technology. Some of the hardware (Joint Tactical Information Distribution System
and other "Link-16 Like" terminals), publications, performance specifications,
operational capability, parameters, vulnerabilities o countermeasures, and software
documentation are classified Confidential. The classified information to be provided
consists of that which is necessary for the operation, maintenance, and repair (through
intermediate level) of the data link terminals, installed systems and related software.

4. If a technologically advanced adversary were to obtain knowledge of the
specific hardware and software elements, the information could be used to develop
countermeasures or equivalent systems which might reduce weapon system
effectiveness or be used in the development of a system with similar or advanced

capabilities.
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