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Transmittal No. 06-49

Notice of Proposed Issuance of Letter of Offer
Pursuant to Section 36(b)(1)
of the Arms Export Control Act

Annex
Item No. vii

(vii) Sensitivity of Technology:

1. The UH-60M BLACK HAWK helicopters contain communications and
identification equipment, navigation equipment, aircraft survivability equipment,
displays and sensors. The airframe itself does not contain sensitive technology. The
highest level of classified information required to be released for training, operation
and maintenance of the Black Hawk helicopters is Unclassified. The highest level that
could be revealed through reverse engineering or testing of the end item is Secret.

2. The UH-60M BLACK HAWK helicopters will include the following
pertinent equipment listed below, either installed on the aircraft or included in the
proposed sale:

a. The AN/APR-39A(V)3, Radar Signal Detecting Set is a system, which
provides warning of a radar directed air defense threat to allow appropriate
countermeasures. Hardware is classified Confidential when programmed with United
States threat data; releasable technical manuals for operation and maintenance are
classified Confidential; releasable technical data (technical performance) is classified
Secret. The system can be programmed with threat data provided by the purchasing
country.

b. The ANJAVR-2A, Laser Warning Set is a passive laser warning system
that receives, processes and displays threat information resulting from aircraft
illumination by lasers, on the multi-functional display. The hardware is classified
Confidential; releasable technical manuals for operation and maintenance are
classified Secret. Reverse engineering is not a major concern.

¢. The AN/ALQ-144A(V)3 Infrared (IR) Jammer is an active, continuous
operating, omni-directional, electrically fired IR jammer system designed to confuse or
decoy threat IR missile systems, in conjunction with low reflective paint and engine
suppressors. Hardware is classified Confidential and releasable technical manuals for
operation and maintenance are classified Secret. Reverse engineering and
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development of countermeasures are concerns if the hardware and releasable technical
data are compromised to a competent adversary.

d. The M130 Flare and Chaff Dispenser. The Dispenser components and
Payload Module components dispense decoy objects to confuse threat radar devices.
Radar cross-section and frequency coverage are sensitive elements. Hardware and the
releasable technical publications for operation and maintenance are Unclassified.
Aircraft optimization is the critical element; reverse engineering is not a major
concern. Additional components are the Control Panel and the Electronics Module
that have been integrated in the Weapons Management and Control software.

e. The AN/ALE-47 Countermeasures Dispenser System provides an
integrated, reprogrammable, computer controlled system to dispense
expendables/decoys to enhance aircraft survivability. The system is designed to
employ electronic and infrared countermeasures according to a program developed
and implemented by the aircrew. The hardware is Unclassified. Releasable technical
manuals for operation and maintenance are classified Secret. Reverse engineering and
development of countermeasures are concerns if the hardware and releasable technical
data are compromised to a competent adversary.

f. The Hover InfraRed Suppression System (HIRSS) and Improved
HIRSS and Forward Looking Infrared (FLIR) systems are Unclassified. The FLIR is
optional.

g. The SAFIRE/II/HD Forward Looking Infrared System is Unclassified.

h. The 200 Gallon Internal Auxiliary Fuel Tank Kits provide extra range
fuel capabilities and allow the helicopter to transport and dispense aviation fuel to
aircraft or tactical vehicles at forward landing zones. The tank kit allows for rapid
mission changes are is Unclassified. The tank Kits are optional.

i. The Six-Man Pole and Litter Mission Kit provides search and rescue
capabilities and can be used in a wide range of rescue operations, including tactical,
Hazmat and disaster preparation. The kit is Unclassified and considered optional.

J- The AN/ARC-232 Starblazer Airborne Very High Frequency/Ultra
High Frequency Multi-band Communications System (Exportable version) supports
the requirement for an airborne, multi-band, multi-mission, anti-jam, voice and data
network-capable communication system in one small lightweight package qualified to
military standards. The system is Unclassified and can be procured without the
Electronic Counter Countermeasures waveform that eliminates any releasability
issues.
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k. The AN/ARC-201E Single Channel Ground/Airborne Subsystem
Radio (Exportable) is a tactical airborne radio subsystem that provides secure, anti-
jam voice and data communication. There are no releasability issues. The system is
Unclassified.

2. If a technologically advanced adversary were to obtain knowledge of the
specific hardware or software in this proposed sale, the information could be used to
develop countermeasures which might reduce weapon system effectiveness or be used
in the development of a system with similar or advance capabilities.
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