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combinations. The hardware is unclassified. The technical manuals for authorized
maintenance levels are unclassified. Reverse engineering is not a major concern.

d. The Common Missile Warning System (CMWS) detects energy emitted
by threat missiles in-flight, evaluates potential false alarm emitters in the environment,
declares validity of threats, and selects appropriate counter-measures. The CMWS
consists of an Electronic Control Unit (ECU) and four to six Electro-Optic Missile
Sensors (EOMSs). The ECU provides the central processing and integrates the sub-
components of the CMWS and processes information obtained from the EOMSs. The
ECU hardware is unclassified; the software is secret. The EOMSs are passive starring
detectors operating in the Ultraviolet (UV) electromagnetic spectrum. They detect UV
radiation generated from the plume of an in-flight missile and transmit the information
to the EUC. Both the EUC hardware and software are unclassified.

e. The AN/ALQ-144A(V)3 Infrared Jammer is an active, continuous
operating, omni-directional, electrically fired infrared (IR) jammer system designed to
confuse or decoy threat IR missile systems, in conjunction with low reflective paint and
engine suppressors. Hardware is classified confidential and releasable technical
manuals for operation and maintenance are classified secret. Reverse engineering and
development of counter countermeasures are concerns if the hardware and releasable
technical data are compromised to a competent adversary.

f. The AN/APR-39A(V)4 Radar Signal Detecting Set is a system, that
provides warning of a radar directed air defense threat and allow appropriate
countermeasures. This is the 1553 databus compatible configuration. The hardware is
classified confidential when programmed with U.S. threat data; releasable technical
manuals for operation and maintenance are classified confidential; releasable technical
data (technical performance) is classified secret.

g. The AN/ALQ-136(V)5 Radar Jammer is an automatic radar jammer that
analyzes various incoming radar signals. When threat signals are identified and
verified, jamming automatically begins and continues until the threat radar breaks
lock. The hardware is classified confidential; releasable technical manuals for
operation and maintenance are classified secret; releasable technical data (technical
performance) is classified secret.

h. The AN/AVR-2B Laser Warning Set is a passive laser warning system
that receives, processes and displays threat information resulting from aircraft
illumination by lasers on the multi-functional display. The hardware is classified
confidential; releasable technical manuals for operation and maintenance are classified
secret. Reverse engineering is not a2 major concern.
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i. The M130 Flare and Chaff Dispenser consists of the dispenser assembly
and the payload module. These components dispense decoy objects to confuse threat
radar devices. Radar cross section and frequency coverage are sensitive elements. The
hardware is unclassified; releasable technical publications for operation and
maintenance are unclassified. Aircraft optimization is the critical element; reverse
engineering is not a major concern.

j. The Integrated Helmet Display Sight System (IHDSS) is an enhanced
version of its predecessor. It will provide improved operational performance primarily
in resolution allowing greater utilization of the M-TADS/M-PNVS performance
enhancements. The hardware is unclassified.

2. If a technologically advanced adversary were to obtain knowledge of the
specific hardware and software elements, the information could be used to develop
countermeasures which might reduce weapon system effectiveness or be used in the
development of a system with similar or advanced capabilities.
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