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Northrop Grumman Systems Corporation Rolling Meadows, Ilinois

Additional subcontractors may be needed depending on the exact nature of the
contracting arrangements established. Offset agreements associated with this
proposed sale are expected, but at this time the specific offset agreements are
undetermined and will be defined in negotiations between the purchaser and
contractors.

This proposed sale will result in Boeing establishing a facility in Canada to provide C-
17 logistics support under the current GLOBEMASTER Support Partnership. The
proposed plan will require seven U.S. Government representatives at the facility.
Implementation of this proposed sale will require the assignment of up to ten each U.S.
Government and contractor representatives in country for annual participation in
training, program management, and technical review.

There will be no adverse impact on U.S. defense readiness as a result of this proposed
sale.
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Transmittal No. 06-57

Notice of Proposed Issuance of Letter of Offer
Pursuant to Section 36(b)(1)
of the Arms Export Control Act

Annex
Item No. vii

(vii) Sensitivity of Technology:

1. The AN/AAQ-24V(13) Large Aircraft Infrared Countermeasure
(LAIRCM) is an active countermeasure system designed to defeat man-portable,
shoulder-fired, and vehicle-launched infrared guided missile guidance by directing a
high-intensity modulated laser beam into the missile seeker. This aircraft self-
protection suite will provide fast and accurate threat detection, processing, tracking,
and countermeasures to defeat current and future generation infrared missile threats.
LAIRCM is designed for installation on a wide range of fixed-wing aircraft. The basic
hardware is Unclassified. However, the system relies on jam codes that direct the laser
to fire at a specified rate and frequency, depending on the threat detected. These jam
codes are developed by the LIRCM System Group and are classified Secret. Technical
data and other documentation are classified up to Secret.

2. The AN/AVS-9 Night Vision Goggles (NVG), a 3rd generation aviation
device offers a higher resolution, high gain, and photo response to near infrared.
Features include independent eye-span adjustment; 25-mm eye relief eyepieces, which
easily accommodate eyeglasses, and a low-profile battery pack. Minus-blue filter
screens glare from cockpit instrument lighting; and a class B filter (available with some
variants) can accommodate aircraft color displays. Other features include: low-
distortion optics and automatic brightness control. The Night Vision Imaging System
(NVIS) modification includes cockpit modifications to provide NVG-compatible
cockpit lighting that optimizes NVG sensitivity, as well as external lighting capable of
operating in a covert mode wherein only NVG-equipped personnel can see the aircraft
external lighting. The hardware, technical data, and documentation to be provided are
Unclassified.

3. The AN/ALE-47 Counter-Measures Dispensing System (CMDS) is an
integrated, threat-adaptive, software-programmable dispensing system capable of
dispensing chaff, flares and active radio frequency expendables. The threats countered
by the CMDS include radar-directed anti-aircraft artillery (AAA), radar command-
guided missiles, radar homing guided missiles, and infrared (IR) guided missiles. The
system is internally mounted and may be operated as a stand-alone system or may be
integrated with other on-board electronic warfare and avionics systems. The AN/ALE-
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47 uses threat data received over the aircraft interfaces to assess the threat situation

and to determine a response. Expendable routines tailored to the immediate aircraft
and threat environment may be dispensed using one of four operational modes. The
hardware, technical data, and documentation to be provided are Unclassified.

4. If a technologically advanced adversary were to obtain knowledge of the
specific hardware and software elements, the information could be used to develop
countermeasures or equivalent systems which might reduce weapon system
effectiveness or be used in the development of a system with similar or advanced

capabilities.
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