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The proposed sale of this equipment and support will not affect the basic military
balance in the region.

The principal contractors will be: Lockheed Martin Missile and Fire Control at
Dallas, Texas and Stewart & Stevenson at Sealy, Texas. The purchaser has requested
offsets; agreements are undetermined and will be defined in negotiations between the
purchaser and contractor.

Implementation of this sale will require the assignment of a U.S. Government Quality
Assurance Team of up to five contractor representatives to UAE for two weeks to assist
in the delivery and deployment of the HIRMARS and sequential deliveries. There will
be a three-man Technical Assistance Fielding Team for training mission for up to two
yvears. A U.S. Government representative will remain in country for a minimum of two
years in order to assist in the security assistance aspects of the mission,

There will be no adverse impact on U.S. defense readiness as a result of this proposed
sale.
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Transmittal No. 06-55
Notice of Proposed Issuance of Letter of Offer
Pursuant to Section 36(b)(1)
of the Arms Export Control Act, as amended

Annex
Item No. vii

(vii) Sensitivity of Technology:

1. The High Mobility Artillery Rocket System (HIMARS) is a highly mobile,
all-weather indirect area fire artillery system. The HIMARS mission is to supplement
cannon artillery to deliver a large volume of firepower within a short time against
critical time-sensitive targets. At shorter ranges, HIMARS complements tube artiliery
with heavy barrages against assaulting forces as well as in the counter-fire, or defense
suppression roles.

2. The highest classification level for release of the M39A1 Army Tactical
Missile Systems (ATACMS) Block 1A Anti Personnel-Anti Material and M39
ATACMS Block 1A Unitary Rocket Pods is Secret, based upon the software. The
highest level of classified information that could be disclosed by a proposed sale,
production, or by testing of the end item is Secret; the highest level that must be
disclosed for production, maintenance, or training is Confidential. Reverse
engineering could reveal Secret information. Launcher platform software, weapon
operational software, command and control special application software, and
command and control loadable munitions module software are considered Secret. The
system specifications and limitations are classified Secret. Vulnerability data is
classified up to Secret. Countermeasures, counter-counter-measures,
vulnerability/susceptibility analyses, and threat definitions are classified Secret.

3. The Global Positioning System Precise Positioning Service (GPS PPS)
component of the HIMARS munitions (Guided Multiple Launch Rocket Systems
(GMLRS) and ATACMS) is also contained in the Fire Direction System, is classified
Secret, and is considered sensitive. To that end, no GPS PPS design information,
including GPS software algorithms, will be disclosed in the course of this proposed sale
to United Arab Emirates. Susceptibility of GMLRS to diversion or exploitation is
considered low risk. The GMLRS employs an inertial navigational system that is aided
by a Selective Availability Anti-Spoofing Module (SAASM) equipped GPS receiver.

4. Susceptibility of ATACMS Block1A to diversion or exploitation is
considered low risk. Components of the system are also considered highly resistant to
reverse engineering. Detailed knowledge of the technical capabilities of the system
could enable an enemy to tailor defenses and adjust tactics and procedures to minimize
the effectiveness of the system.
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[FR Doc. 06-8318 Filed 9-26-05; 8:45 am| ACTION: Notice. The following is a copy of a letter to
BILLING CODE 5001-06-C the Speaker of the House of
SUMMARY: The Department of Defense is ~ Representatives, Transmittal 06-68 with
publishing the unclassified text of a attached transmittal and policy
DEPARTMENT OF DEFENSE section 36(b)(1) arms sales notification.  justification.
Office of the Secretary ThlS'IS published to 'fulflll the . Dated: September 22, 2006.
requirements of section 155 of Public C.R. Choate
[Transmittal No. 06—68] _ . o i
Law 104-164 dated 21 July 1996 Alternate OSD Register Register Liaison
36(b)(1) Arms Sales Notification FOR FURTHER INFORMATION CONTACT: Ms.  Officer, Department of Defense.
AGENCY: Department of Defense, Defense L.5P71151rd, DSCA/DBO/CFM, (703) 604- BILLING CODE 5001-06-M

Security Cooperation Agency.



