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¢. The AN/ARC-231 is an airborne VHF/UHF LOS and DAMA
SATCOMS3 communication system. This system supports the DoD requirements for
airborne, multi-band, multi-mission, secure anti-jam voice, data and imagery. It
provides network-capable communications in a compact radio set. This is
accomplished using DoD MIL-STD software/ waveforms to ensure maximum
interoperability across joint force operations.

d. The AN/ARC-220 is a High Frequency (HF) radio that provides secure
and non-secure voice and data communications with automatic link establishment
(ALE). The system will provide communications between aircraft flying nap-of-the-
earth (NOE) profiles, other aircraft, and ground radios. The radio system will provide
aircraft with the capability for continuous and reliable, secure and non-secure
communications at non-line-of-sight (NLOS) distances. The radio incorporates the
latest state-of-the-art breakthroughs to include ALE and electronic counter-
countermeasures (ECCM). The ground configuration of the HF radio is designated as
the AN/VRC-100(V)1. The hardware, software, performance capabilities, Engineering
Change Orders (ECOs), vulnerabilities and weaknesses, ECM/ECCM performance,
and system vulnerabilities and weaknesses are classified Secret.

e. The TSEC KY-58 voice security equipment is used with the FM
Command Radio to provide secure two-way communication. It is communication
security (COMSEC) equipment that has sensitive technology and is classified
Confidential if software fill is installed.

f. The TSEC KY-100 voice security equipment is used with the FM
Command Radio to provide secure two-way communication. It is COMSEC
Equipment that has sensitive technology and is classified Secret if software fill is
installed.

g. AN/APR-39 Series Radar detecting set (RDS) are sensitive items and
classified Secret if the Unit Data Module has threat data software installed. It uses a
digital processor and alphanumeric display to provide warning of radar directed air
defense threat systems. The system is capable of detecting all pulse radar normally
associated with hostile surface-to-air missiles, airborne intercepts and anti-aircraft
weapon systems. The software for this system determines the classification. Normally
a customer has specific software developed to meet its requirements.

2. The ramifications of this technology getting into the hands of an adversary
are severe. Software such as the Emitters Information Display (EID) software of the
APR-39 system could provide an adversary with critical information on how our Army
Survivability Equipment (ASE) systems detect threats and what threats we are
attempting to defeat. The same is true for the Identification Friend or Foe (IFF)
systems, which allow us to know if an aircraft is friendly or a threat. Should a fill
device or crypto asset (KY-58 or KY 100) with the accompanying radio system become
compromised it would enable an adversary to intercept our communications, both
verbal and encrypted.
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