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POLICY JUSTIFICATION

Pakistan — E-2C Hawkeve 2000 Airborne Early Warning Suite

The Government of Pakistan has requested a possible sale of refurbishment and
modification of three excess P-3 aircraft with the E-2C HAWKEYE 2000 Airborne
Early Warning (AEW) Suite, spare and repairs parts, simulators, support equipment,
personnel training and training equipment, publications and technical data, system
software development and installation, ground/flight testing of new systems and system
modifications, U.S. Government and contractor engineering and logistics support
services, and other related elements of logistics support. The estimated cost is $855
million.

This proposed sale will contribute to the foreign policy and national security of the
United States by helping to improve the security of a friendly country that has been
and continues to be an important force for economic progress in South Asia and a
partner in the global war on terrorism. The command-and-control capabilities of these
aircraft will improve Pakistan’s ability to restrict the littoral movement of terrorists
along Pakistan’s southern border and ensure Pakistan’s overall ability to maintain
integrity of its borders.

Pakistan intends to use the proposed purchase to develop an effective air defense
network for its naval forces and provide an AEW surveillance and enhanced
command, control, and communications capability. The addition of these excess
aircraft will provide Pakistan with search surveillance, and control capability in
support of maritime interdiction operations. These aircraft will also increase
Pakistan’s ability to support the U.S. Operation Enduring Freedom operations, and
provide anti-ship and anti-submarine warfare capabilities; and a control capability
over land against transnational terrorists and narcotics smugglers. The modernization
will enhance the capabilities of the Pakistani Navy and support its regional influence
and meet its legitimate self-defense needs. Pakistan will have no difficulty absorbing
the AEW platform into its armed forces.

The proposed sale of this equipment and support will not affect the basic military
balance in the region.

The prime contractor will be Northrop Grumman Corporation, St. Augustine, Florida
and Lockheed-Martin, Greenville, South Carolina. There are no known offset
agreements proposed in connection with this potential sale.

Implementation of this proposed sale will not require the assignment of any U.S.
Government and contractor representatives to Pakistan.

There will be no adverse impact on U.S. defense readiness as a result of this proposed
sale.
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Transmittal No. 07-03
Notice of Proposed Issuance of Letter of Offer
Pursuant to Section 36(b)}(1)
of the Arms Export Control Act

Classified Annex
Item No. vii

(vii) Sensitivity of Technology:

1. The Hawkeve 2000 Airborne Early Warning (AEW) suite installed in a P-3B
contains a mixture of newer and older technologies. Some of the hardware,
publications, performance specifications, operational capability, parameters,
vulnerabilities to countermeasures, and software documentation are classified Secret.
The classified information to be provided consists of that which is necessary for the
operation, maintenance and intermediate level repair of the P-3B airframe and the

awkeyve 2000 system as well as other installed and related software.

2. If a technologically advanced adversary were to obtain knowledge of the
specific hardware and software elements, the information could be used to develop
countermeasures which might reduce weapon system effectiveness or could be used in
the development of a system with similar or advanced capabilities.
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