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Transmittal No. 08-37

Notice of Proposed Issuance of Letter of Offer
Pursuant to Section 36(b)(1)
of the Arms Export Control Act

Annex
Item No. vii

(vii) Sensitivity of Technology:

1. The AIM-120C-7 Advanced Medium Range Air-to-Air Missile (AMRAAM) is
a new generation air-to-air missile. The AIM-120C-7 AMRAAM hardware, including the
missile guidance section, is classified Confidential. State-of-the-art technology is used in the
missile to provide it with unique beyond-visual-range capability. Significant AIM-120C-7
features include a target detection device with embedded electronic countermeasures, an
electronics unit within the guidance section that performs all radar signal processing, mid-
course and terminal guidance, flight control, target detection and warhead burst point
determination. Anti-tempering security measures have been incorporated into the AIM-
120C-7 to prevent exploitation of the AMRAAM software.

2. The Joint Direct Attack Munition (JDAM) is a guidance kit that converts
existing unguided free-fall bombs into precision-guided “smart” munitions. By adding a
new tail section containing an Inertial Navigation System (INS)/Global Positioning System
(GPS) guidance to unguided bombs, the cost effective JDAM provides highly accurate
weapon delivery in any “flyable” weather. The INS, using updates from the GPS, helps
guide the bomb to the target via the use of movable tail fins. Weapon accuracy is dependent
on target coordinates and present position as entered into the guidance control unit. After
weapon release, movable tail fins guide the weapon to the target coordinates. In addition to
the tail kit, other elements in the overall system that are essential for successful employment
include:

Access to accurate target coordinates
INS/GPS capability
Operational Test and Evaluation Plan

3. The PAVEWAY II/III series of laser guided bombs consists of a guidance kit
that converts existing unguided free-fall bombs into precision-guided “smart” munitions. At
the core of each PAVEWAY II/III Munition Kit is a dumb bomb. A laser guidance kit is
integrated with each dumb bomb to add the requisite level of accuracy. The kit consists of a
computer-controlled group at the front end of the weapon and an airfoil group at the back.
When a target is illuminated by a laser-either airborne or ground-based-the guidance fins
react to signals from the control group and steer the weapon to the target. This precision-
guided munition offers improved accuracy over free-fall bombs, thus providing the potential
for reduced collateral damage.
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4.  The external view of the AIM-9M-1/2 Sidewinder missile is Unclassified and not
sensitive. Advanced technology included in the missile: Active Optical Target Detector,
Gyro Optics Assembly within the Guidance Control Section, Infrared Countermeasures,
Detection and Rejection Circuitry, and a reduced smoke rocket motor. The
equipment/hardware, software, and maintenance are classified Confidential. Pilot training
is classified Secret. Manuals and technical documents are classified Secret. Performance
and operating information is classified Secret.

5. The AGM-65G/H Marverick air-to-ground missile has an overall classification of
Secret. The Secret aspects of the Maverick system are tactics, information revealing its
vulnerability to countermeasures, and counter-countermeasures. Manuals and technical
documents, which are necessary for operational use and organizational maintenance have
portions that are, classified Confidential. Performance and operating logic of the
countermeasures circuits are Secret.

6. The AGM-88B/C HARM is an air-to-surface missile designed to destroy or
suppress enemy radars used for air defense. HARM has wide frequency coverage, is target
reprogrammable in flight, and has a reprogrammable threat library. It entered service in
1983 and has undergone several software and hardware upgrade programs. The hardware
and software for the system is classified Secret and ballistic date is classified Confidential.

7.  Additional sensitive areas include operating manuals and maintenance technical
orders containing performance information, operating and test procedures, and other
information related to support operations and repair. The hardware, software, and data
identified are classified to protect vulnerabilities, design and performance parameters and
other similar critical information.

8.  If a technologically advanced adversary were to obtain knowledge of the specific
hardware and software elements, the information could be used to develop countermeasures
or equivalent systems which might reduce weapon system effectiveness or be used in the
development of a system with similar or advanced capabilities.
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[FR Doc. E8-18651 Filed 8—14—08; 8:45 am]
BILLING CODE 5001-06-C

ACTION: Notice.

DEPARTMENT OF DEFENSE
Office of the Secretary
[Transmittal Nos. 08-91]

36(b)(1) Arms Sales Notification

AGENCY: Department of Defense, Defense
Security Cooperation Agency.

SUMMARY: The Department of Defense is
publishing the unclassified text of a
section 36(b)(1) arms sales notification.
This is published to fulfill the
requirements of section 155 of Public
Law 104-164 dated 21 July 1996.

FOR FURTHER INFORMATION CONTACT: Ms.
B. English, DSCA/DBO/CFM, (703) 601—
3740.

The following is a copy of a letter to
the Speaker of the House of
Representatives, Transmittals 08—91
with attached transmittal, and policy
justification.

Dated: August 5, 2008.
Patricia L. Toppings,

OSD Federal Register Liaison Officer,
Department of Defense.
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