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b. AN/ALQ-144A(V)3 Infrared Jammer is an active, continuous
operating, omni-directional, electrically fired infrared (IR) jammer system designed
to confuse or decoy threat IR missile systems, in conjunction with low reflective paint
and engine suppressors. The hardware is classified Confidential. Releasable
technical manuals for operation and maintenance are classified Secret.

¢. AN/APR-39BA(V)2 Radar Signal Detecting Set provides warning of a
radar directed air defense threat to allow appropriate countermeasures. This is the
1553 data bus compatible configuration. The hardware is classified Confidential when
programmed with U.S. threat data, and releasable technical manuals for operation and
maintenance are classified Confidential. Releasable technical data pertaining to
performance is classified Secret. The system can be programmed with threat data
provided by the purchasing country.

d. AN/ALQ-136(V)5 Radar Jammer is an automatic radar jammer that
analyzes various incoming radar signals. When threat signals are identified and
verified, jamming automatically begins and continues until the threat radar breaks
lock. The hardware is classified Confidential. Releasable technical manuals and data
for operation and maintenance and performance are classified Secret.

e. AN/AVR-2B Laser Warning Set is a passive laser warning system that
receives, processes and displays threat information resulting from aircraft illumination
by lasers, on the multi-functional display. The hardware is classified Confidential.
Releasable technical manuals for operation and maintenance are classified Secret.

f. AAR-57(V)3/5 Common Missile Warning System detects threat missiles
in flight, evaluates potential false alarms, declares validity of threat and selects
appropriate Infra-Red Counter Measures (IRCM). Includes Electro-Optical Missile
Sensors, Electronic Control Unit ECU, Sequencer and Improved Countermeasures
Dispenser (ICMD). The hardware is classified Confidential. Releasable technical
manuals for operation and maintenance are classified Secret.

g. Improved Counter Measures Dispenser (ICMD) is an integral part of
the Common Missile Warning System (CMWS). The Dispenser Assembly and the
Payload Module dispense decoy expendable objects (chaff, flare, etc) to confuse threat
radar devices. Radar cross-section and frequency coverage are sensitive elements. The
hardware and releasable technical manuals are Unclassified. Aircraft optimization is
the critical element; reverse engineering is not a major concern. Additional
components are the Control Panel and Electronics Module that have been integrated in
the Weapons Management and Control software.
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h. The STINGER Block I Missile is classified Confidential. Associated
hardware, software, and documentation that will be provided with this sale are
considered sensitive. STINGER training hardware contains operational STINGER
seeker hardware and firmware and must be protected by the same levels of controls as
the operational hardware. STINGER critical technology is primarily in the area of
design and production know-how and not end items. Information on vulnerability to
electronic countermeasures and countermeasures, system performance capabilities and
effectiveness, and test data are classified up to Secret.

i. AGM-114L Longbow HELLFIRE Missile provides an adverse weather,
fire-and-forget missile version of the HELLFIRE missile system, which incorporates a
millimeter wave radar seeker on a HELLFIRE II aft section bus. Primary advantages
over its predecessor are: adverse weather combat capabilities, millimeter wave
countermeasures survivability, fire-and-forget guidance, and advanced warhead
capable of defeating all projected armor threats and mission requirements. The highest
level for release of the HELLFIRE II and HELLFIRE Longbow is Secret, based upon
the software. The highest level of classified information that could be disclosed by a
proposed sale or by testing of the end item is Secret; the highest level that must be
disclosed for production, maintenance, or training is Confidential. Reverse
engineering could reveal Confidential information. Vulnerability data,
countermeasures, vulnerability/susceptibility analyses, and threat definitions are
classified Secret or Confidential. Susceptibility of HELLFIRE II to diversion or
exploitation is considered low risk. Components of the system are also considered
highly resistant to reverse engineering.

2. If a technologically advanced adversary were to obtain knowledge of the
specific hardware and software elements, the information could be used to develop
countermeasures that might reduce weapon system effectiveness or be used in the
development of a system with similar or advanced capabilities.
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