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procedures to guard against theft and
diversion of List I chemicals. Specific
attention shall be paid to storage of
and controlling access to List I chemi-
cals as follows:

(1) Chemicals shall be stored in con-
tainers sealed in such a manner as to
indicate any attempts at tampering
with the container. Where chemicals
cannot be stored in sealed containers,
access to the chemicals should be con-
trolled through physical means or
through human or electronic moni-
toring.

(2) In retail settings open to the pub-
lic where drugs containing List I
chemicals that are regulated pursuant
to § 1310.01(b)(28)(i)(D) are distributed,
such drugs will be stocked behind a
counter where only employees have ac-
cess.

(b) In evaluating the effectiveness of
security controls and procedures, the
Administrator shall consider the fol-
lowing factors:

(1) The type, form, and quantity of
List I chemicals handled;

(2) The location of the premises and
the relationship such location bears on
the security needs;

(3) The type of building construction
comprising the facility and the general
characteristics of the building or build-
ings;

(4) The availability of electronic de-
tection and alarm systems;

(5) the extent of unsupervised public
access to the facility;

(6) The adequacy of supervision over
employees having access to List I
chemicals;

(7) The procedures for handling busi-
ness guests, visitors, maintenance per-
sonnel, and nonemployee service per-
sonnel in areas where List I chemicals
are processed or stored;

(8) The adequacy of the registrant’s
or applicant’s systems for monitoring
the receipt, distribution, and disposi-
tion of List I chemicals in its oper-
ations.

(c) Any registrant or applicant desir-
ing to determine whether a proposed
system of security controls and proce-
dures is adequate may submit mate-
rials and plans regarding the proposed
security controls and procedures either
to the Special Agent in Charge in the
region in which the security controls

and procedures will be used, or to the
Chemical Operations Section Office of
Diversion Control, Drug Enforcement
Administration, Washington, D.C.
20537.

[60 FR 32454, June 22, 1995, as amended at 62
FR 13968, Mar. 24, 1997]

§ 1309.72 Felony conviction; employer
responsibilities.

(a) The registrant shall exercise cau-
tion in the consideration of employ-
ment of persons who will have access
to listed chemicals, who have been con-
victed of a felony offense relating to
controlled substances or listed chemi-
cals, or who have, at any time, had an
application for registration with the
DEA denied, had a DEA registration re-
voked, or surrendered a DEA registra-
tion for cause. (For purposes of this
subsection, the term ‘‘for cause’’ means
a surrender in lieu of, or as a con-
sequence of, any Federal or State ad-
ministrative, civil or criminal action
resulting from an investigation of the
individual’s handling of controlled sub-
stances or listed chemicals.) The reg-
istrant should be aware of the cir-
cumstances regarding the action
against the potential employee and the
rehabilitative efforts following the ac-
tion. The registrant shall assess the
risks involved in employing such per-
sons, including the potential for action
against the registrant pursuant to
§ 1309.43, If such person is found to have
diverted listed chemicals, and, in the
event of employment, shall institute
procedures to limit the potential for
diversion of List I chemicals.

(b) It is the position of DEA that em-
ployees who possess, sell, use or divert
listed chemicals or controlled sub-
stances will subject themselves not
only to State or Federal prosecution
for any illicit activity, but shall also
immediately become the subject of
independent action regarding their
continued employment. The employer
will assess the seriousness of the em-
ployee’s violation, the position of re-
sponsibility held by the employee, past
record of employment, etc., in deter-
mining whether to suspend, transfer,
terminate or take other action against
the employee.
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