§9.3

program. This official shall be respon-
sible for actively overseeing the agen-
cy’s program, including a security edu-
cation program, to ensure effective im-
plementation of the Order.

(a) In addition, this official shall
have the following responsibilities:

(1) To establish and monitor agency
policies and procedures to prevent over
or under classification, to ensure the
protection from unauthorized disclo-
sure of properly classified information,
including intelligence information, and
to ensure orderly and effective declas-
sification of agency documents which
no longer require protection, in accord-
ance with the terms of the Order.

(2) To review proposed classified dis-
closures of an exceptional nature bear-
ing upon issues of concern to the Con-
gress and the public.

(3) To issue any needed guidelines for
classification or declassification.

(4) To recommend to the agency head
the following:

(i) Proposals for reclassification in
accordance with section 1.6(c) of the
Order;

(ii) Other categories of information,
as defined in section 1.3(a)(10) of the
Order, which require protection against
unauthorized disclosure but which are
not specifically protected by sections
1.3(a) (1) through (9) of the Order;

(iii) Waivers, for specified classes of
documents or information of the re-
quirement to indicate which portions
of documents are classified and which
are not, as provided by section 1.5(b) of
the Order; and

(iv) Waivers for specified classes of
documents or information, of the re-
quirement to prepare derivative classi-
fication guides, as provided by section
2.2(c) of the Order.

(6) To prepare a list of officials, by
name or position, delegated Top Se-
cret, Secret, and Confidential classi-
fication authority.

(6) To receive, and if necessary act
on, suggestions and complaints with
respect to that agency’s administra-
tion of its information security pro-
gram.

(7) To provide guidance concerning
corrective or disciplinary action in un-
usually important cases involving un-
authorized disclosure or refusal to de-
classify.
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(8) To maintain liaison with the Di-
rector of ISOO and to furnish reports
and information as required by section
5.2 of the Order.

(b) Department of State. Within the
Department of State, the senior offi-
cial is the Deputy Assistant Secretary,
Classification/Declassification Center,
hereinafter referred to as (DAS/CDC).

(c) AID. Within AID (a component of
the International Development Co-
operation Agency), the senior official
is the Inspector General.

(d) USIA. Within USIA, the senior of-
ficial is the Director, Office of the Pub-
lic Liaison.

§9.3 Responsibility for safeguarding
classified information.

(a) Primary. The specific responsi-
bility for the maintenance of the secu-
rity of classified information rests with
each person having knowledge or phys-
ical custody thereof, no matter how ob-
tained.

(b) Individual. BEach employee is re-
sponsible for becoming familiar with
and adhering to all security regula-
tions.

(c) Supervisory. The ultimate respon-
sibility for safeguarding classified in-
formation rests upon each supervisor
to the same degree that the supervisor
is charged with functional responsi-
bility for the organizational unit.
While certain employees may be as-
signed specific security responsibil-
ities, such as Top Secret Control Offi-
cer or Unit Security Officer, it is nev-
ertheless the basic responsibility of su-
pervisors to ensure that classified ma-
terial entrusted to their organizational
units is handled in accordance with the
procedures prescribed in these regula-
tions. Each supervisor should ensure
that no one employee is assigned un-
reasonable security responsibilities in
addition to usual administrative or
functional duties.

(d) Organizational. The Offices of Se-
curity in State, AID, and USIA are re-
sponsible for physical, procedural, and
personnel security in their respective
agencies. In the Department of State,
the Office of Communications
(COMSEC) is responsible for commu-
nications security.



