§164.532
§164.530 Administrative requirements.

* * * * *

(c) Standard: Safeguards. * * *

(2) Implementation specifications: Safeguards.
(i) * * *

(ii) A covered entity must reasonably safe-
guard protected health information to limit
incidental uses or disclosures made pursuant
to an otherwise permitted or required use or
disclosure.

* * * * *

§164.532 Transition provisions.

(a) Standard: Effect of prior consents
and authorizations. Notwithstanding
other sections of this subpart, a cov-
ered entity may continue to use or dis-
close protected health information pur-
suant to a consent, authorization, or
other express legal permission obtained
from an individual permitting the use
or disclosure of protected health infor-
mation that does not comply with
§§164.506 or 164.508 of this subpart con-
sistent with paragraph (b) of this sec-
tion.

(b) Implementation specification: Re-
quirements for retaining effectiveness of
prior consents and authorizations. Not-
withstanding other sections of this
subpart, the following provisions apply
to use or disclosure by a covered entity
of protected health information pursu-
ant to a consent, authorization, or
other express legal permission obtained
from an individual permitting the use
or disclosure of protected health infor-
mation, if the consent, authorization,
or other express legal permission was
obtained from an individual before the
applicable compliance date of this sub-
part and does not comply with §§164.506
or 164.508 of this subpart.

(1) If the consent, authorization, or
other express legal permission obtained
from an individual permits a use or dis-
closure for purposes of carrying out
treatment, payment, or health care op-
erations, the covered entity may, with
respect to protected health informa-
tion that it created or received before
the applicable compliance date of this
subpart and to which the consent, au-
thorization, or other express legal per-
mission obtained from an individual
applies, use or disclose such informa-
tion for purposes of carrying out treat-
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ment, payment, or health care oper-
ations, provided that:

(i) The covered entity does not make
any use or disclosure that is expressly
excluded from the a consent, authoriza-
tion, or other express legal permission
obtained from an individual; and

(ii) The covered entity complies with
all limitations placed by the consent,
authorization, or other express legal
permission obtained from an indi-
vidual.

(2) If the consent, authorization, or
other express legal permission obtained
from an individual specifically permits
a use or disclosure for a purpose other
than to carry out treatment, payment,
or health care operations, the covered
entity may, with respect to protected
health information that it created or
received before the applicable compli-
ance date of this subpart and to which
the consent, authorization, or other ex-
press legal permission obtained from
an individual applies, make such use or
disclosure, provided that:

(i) The covered entity does not make
any use or disclosure that is expressly
excluded from the consent, authoriza-
tion, or other express legal permission
obtained from an individual; and

(ii) The covered entity complies with
all limitations placed by the consent,
authorization, or other express legal
permission obtained from an indi-
vidual.

(3) In the case of a consent, author-
ization, or other express legal permis-
sion obtained from an individual that
identifies a specific research project
that includes treatment of individuals:

(i) If the consent, authorization, or
other express legal permission obtained
from an individual specifically permits
a use or disclosure for purposes of the
project, the covered entity may, with
respect to protected health informa-
tion that it created or received either
before or after the applicable compli-
ance date of this subpart and to which
the consent or authorization applies,
make such use or disclosure for pur-
poses of that project, provided that the
covered entity complies with all limi-
tations placed by the consent, author-
ization, or other express legal permis-
sion obtained from an individual.

(ii) If the consent, authorization, or
other express legal permission obtained
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from an individual is a general consent
to participate in the project, and a cov-
ered entity is conducting or partici-
pating in the research, such covered
entity may, with respect to protected
health information that it created or
received as part of the project before or
after the applicable compliance date of
this subpart, make a use or disclosure
for purposes of that project, provided
that the covered entity complies with
all limitations placed by the consent,
authorization, or other express legal
permission obtained from an indi-
vidual.

(4) If, after the applicable compliance
date of this subpart, a covered entity
agrees to a restriction requested by an
individual under §164.522(a), a subse-
quent use or disclosure of protected
health information that is subject to
the restriction based on a consent, au-
thorization, or other express legal per-
mission obtained from an individual as
given effect by paragraph (b) of this
section, must comply with such re-
striction.

EFFECTIVE DATE NOTE: At 67 FR 53272, Aug.
14, 2002, §164.532 was revised, effective Oct. 15,
2002. For the convenience of the user, the re-
vised text is set forth as follows:

§164.532 Transition provisions.

(a) Standard: Effect of prior authorications.
Notwithstanding §§164.508 and 164.512(1), a
covered entity may use or disclose protected
health information, consistent with para-
graphs (b) and (c) of this section, pursuant to
an authorization or other express legal per-
mission obtained from an individual permit-
ting the use or disclosure of protected health
information, informed consent of the indi-
vidual to participate in research, or a waiver
of informed consent by an IRB.

(b) Implementation specification: Effect of
prior authorization for purposes other than re-
search. Notwithstanding any provisions in
§164.508, a covered entity may use or disclose
protected health information that it created
or received prior to the applicable compli-
ance date of this subpart pursuant to an au-
thorization or other express legal permission
obtained from an individual prior to the ap-
plicable compliance date of this subpart, pro-
vided that the authorization or other express
legal permission specifically permits such
use or disclosure and there is no agreed-to
restriction in accordance with §164.522(a).

(c) Implementation specification: Effect of
prior permission for research. Notwithstanding
any provisions in §§164.508 and 164.512(i), a
covered entity may, to the extent allowed by
one of the following permissions, use or dis-
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close, for research, protected health informa-
tion that it created or received either before
or after the applicable compliance date of
this subpart, provided that there is no
agreed-to restriction in accordance with
§164.522(a), and the covered entity has ob-
tained, prior to the applicable compliance
date, either:

(1) An authorization or other express legal
permission from an individual to use or dis-
close protected health information for the
research;

(2) The informed consent of the individual
to participate in the research; or

(3) A waiver, by an IRB, of informed con-
sent for the research, in accordance with 7
CFR 1c.116(d), 10 CFR 745.116(d), 14 CFR
1230.116(d), 15 CFR 27.116(d), 16 CFR
1028.116(d), 21 CFR 50.24, 22 CFR 225.116(d), 24
CFR 60.116(d), 28 CFR 46.116(d), 32 CFR
219.116(d), 34 CFR 97.116(d), 38 CFR 16.116(d),
40 CFR 26.116(d), 45 CFR 46.116(d), 45 CFR
690.116(d), or 49 CFR 11.116(d), provided that a
covered entity must obtain authorization in
accordance with §164.508 if, after the compli-
ance date, informed consent is sought from
an individual participating in the research.

(d) Standard: Effect of prior contracts or
other arrangements with business associates.
Notwithstanding any other provisions of this
subpart, a covered entity, other than a small
health plan, may disclose protected health
information to a business associate and may
allow a business associate to create, receive,
or use protected health information on its
behalf pursuant to a written contract or
other written arrangement with such busi-
ness associate that does not comply with
§§164.502(e) and 164.504(e) consistent with the
requirements, and only for such time, set
forth in paragraph (e) of this section.

(e) Implementation specification: Deemed com-
pliance—(1) Qualification. Notwithstanding
other sections of this subpart, a covered en-
tity, other than a small health plan, is
deemed to be in compliance with the docu-
mentation and contract requirements of
§§164.502(e) and 164.504(e), with respect to a
particular business associate relationship,
for the time period set forth in paragraph
(e)(2) of this section, if:

(i) Prior to October 15, 2002, such covered
entity has entered into and is operating pur-
suant to a written contract or other written
arrangement with a business associate for
such business associate to perform functions
or activities or provide services that make
the entity a business associate; and

(ii) The contract or other arrangement is
not renewed or modified from October 15,
2002, until the compliance date set forth in
§164.534.

(2) Limited deemed compliance period. A prior
contract or other arrangement that meets
the qualification requirements in paragraph
(e) of this section, shall be deemed compliant
until the earlier of:
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(i) The date such contract or other ar-
rangement is renewed or modified on or after
the compliance date set forth in §164.534; or

(ii) April 14, 2004.

(3) Covered entity responsibilities. Nothing in
this section shall alter the requirements of a
covered entity to comply with part 160, sub-
part C of this subchapter and §§164.524,
164.526, 164.528, and 164.530(f) with respect to
protected health information held by a busi-
ness associate.

§164.534 Compliance dates for initial
implementation of the privacy
standards.

(a) Health care providers. A covered
health care provider must comply with
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the applicable requirements of this
subpart no later than April 14, 2003.

(b) Health plans. A health plan must
comply with the applicable require-
ments of this subpart no later than the
following as applicable:

(1) Health plans other han small health
plans. April 14, 2003.

(2) Small health plans. April 14, 2004.

(c) Health clearinghouses. A health
care clearinghouse must comply with
the applicable requirements of this
subpart no later than April 14, 2003.

[66 FR 12434, Feb. 26, 2001]
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