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IT Security Plan for unclassified infor-
mation is required. 

(b) IT security plans must dem-
onstrate a thorough understanding of 
NPG 2810.1 and NPD 2810.1 and must in-
clude, as a minimum, the security 
measures and program safeguards 
planned to ensure that the information 
technology resources acquired and used 
by contractor and subcontractor per-
sonnel— 

(1) Are protected from unauthorized 
access, alteration, disclosure, or mis-
use of information processed, stored, or 
transmitted; 

(2) Can maintain the continuity of 
automated information support for 
NASA missions, programs, and func-
tions; 

(3) Incorporate management, general, 
and application controls sufficient to 
provide cost-effective assurance of the 
systems’ integrity and accuracy; 

(4) Have appropriate technical, per-
sonnel, administrative, environmental, 
and access safeguards; 

(5) Document and follow a virus pro-
tection program for all IT resources 
under its control; and 

(6) Document and follow a network 
intrusion detection and prevention pro-
gram for all IT resources under its con-
trol. 

(c) The contractor must be required 
to develop and maintain an IT System 
Security Plan, in accordance with NPG 
2810.1, for systems for which the con-
tractor has primary operational re-
sponsibility on behalf of NASA. 

(d) The contracting officer must ob-
tain the concurrence of the Center 
Chief of Security before granting any 
contractor requests for waiver of the 
screening requirement contained in the 
clause at 1852.204–76. 

[66 FR 36491, July 12, 2001]

1804.470–4 Contract clauses. 

The contracting officer must insert a 
clause substantially the same as the 
clause at 1852.204–76, Security Require-
ments for Unclassified Information 
Technology Resources, in solicitations 
and contracts which require submis-
sion of an IT Security Plan. 

[66 FR 36491, July 12, 2001]

Subpart 1804.5—Electronic 
Commerce in Contracting

SOURCE: 63 FR 9954, Feb. 27, 1998, unless 
otherwise noted.

1804.570 NASA Acquisition Internet 
Service (NAIS).

1804.570–1 General. 

The NASA Acquisition Internet Serv-
ice (NAIS) provides an electronic 
means for posting procurement syn-
opses, solicitations, and associated in-
formation on the NAIS Internet site 
which in turn, automatically posts rel-
evant information onto the Govern-
mentwide point of entry (GPE). 

[66 FR 53546, Oct. 23, 2001]

1804.570–2 Electronic Posting System. 

(a) The NAIS Electronic Posting Sys-
tem (EPS) enables the NASA procure-
ment staff to— 

(1) Electronically create and post 
synopses on the NAIS Internet site and 
the GPE; and 

(2) Post solicitation documents, in-
cluding solicitation amendments or 
cancellations, and other procurement 
information on the NAIS Internet site 
with linked references on the GPE. 

(b) The EPS maintains an on-line 
index linking the posted synopses and 
solicitations for viewing and 
downloading. 

(c) The EPS shall be used to— 
(1) Create and post all synopses in ac-

cordance with FAR part 5 and NFS 
1805; and 

(2) Post all competitive solicitation 
files, excluding large construction and 
other drawings, for acquisitions ex-
ceeding $25,000. 

(d) The NAIS is the official site for 
solicitation postings which in turn, 
automatically posts relevant informa-
tion onto the Government-wide point 
of entry (GPE). In the event supporting 
materials, such as program libraries, 
cannot be reasonably accommodated 
by the NAIS, Internet sites external to 
NAIS may be established after coordi-
nation with the contracting officer. 
Such sites must be linked from the 
NAIS business opportunities index 
where the solicitation resides. External 
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sites should not duplicate any of the 
files residing on the NAIS. 

[66 FR 53546, Oct. 23, 2001]

Subpart 1804.6—Contract 
Reporting

1804.601 Record requirements. 
The Headquarters Office of Procure-

ment (Code HC) is responsible for meet-
ing the requirements of FAR 4.601, 
based on installation submission of In-
dividual Procurement Action Reports 
(NASA Form 507 series) data. 

[61 FR 40539, Aug. 5, 1996, as amended at 63 
FR 32763, June 16, 1998; 67 FR 50823, Aug. 6, 
2002]

1804.602 Federal Procurement Data 
System. (NASA supplements para-
graph (d)) 

(d) Code HC is responsible for re-
questing, obtaining, and reporting Con-
tractor Establishment Codes to the 
FPDS. 

[61 FR 40539, Aug. 5, 1996, as amended at 63 
FR 32763, June 16, 1998; 67 FR 50823, Aug. 6, 
2002]

1804.670 Individual Procurement Ac-
tion Report (NASA Form 507 series). 

The Individual Procurement Action 
Report and Supplements (NASA Form 
507 series) provide essential procure-
ment records and statistics through a 
single uniform reporting program as a 
basis for required recurring and special 
reports to Congress, Federal Procure-
ment Data Center, and other Federal 
agencies. The preparation and utiliza-
tion of the NASA Form 507 series are 
integral parts of the agencywide Finan-
cial and Contractual Status (FACS) 
system. The Headquarters Office of 
Procurement issues Procurement Infor-
mation Circulars (PICs) to— 

(a) Identify the procurement actions 
subject to reporting; and 

(b) Provide instructions on prepara-
tion of the NASA Forms 507. 

[67 FR 50823, Aug. 6, 2002]

1804.671 Committee on Academic 
Science and Engineering (C.A.S.E.) 
Report. 

NASA Form 1356, C.A.S.E. Report on 
College and University Projects, shall 
be prepared for awards to nonprofit in-

stitutions of higher education or to 
nonprofit institutions that are oper-
ationally affiliated or integrated with 
an educational institution. Informa-
tion on this form is used to produce re-
ports required by the National Science 
Foundation and to respond to inquir-
ies. Submission is required regardless 
of instrument type (contract, grant, 
cooperative agreement, or funded 
Space Act agreement) and type of pro-
posal (solicited or unsolicited). Instruc-
tions appear on the form itself and con-
stitute the detailed guidance for prepa-
ration and submission. The form, 
which is either included with the ac-
quisition package or initiated by the 
contracting office, shall be completed, 
reviewed, and promptly forwarded upon 
award to the Headquarters Office of 
Human Resources and Education (Code 
FE). 

[61 FR 40539, Aug. 5, 1996, as amended at 63 
FR 32763, June 16, 1998]

Subpart 1804.8—Government 
Contract Files

1804.802–70 Handling of classified ma-
terial. 

When a contract is unclassified, clas-
sified material relating to that con-
tract shall be maintained in a separate 
file folder and container, and the un-
classified folder shall be marked to in-
dicate the location of the classified 
material. The front and back of each 
folder containing classified material 
shall be marked with the highest clas-
sification assigned to any document in 
the folder.

1804.803 Contents of contract files.

1804.803–70 Checklist. 
NASA Form 1098, Checklist for Con-

tract Award File Content, shall be used 
as the ‘‘top page’’ in contract files.

1804.804 Closeout of contract files.

1804.804–2 Closeout of the contracting 
office files if another office admin-
isters the contract. (NASA supple-
ments paragraph (b)) 

(b) Upon receiving the NASA Form 
1611 or DD Form 1594, Contract Com-
pletion Statement, from the contract 
administration office and complying 
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