National Aeronautics and Space Administration

IT Security Plan for unclassified infor-
mation is required.

(b) IT security plans must dem-
onstrate a thorough understanding of
NPG 2810.1 and NPD 2810.1 and must in-
clude, as a minimum, the security
measures and program safeguards
planned to ensure that the information
technology resources acquired and used
by contractor and subcontractor per-
sonnel—

(1) Are protected from unauthorized
access, alteration, disclosure, or mis-
use of information processed, stored, or
transmitted;

(2) Can maintain the continuity of
automated information support for
NASA missions, programs, and func-
tions;

(3) Incorporate management, general,
and application controls sufficient to
provide cost-effective assurance of the
systems’ integrity and accuracy;

(4) Have appropriate technical, per-
sonnel, administrative, environmental,
and access safeguards;

(5) Document and follow a virus pro-
tection program for all IT resources
under its control; and

(6) Document and follow a network
intrusion detection and prevention pro-
gram for all IT resources under its con-
trol.

(c) The contractor must be required
to develop and maintain an IT System
Security Plan, in accordance with NPG
2810.1, for systems for which the con-
tractor has primary operational re-
sponsibility on behalf of NASA.

(d) The contracting officer must ob-
tain the concurrence of the Center
Chief of Security before granting any
contractor requests for waiver of the
screening requirement contained in the
clause at 1852.204-76.

[66 FR 36491, July 12, 2001]

1804.470-4 Contract clauses.

The contracting officer must insert a
clause substantially the same as the
clause at 1852.204-76, Security Require-
ments for Unclassified Information
Technology Resources, in solicitations
and contracts which require submis-
sion of an IT Security Plan.

[66 FR 36491, July 12, 2001]

1804.570-2

Subpart 1804.5—Electronic
Commerce in Contracting

SOURCE: 63 FR 9954, Feb. 27, 1998, unless
otherwise noted.

1804.570 NASA Acquisition Internet
Service (NAIS).

1804.570-1 General.

The NASA Acquisition Internet Serv-
ice (NAIS) provides an electronic
means for posting procurement syn-
opses, solicitations, and associated in-
formation on the NAIS Internet site
which in turn, automatically posts rel-
evant information onto the Govern-
mentwide point of entry (GPE).

[66 FR 53546, Oct. 23, 2001]

1804.570-2 Electronic Posting System.

(a) The NAIS Electronic Posting Sys-
tem (EPS) enables the NASA procure-
ment staff to—

(1) Electronically create and post
synopses on the NAIS Internet site and
the GPE; and

(2) Post solicitation documents, in-
cluding solicitation amendments or
cancellations, and other procurement
information on the NAIS Internet site
with linked references on the GPE.

(b) The EPS maintains an on-line
index linking the posted synopses and
solicitations for viewing and
downloading.

(c) The EPS shall be used to—

(1) Create and post all synopses in ac-
cordance with FAR part 5 and NFS
1805; and

(2) Post all competitive solicitation
files, excluding large construction and
other drawings, for acquisitions ex-
ceeding $25,000.

(d) The NAIS is the official site for
solicitation postings which in turn,
automatically posts relevant informa-
tion onto the Government-wide point
of entry (GPE). In the event supporting
materials, such as program libraries,
cannot be reasonably accommodated
by the NAIS, Internet sites external to
NAIS may be established after coordi-
nation with the contracting officer.
Such sites must be linked from the
NAIS business opportunities index
where the solicitation resides. External
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