203.570-4

(2) Deny the request if the con-
tracting officer decides the waiver is
not required in the interests of na-
tional security; or

(3) Forward the request to the head
of the agency or designee for approval
if the contracting officer decides the
waiver may be in the interest of na-
tional security.

(b) The head of the agency or des-
ignee shall report all waivers granted,
and the reasons for granting the waiv-
er, to the Under Secretary of Defense
(Acquisition, Technology, and Logis-
tics), who will forward the report to
Congress as required by 10 U.S.C.
2408(a)(3).

[66 FR 36288, July 31, 1991, as amended at 65
FR 39074, June 27, 2000]

203.570-4 Reporting.

When a defense contractor or first-
tier subcontractor is found in violation
of the prohibition in 203.570-2, report
the matter in accordance with 209.406—
3 or 209.407-3, and DoDD 7050.5, Coordi-
nation of Remedies for Fraud and Cor-
ruption Related to Procurement Ac-
tivities.

[64 FR 62984, Nov. 18, 1999]

203.570-5 Contract clause.

Use the clause at 252.203-7001, Prohi-
bition on Persons Convicted of Fraud
or Other Defense-Contract-Related
Felonies, in all solicitations and con-
tracts exceeding the simplified acquisi-
tion threshold, except solicitations and
contracts for commercial items.

[64 FR 14398, Mar. 25, 1999]

Subpart 203.7—Voiding and
Rescinding Contracts

203.703 Authority.

The authority to act for the agency
head under this subpart is limited to a
level no lower than an official who is
appointed by and with the advice of the
Senate, without power of redelegation.
For the defense agencies, for purposes
of this subpart, the agency head des-
ignee is the Under Secretary of Defense
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(Acquisition, Technology,
tics).

[66 FR 36288, July 31, 1991, as amended at 60
FR 61592, Nov. 30, 1995; 656 FR 39704, June 27,
2000]

and Logis-

Subpart 203.70—Contractor
Standards of Conduct

203.7000 Policy.

Government contractors must con-
duct themselves with the highest de-
gree of integrity and honesty. Contrac-
tors should have standards of conduct
and internal control systems that—

(1) Are suitable to the size of the
company and the extent of their in-
volvement in Government contracting,

(2) Promote such standards,

(3) Facilitate timely discovery and
disclosure of improper conduct in con-
nection with Government contracts,
and

(4) Ensure corrective measures are
promptly instituted and carried out.

203.7001 Procedures.

(a) A contractor’s system of manage-
ment controls should provide for—

(1) A written code of business ethics
and conduct and an ethics training pro-
gram for all employees;

(2) Periodic reviews of company busi-
ness practices, procedures, policies, and
internal controls for compliance with
standards of conduct and the special
requirements of Government con-
tracting;

(3) A mechanism, such as a hotline,
by which employees may report sus-
pected instances of improper conduct,
and instructions that encourage em-
ployees to make such reports;

(4) Internal and/or external audits, as
appropriate;

(5) Disciplinary action for improper
conduct;

(6) Timely reporting to appropriate
Government officials of any suspected
or possible violation of law in connec-
tion with Government contracts or any
other irregularities in connection with
such contracts; and

(7) Full cooperation with any Govern-
ment agencies responsible for either in-
vestigation or corrective actions.
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(b) Contractors who are awarded a
DoD contract of $56 million or more
must display DoD Hotline Posters pre-
pared by the DoD Office of the Inspec-
tor General unless—

(1) The contract will be performed in
a foreign country; or

(2) The contractor has established an
internal reporting mechanism and pro-
gram, as described in paragraph (a) of
this section.

203.7002 Contract clause.

Use the clause at 252.203-7002, Display
of DoD Hotline Poster, in solicitations
and contracts expected to exceed $5
million, except when performance will
take place in a foreign country.
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