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2803.906 Remedies. 
(a) Upon determination that a con-

tractor has subjected one of its em-
ployees to a reprisal for providing in-
formation, the HCA may take one or 
more actions specified in FAR 3.906(a). 

(b) Whenever a contractor fails to 
comply with an order, the HCA shall 
request an action be filed for enforce-
ment of such order in the United 
States district court.
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Subpart 2804.4—Safeguarding 
Classified Information Within 
Industry

2804.402 General. 
Classified acquisitions or contracts 

which require access to classified ma-
terial, as defined in FAR 4.401, for their 
performance shall be subject to the 

policies, procedures, and instructions 
contained in departmental regulations 
and shall be processed in a manner con-
sistent with those regulations.

2804.403 Responsibilities of con-
tracting officers. 

For proposed solicitations and con-
tracts which may require access to 
classified material or where guard 
services are assigned to safeguard de-
partmental activities in possession of 
classified information, the contracting 
officer shall consult with the COTR 
and the Director, Security and Emer-
gency Planning Staff, JMD, to deter-
mine the appropriate security meas-
ures to safeguard such material and in-
formation.

2804.470 Contractor Personnel Secu-
rity Program.

2804.470–1 Policy. 
It is the policy of the Department of 

Justice that all acquisitions which 
allow unescorted contractor access to 
Government facilities or sensitive in-
formation contain, as appropriate, re-
quirements for appropriate personnel 
security screening by the contractor. 
To the maximum extent practicable, 
contractors shall be made responsible 
for the performance of personnel secu-
rity screening. The personnel security 
screening may vary from one acquisi-
tion to another, depending upon the 
type, context, duration and location of 
the work to be performed. Classified 
contracts are exempted from the re-
quirements of this section because they 
are governed by the requirements of 
Executive Order 12829 (January 6, 1993).

2804.470–2 Responsibilities. 
(a) The primary acquiring compo-

nent, together with its Security Pro-
gram Manager, is responsible for pro-
viding the contracting officer with the 
appropriate contractor personnel secu-
rity screening requirements (including 
waiver requirements, if appropriate) to 
be included in the statement of work. 

(b) The contracting officer is respon-
sible for including in the contract file 
for all such acquisitions, a certifi-
cation made by the responsible Secu-
rity Program Manager that the per-
sonnel security requirements of the 
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contract are adequate to ensure the se-
curity of Departmental operations, in-
formation and personnel. 

(c) The Security Program Manager 
for the acquiring component is respon-
sible for monitoring and ensuring that 
the contractor personnel security re-
quirements of the contract are accom-
plished. 

(d) For purposes of this section, the 
term Contracting Officer includes any-
one empowered to place orders under 
Blanket Purchase Agreements (BPA) 
or any other existing contract vehicle 
and/or through the use of the govern-
ment-wide commercial purchase card.

Subpart 2804.5—Electronic 
Commerce in Contracting

2804.506 Exemptions. 
Pursuant to FAR 4.506(b), all deter-

minations that FACNET processing is 
not cost-effective or practicable for the 
contracting officer, or portions thereof, 
shall be initiated by the HCA and sub-
mitted to the PE for processing to the 
Attorney General for signature.

Subpart 2804.6—Contract 
Reporting

2804.602 Federal Procurement Data 
System. 

(a) Federal Procurement Data Sys-
tem (FPDS) reports shall be submitted 
to the Procurement Policy and Review 
Group (PPRG) within 20 days of the 
close of each of the first three quarters 
of the fiscal year and within 30 days 
after the close of the fourth quarter. 
Specific preparation procedures are 
contained in the FPDS Reporting Man-
ual and the Product and Service Code 
Manual. 

(b) Bureaus shall submit periodic re-
ports of their subcontract activities, 
together with copies of their Standard 
Forms 295 and 294 to the Director, Of-
fice of Small and Disadvantaged Busi-
ness Utilization (OSDBU) as required 
by that office. 

(c) BPCs shall provide to the PE, the 
name, office, mailing address, and tele-
phone number of the individual who 
will provide day-to-day operational 
contact within the bureau for the im-
plementation of the FPDS. Changes 

and updates shall be forwarded to 
PPRG within 10 days after they occur. 
It is the responsibility of the bureau 
contacts to ensure that all actions are 
reported and submitted to PPRG in a 
timely manner and that all statistics 
and reports are accurate, current, and 
complete. BPCs shall be responsible for 
validating the data.

Subpart 2804.8—Government 
Contract Files

2804.805 Storage, handling, and dis-
posal of contract files. 

In accordance with FAR 4.805, each 
bureau shall prescribe procedures for 
the handling, storing, and disposing of 
contract files.

Subpart 2804.9—Information Re-
porting to the Internal Rev-
enue Service

2804.901 Definitions. 

Classified contract, as used in this sub-
part, means a contract such that the 
fact of its existence of its subject mat-
ter has been designated and clearly 
marked or clearly represented, pursu-
ant to the provisions of Federal law or 
an Executive Order, as requiring a spe-
cific degree of protection against unau-
thorized disclosure for reasons of na-
tional security. 

Confidential contract, as used in this 
subpart, means a contract, the report-
ing of which to the Internal Revenue 
Service (IRS) as required under 26 
U.S.C. 6050M, would interfere with the 
effective conduct of a confidential law 
enforcement activity, such as con-
tracts for sites for undercover oper-
ations or contracts with informants, or 
foreign counterintelligence activity.

2804.902 Contract information. 

(a) Pursuant to FAR 4.902, the HCA, 
or delegate, shall certify to the PE, in 
the format specified in this section, 
under penalty of perjury, that such of-
ficial has examined the information 
submitted by that bureau as its FPDS 
data, that the data has been prepared 
pursuant to the requirement of 26 
U.S.C. 6050M, and that, to the best of 
such official’s knowledge and belief it 
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