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(5) Release of information both before 
and after award (see 3.104–4) may be 
prohibited by the Privacy Act (5 U.S.C. 
552a), the Trade Secrets Act (18 U.S.C. 
1905), and other laws; and 

(6) Using nonpublic information to 
further an employee’s private interest 
or that of another and engaging in a fi-
nancial transaction using nonpublic in-
formation are prohibited by 5 CFR 
2635.703. 

[67 FR 13059, Mar. 20, 2002]

3.104–3 Statutory and related prohibi-
tions, restrictions, and require-
ments. 

(a) Prohibition on disclosing procure-
ment information (subsection 27(a) of the 
Act). (1) A person described in para-
graph (a)(2) of this subsection must 
not, other than as provided by law, 
knowingly disclose contractor bid or 
proposal information or source selec-
tion information before the award of a 
Federal agency procurement contract 
to which the information relates. (See 
3.104–4(a).) 

(2) Paragraph (a)(1) of this subsection 
applies to any person who— 

(i) Is a present or former official of 
the United States, or a person who is 
acting or has acted for or on behalf of, 
or who is advising or has advised the 
United States with respect to, a Fed-
eral agency procurement; and 

(ii) By virtue of that office, employ-
ment, or relationship, has or had ac-
cess to contractor bid or proposal in-
formation or source selection informa-
tion. 

(b) Prohibition on obtaining procure-
ment information (subsection 27(b) of the 
Act). A person must not, other than as 
provided by law, knowingly obtain con-
tractor bid or proposal information or 
source selection information before the 
award of a Federal agency procurement 
contract to which the information re-
lates. 

(c) Actions required when an agency of-
ficial contacts or is contacted by an offer-
or regarding non-Federal employment 
(subsection 27(c) of the Act). (1) If an 
agency official, participating person-
ally and substantially in a Federal 
agency procurement for a contract in 
excess of the simplified acquisition 
threshold, contacts or is contacted by a 
person who is an offeror in that Fed-

eral agency procurement regarding 
possible non-Federal employment for 
that official, the official must— 

(i) Promptly report the contact in 
writing to the official’s supervisor and 
to the agency ethics official; and 

(ii) Either reject the possibility of 
non-Federal employment or disqualify 
himself or herself from further per-
sonal and substantial participation in 
that Federal agency procurement (see 
3.104–5) until such time as the agency 
authorizes the official to resume par-
ticipation in that procurement, in ac-
cordance with the requirements of 18 
U.S.C. 208 and applicable agency regu-
lations, because— 

(A) The person is no longer an offeror 
in that Federal agency procurement; or 

(B) All discussions with the offeror 
regarding possible non-Federal employ-
ment have terminated without an 
agreement or arrangement for employ-
ment. 

(2) A contact is any of the actions in-
cluded as ‘‘seeking employment’’ in 5 
CFR 2635.603(b). In addition, unsolicited 
communications from offerors regard-
ing possible employment are consid-
ered contacts. 

(3) Agencies must retain reports of 
employment contacts for 2 years from 
the date the report was submitted. 

(4) Conduct that complies with sub-
section 27(c) of the Act may be prohib-
ited by other criminal statutes and the 
Standards of Ethical Conduct for Em-
ployees of the Executive Branch. See 
3.104–2(b)(2). 

(d) Prohibition on former official’s ac-
ceptance of compensation from a con-
tractor (subsection 27(d) of the Act). (1) A 
former official of a Federal agency may 
not accept compensation from a con-
tractor that has been awarded a com-
petitive or sole source contract, as an 
employee, officer, director, or consult-
ant of the contractor within a period of 
1 year after such former official— 

(i) Served, at the time of selection of 
the contractor or the award of a con-
tract to that contractor, as the pro-
curing contracting officer, the source 
selection authority, a member of a 
source selection evaluation board, or 
the chief of a financial or technical 
evaluation team in a procurement in 
which that contractor was selected for 
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award of a contract in excess of 
$10,000,000; 

(ii) Served as the program manager, 
deputy program manager, or adminis-
trative contracting officer for a con-
tract in excess of $10,000,000 awarded to 
that contractor; or 

(iii) Personally made for the Federal 
agency a decision to— 

(A) Award a contract, subcontract, 
modification of a contract or sub-
contract, or a task order or delivery 
order in excess of $10,000,000 to that 
contractor; 

(B) Establish overhead or other rates 
applicable to a contract or contracts 
for that contractor that are valued in 
excess of $10,000,000; 

(C) Approve issuance of a contract 
payment or payments in excess of 
$10,000,000 to that contractor; or 

(D) Pay or settle a claim in excess of 
$10,000,000 with that contractor. 

(2) The 1-year prohibition begins on 
the date— 

(i) Of contract award for positions de-
scribed in paragraph (d)(1)(i) of this 
subsection, or the date of contractor 
selection if the official was not serving 
in the position on the date of award; 

(ii) The official last served in one of 
the positions described in paragraph 
(d)(1)(ii) of this subsection; or 

(iii) The official made one of the deci-
sions described in paragraph (d)(1)(iii) 
of this subsection. 

(3) Nothing in paragraph (d)(1) of this 
subsection may be construed to pro-
hibit a former official of a Federal 
agency from accepting compensation 
from any division or affiliate of a con-
tractor that does not produce the same 
or similar products or services as the 
entity of the contractor that is respon-
sible for the contract referred to in 
paragraph (d)(1) of this subsection. 
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3.104–4 Disclosure, protection, and 
marking of contractor bid or pro-
posal information and source selec-
tion information. 

(a) Except as specifically provided for 
in this subsection, no person or other 
entity may disclose contractor bid or 
proposal information or source selec-
tion information to any person other 
than a person authorized, in accord-
ance with applicable agency regula-

tions or procedures, by the agency head 
or the contracting officer to receive 
such information. 

(b) Contractor bid or proposal infor-
mation and source selection informa-
tion must be protected from unauthor-
ized disclosure in accordance with 
14.401, 15.207, applicable law, and agen-
cy regulations. 

(c) Individuals unsure if particular 
information is source selection infor-
mation, as defined in 2.101, should con-
sult with agency officials as necessary. 
Individuals responsible for preparing 
material that may be source selection 
information as described at paragraph 
(10) of the ‘‘source selection informa-
tion’’ definition in 2.101 must mark the 
cover page and each page that the indi-
vidual believes contains source selec-
tion information with the legend 
‘‘Source Selection Information—See 
FAR 2.101 and 3.104.’’ Although the in-
formation in paragraphs (1) through (9) 
of the definition in 2.101 is considered 
to be source selection information 
whether or not marked, all reasonable 
efforts must be made to mark such ma-
terial with the same legend. 

(d) Except as provided in paragraph 
(d)(3) of this subsection, the con-
tracting officer must notify the con-
tractor in writing if the contracting of-
ficer believes that proprietary informa-
tion, contractor bid or proposal infor-
mation, or information marked in ac-
cordance with 52.215–1(e) has been inap-
propriately marked. The contractor 
that has affixed the marking must be 
given an opportunity to justify the 
marking. 

(1) If the contractor agrees that the 
marking is not justified, or does not re-
spond within the time specified in the 
notice, the contracting officer may re-
move the marking and release the in-
formation. 

(2) If, after reviewing the contrac-
tor’s justification, the contracting offi-
cer determines that the marking is not 
justified, the contracting officer must 
notify the contractor in writing before 
releasing the information. 

(3) For technical data marked as pro-
prietary by a contractor, the con-
tracting officer must follow the proce-
dures in 27.404(h). 

(e) This section does not restrict or 
prohibit— 
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