904.401

Subpart 904.4—Safeguarding
Classified Information Within
Industry

904.401 Definitions.

Access Authorization means an admin-
istrative determination that an indi-
vidual is eligible for access to classified
information or is eligible for access to,
or control over, special nuclear mate-
rial.

Classified Information means informa-
tion that is classified as Restricted
Data or Formerly Restricted Data
under the Atomic Energy Act of 1954,
as amended, or information determined
to require protection against unauthor-
ized disclosure under Executive Order
12958, or prior Executive Orders, which
is identified as National Security In-
formation.

Facility Clearance means an adminis-
trative determination that a facility is
eligible to access, produce, use or store
classified information, or special nu-
clear material.

Restricted Data means all data con-
cerning the design, manufacture, or
utilization of atomic weapons; the pro-
duction of special nuclear material; or
the use of special nuclear material in
the production of energy, but does not
include data declassified or removed
from the Restricted Data category pur-
suant to section 142 of the Atomic En-
ergy Act of 1954, as amended (42 U.S.C.
2162).

[67 FR 14875, Mar. 28, 2002]

904.402 General.

(a) The basis of DOE’s industrial se-
curity requirements is the Atomic En-
ergy Act of 1954, as amended, and Exec-
utive Orders 12958 and 12829.

(b) DOE security regulations con-
cerning restricted data are codified at
10 CFR part 1045.

[67 FR 14876, Mar. 28, 2002]

48 CFR Ch. 9 (10-1-02 Edition)

904.404 Solicitation provision and con-
tract clause. [DOE Coverage—Para-
graph (d)]

(d) The security clauses to be used in
DOE contracts are found at 952.204.
They are:

(1) Security, 952.204-2. This clause is
required in contracts and subcontracts,
the performance of which involves or is
likely to involve classified informa-
tion. DOE utilizes the National Indus-
trial Security Program but DOE’s secu-
rity authority is derived from the
Atomic Energy Act which contains spe-
cific language not found in other agen-
cies’ authorities. For this reason, DOE
contracts must contain the clause at
952.204-2 rather than the clause at FAR
52.204-2.

2) Classification/Declassification,
952.204-70. This clause is to be used in
all contracts which involve classified
information.

(3) Sensitive foreign nation controls,
952.204-71. This clause is required in un-
classified research contracts which
may involve making unclassified infor-
mation about nuclear technology
available to certain sensitive foreign
nations. The contractor shall be pro-
vided at the time of award the listing
of nations referenced in DOE N 142.1.
(The attachment referred to in the
clause shall set forth the applicable re-
quirements of the DOE regulations on
dissemination of unclassified published
and unpublished technical information
to foreign nations.)

(4) Disclosure of information, 952.204-72.
This clause may be used in place of the
clauses entitled “Security”’ and
“Classification” in contracts with edu-
cational institutions for research work
performed in their own institute facili-
ties that are not likely to produce clas-
sified information.

(5) Facility Clearance, 952.204-73. This
solicitation provision should be used in
solicitations expected to result in con-
tracts and subcontracts that require

272



