§160.18

statute, regulation, order or interpre-
tation is inconsistent with the provi-
sions of this part, and then only to the
extent of the inconsistency.

(b) Greater protection under state law.
For purposes of this section, a state
statute, regulation, order or interpre-
tation is not inconsistent with the pro-
visions of this part if the protection
such statute, regulation, order or in-
terpretation affords any consumer is
greater than the protection provided
under this part, as determined by the
Federal Trade Commission, after con-
sultation with the Commission, on the
Federal Trade Commission’s own mo-
tion, or upon the petition of any inter-
ested party.

§160.18 Effective date;
date; transition rule.

(a) Effective date. This part is effec-
tive on June 21, 2001. In order to pro-
vide sufficient time for you to establish
policies and systems to comply with
the requirements for this part, the
compliance date for this part is March
31, 2002.

(b)(1) Notice requirement for consumers
who are your customers on the effective
date. By March 31, 2002, you must have
provided an initial notice, as required
by §160.4, to consumers who are your
customers on March 31, 2002.

(2) Example. You provide an initial
notice to consumers who are your cus-
tomers on March 31, 2002 if, by that
date, you have established a system for
providing an initial notice to all new
customers and have mailed the initial
notice to all your existing customers.

(c) One-year grandfathering of service
agreements. Until March 31, 2003, a con-
tract that you have entered into with a
nonaffiliated third party to perform
services for you or functions on your
behalf satisfies the provisions of
§160.13(a)(1)(ii) even if the contract
does not include a requirement that
the third party maintain the confiden-
tiality of nonpublic personal informa-
tion, as long as you entered into the
agreement on or before March 31, 2002.

[66 FR 21252, Apr. 27, 2001, as amended at 66
FR 24061, 24183, May 11, 2001; 67 FR 6790, Feb.
13, 2002]
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§§160.19—160.29 [Reserved]

§160.30 Procedures to safeguard cus-
tomer records and information.

Every futures commission merchant,
commodity trading advisor, com-
modity pool operator and introducing
broker subject to the jurisdiction of
the Commission must adopt policies
and procedures that address adminis-
trative, technical and physical safe-
guards for the protection of customer
records and information. These policies
and procedures must be reasonably de-
signed to:

(a) Insure the security and confiden-
tiality of customer records and infor-
mation;

(b) Protect against any anticipated
threats or hazards to the security or
integrity of customer records and in-
formation; and

(c) Protect against unauthorized ac-
cess to or use of customer records or
information that could result in sub-
stantial harm or inconvenience to any
customer.

APPENDIX TO PART 160—SAMPLE
CLAUSES

Financial institutions, including a group of
financial holding company affiliates that use
a common privacy notice, may use the fol-
lowing sample clauses, if the clause is accu-
rate for each institution that uses the no-
tice. Note that disclosure of certain informa-
tion, such as assets, income and information
from a consumer reporting agency, may give
rise to obligations under the Fair Credit Re-
porting Act, such as a requirement to permit
a consumer to opt out of disclosures to affili-
ates or designation as a consumer reporting
agency if disclosures are made to non-
affiliated third parties.

A-1—CATEGORIES OF INFORMATION YOU
COLLECT (ALL INSTITUTIONS)

You may use this clause, as applicable, to
meet the requirement of §160.6(a)(1) to de-
scribe the categories of nonpublic personal
information you collect.

Sample Clause A-1

We collect nonpublic personal information
about you from the following sources:

« Information we receive from you on ap-
plications or other forms;

« Information about your transactions
with us, our affiliates or others; and

« Information we receive from a consumer
reporting agency.
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A-2—CATEGORIES OF INFORMATION YOU DIs-
CLOSE (INSTITUTIONS THAT DISCLOSE OUT-
SIDE OF THE EXCEPTIONS)

You may use one of these clauses, as appli-
cable, to meet the requirement of §160.6(a)(2)
to describe the categories of nonpublic per-
sonal information you disclose. You may use
these clauses if you disclose nonpublic per-
sonal information other than as permitted
by the exceptions in §§160.13, 160.14 and
160.15.

Sample Clause A-2, Alternative 1

We may disclose the following kinds of
nonpublic personal information about you:

« Information we receive from you on ap-
plications or other forms, such as [provide il-
lustrative examples, such as ‘‘your nmame, ad-
dress, social security mumber, assets and in-
come’’];

¢« Information about your transactions
with us, our affiliates or others, such as
[provide illustrative examples, such as ‘‘your ac-
count balance, payment history, parties to
transactions and credit card usage’’]; and

¢ Information we receive from a consumer
reporting agency, such as [provide illustrative
examples, such as ‘“‘your creditworthiness and
credit history’’].

Sample Clause A-2, Alternative 2

We may disclose all of the information
that we collect, as described [describe location
in the notice, such as “‘above’ or “below’’].

A-3—CATEGORIES OF INFORMATION YOU Dis-
CLOSE AND PARTIES TO WHOM YOU DISCLOSE
(INSTITUTIONS THAT DO NOT DISCLOSE OUT-
SIDE OF THE EXCEPTIONS)

You may use this clause, as applicable, to
meet the requirements of §§160.6(a)(2), (3) and
(4) to describe the categories of nonpublic
personal information about customers and
former customers that you disclose and the
categories of affiliates and nonaffiliated
third parties to whom you disclose. You may
use this clause if you do not disclose non-
public personal information to any party,
other than as is permitted by the exceptions
in §§160.14 and 160.15.

Sample Clause A-3

We do not disclose any nonpublic personal
information about our customers or former
customers to anyone, except as permitted by
law.

A-4—CATEGORIES OF PARTIES TO WHOM YOU
DISCLOSE (INSTITUTIONS THAT DISCLOSE
OUTSIDE OF THE EXCEPTIONS)

You may use this clause, as applicable, to
meet the requirement of §160.6(a)(3) to de-
scribe the categories of affiliates and non-
affiliated third parties to whom you disclose
nonpublic personal information. You may
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use this clause if you disclose nonpublic per-
sonal information other than as permitted
by the exceptions in §§160.13, 160.14 and
160.15, as well as when permitted by the ex-
ceptions in §§160.14 and 160.15.

Sample Clause A—4

We may disclose nonpublic personal infor-
mation about you to the following types of
third parties:

* Financial service providers, such as
[provide illustrative examples, such as ‘‘mort-
gage bankers’’];

+ Non-financial companies, such as [provide
illustrative examples, such as ‘‘retailers, direct
marketers, airlines and publishers’’]; and

« Others, such as [provide illustrative exam-
ples, such as ‘‘non-profit organizations’’].

We may also disclose nonpublic personal
information about you to nonaffiliated third
parties as permitted by law.

A-5—SERVICE PROVIDER/JOINT MARKETING
EXCEPTION

You may use one of these clauses, as appli-
cable, to meet the requirements of
§160.6(a)(b) related to the exception for serv-
ice providers and joint marketers in §160.13.
If you disclose nonpublic personal informa-
tion under this exception, you must describe
the categories of nonpublic personal infor-
mation you disclose and the categories of
third parties with whom you have con-
tracted.

Sample Clause A-5, Alternative 1

We may disclose the following information
to companies that perform marketing serv-
ices on our behalf or to other financial insti-
tutions with which we have joint marketing
agreements:

« Information we receive from you on ap-
plications or other forms, such as [provide il-
lustrative examples, such as ‘“‘your nmame, ad-
dress, social security number, assets and in-
come’’];

« Information about your transactions
with us, our affiliates, or others, such as
[provide illustrative examples, such as ‘‘your ac-
count balance, payment history, parties to
transactions and credit card usage’’]; and

¢ Information we receive from a consumer
reporting agency, such as [provide illustrative
examples, such as ‘“‘your creditworthiness and
credit history’’].

Sample Clause A-5, Alternative 2

We may disclose all of the information we
collect, as described [describe location in the
notice, such as “‘above’ or ‘‘below’’] to compa-
nies that perform marketing services on our
behalf or to other financial institutions with
which we have joint marketing agreements.
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A-6—EXPLANATION OF OPT OUT RIGHT (INSTI-
TUTIONS THAT DISCLOSE OUTSIDE OF THE EX-
CEPTIONS)

You may use this clause, as applicable, to
meet the requirement of §160.6(a)(6) to pro-
vide an explanation of the consumer’s right
to opt out of the disclosure of nonpublic per-
sonal information to nonaffiliated third par-
ties, including the method(s) by which the
consumer may exercise that right. You may
use this clause if you disclose nonpublic per-
sonal information other than as permitted
by the exceptions in §§160.13, 160.14 and
160.15.

Sample Clause A-6

If you prefer that we not disclose non-
public personal information about you to
nonaffiliated third parties you may opt out
of those disclosures; that is, you may direct
us not to make those disclosures (other than
disclosures permitted or required by law). If
you wish to opt out of disclosures to non-
affiliated third parties, you may [describe a
reasonable means of opting out, such as ‘‘call
the following toll-free number: (insert num-
ber)’’].

A-T—CONFIDENTIALITY AND SECURITY (ALL
INSTITUTIONS)

You may use this clause, as applicable, to
meet the requirement of §160.6(a)(8) to de-
scribe your policies and practices with re-
spect to protecting the confidentiality and
security of nonpublic personal information.

Sample Clause A-7

We restrict access to nonpublic personal
information about you to [provide an appro-
priate description, such as ‘‘those employees
who need to know that information to provide
products or services to you’’]. We maintain
physical, electronic and procedural safe-
guards that comply with federal standards to
safeguard your nonpublic personal informa-
tion.

PART 166—CUSTOMER
PROTECTION RULES

Sec.
166.1
166.2
166.3

Definitions.

Authorization to trade.
Supervision.

166.4 Branch offices.

166.5 Dispute settlement procedures.

AUTHORITY: 7 U.S.C. 1la, 2, 6b, 6¢c, 6d, 6g, 6h,
6k, 61, 60, 7, 12a, 21, and 23, as amended by the
Commodity Futures Modernization Act of
2000, Appendix E of Pub. L. 106-554, 114 Stat.
2763 (2000).
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§166.1 Definitions.

(a) The term Commission registrant as
used in this part means any person who
is registered or required to be reg-
istered with the Commission pursuant
to the Act or any rule, regulation, or
order thereunder.

(b) The term commodity interest as
used in this part means—

(1) Any contract for the purchase or
sale of any commodity for future deliv-
ery, traded on or subject to the rules of
a contract market or a foreign board of
trade.

(2) Any agreement or transaction
subject to Commission regulation
under section 4c¢ of the Act, including
any such contract or transaction made
or to be made on or subject to the rules
of a foreign board of trade; or

(3) Any contract or transaction sub-
ject to Commission regulation under
section 19 of the Act (7 U.S.C. 23).

(c) The term customer as used in this
part means any person trading, intend-
ing to trade, or receiving or seeking ad-
vice concerning any commodity inter-
est, including any existing or prospec-
tive client or subscriber of a com-
modity trading advisor or existing or
prospective participant in a com-
modity pool, but the term does not in-
clude a person who is acting in the ca-
pacity of a Commission registrant with
respect to the trade.

(d) The term commodity account as
used in this part means the account of
a customer in which any commodity
interest is, or is intended to be, traded.

[43 FR 31886, July 24, 1978, as amended at 46
FR 54535, Nov. 3, 1981; 52 FR 29003, Aug. 5,
1987]

§166.2 Authorization to trade.

No futures commission merchant, in-
troducing broker or any of their associ-
ated persons may directly or indirectly
effect a transaction in a commodity in-
terest for the account of any customer
unless before the transaction the cus-
tomer, or person designated by the cus-
tomer to control the account:

(a) Specifically authorized the fu-
tures commission merchant, intro-
ducing broker or any of their associ-
ated persons to effect the transaction

570



