Department of the Air Force, DoD

intelligence-gathering units that col-
lect, handle, dispose of, or store classi-
fied information and materials, as well
as units that train or advise foreign
personnel.

(i) Each MAJCOM and FOA will es-
tablish a system and assign OPRs to
identify United States-based units in
their command qualifying for the
““sensitive or routinely deployable
unit” designation, under this exemp-
tion. Appropriate OPRs could include
directors of operations, plans and pro-
grams, and personnel.

(if) MAJCOM FOIA managers will en-
sure the list of sensitive and routinely
deployable units is reviewed in Janu-
ary and July, and will follow that re-
view with a memo to the Air Force
Personnel Center (HQ AFPC/MSIMD),
550 C Street West, Suite 48, Randolph
AFB, TX 78150-4750, either validating
the current list or providing a revised
listing based on the current status of
deployed units at that time. This list-
ing is in American Standard Code for
Information Interchange (ASCII) for-
mat on a 3% (double-sided, high-den-
sity) diskette, which contains the
unit’s eight-position personnel ac-
counting symbol (PAS) code, with one
PAS code per line (record) (8-byte
record). The MAJCOM FOIA manager
will send an electronic copy of the list
of nonreleasable units to HQ AFPC/
MSIMD which is included in the per-
sonnel data system. The MAJCOM and
HQ AFPC FOIA offices will use it to de-
termine releasable lists of names and
duty addresses. This reporting require-
ment is exempt from licensing with a
reports control symbol (RCS) in ac-
cordance with AFI 37-124, The Informa-
tion Collections and Reports Manage-
ment Program; Controlling Internal,
Public, and Interagency Air Force In-
formation Collections (will convert to
AF1 33-324).

(f) Exemption number 7. Guidance pro-
vided in §806.15(e)(1) also applies to
SSNs in records compiled for law en-
forcement purposes. Do not disclose
SSNs to anyone without an official
need to know.

§806.16 For official use only.

(a) Markings. Record owners may
also add the following sentence to the
statement above: ‘“‘(Further distribu-
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§806.17

tion is prohibited without the approval
of (owner’s organization, office symbol,
phone).)”’

(b) Dissemination and transmission.
(1) When deciding whether to send
FOUO records over facsimile equip-
ment, balance the sensitivity of the
records against the risk of disclosure.
When faxing, use cover sheets to indi-
cate FOUO attachments (i.e., AF Form
3227, Privacy Act Cover Sheet, for Pri-
vacy Act information). Consider the lo-
cation of sending and receiving ma-
chines and ensure authorized personnel
are available to receive FOUO informa-
tion as soon as it is transmitted.

(2) For Privacy Act records, refer to
AF1 33-332 for specific disclosure rules.
For releases to GAO and Congress,
refer to AFI 90-401, Air Force Relations
With Congress and AFIl 65-401, Rela-
tions With the General Accounting Of-
fice. See §806.9(b) for availability.

(c) Termination, disposal and unau-
thorized disclosures. You may recycle
FOUO material. Safeguard the FOUO
documents or information to prevent
unauthorized disclosure until recy-
cling. Recycling contracts must in-
clude specific responsibilities and re-
quirements on protecting and destroy-
ing FOUO and Privacy Act materials.

§806.17 Release and processing proce-
dures.

(a) Individuals seeking Air Force in-
formation should address requests to
an address listed in §806.26. MAJCOM
FOIA office phone numbers and mail-
ing addresses are available on the Air
Force FOIA Web Page at http:/
www.foia.af.mil.

(1) A list of Air Force FOIA proc-
essing steps, from receipt of the re-
quest through the final disposition of
an administrative appeal is at §806.29,
which also includes guidance on pre-
paring and processing an Air Force
FOIA appeal package.

(2) Air Force host tenant relation-
ships. The Air Force host base FOIA
manager may log, process, and report
FOIA requests for Air Force tenant
units. In such cases, the host base
FOIA office refers all recommended de-
nials and ‘‘no records’ appeals to the
Air Force tenant MAJCOM FOIA man-
ager. This does not apply to the Air



§806.18

National Guard (ANG), Air Force Re-
serves, or to disclosure authorities for
specialized records.

(b) Use FOIA procedures in this part
to process any congressional request
citing FOIA, or covering a constituent
letter citing FOIA. This does not apply
to requests from a Congressional Com-
mittee or Subcommittee Chair on be-
half of the committee or sub-
committee.

§806.18 Initial determinations.

(a) Disclosure authorities make final
decisions on providing releasable
records within the time limits and pro-
vide recommendations to the IDA on
proposed denials and partial denials
after coordination with the appropriate
FOIA and JA office. Normally, disclo-
sure authorities are division chiefs or
higher at Air Staff level. MAJCOMs
will designate their disclosure author-
ity levels. The level should be high
enough so a responsible authority
makes the disclosure according to the
policies outlined in this part. At out
sourced units or functions, the disclo-
sure authority must be a government
official. Contractors who are functional
OPRs for official government records
are not authorized to make the deci-
sion to disclose government records.

(b) On receipt, Air Force FOIA offices
will promptly inform Air Force PAOs
of all FOIA requests that are poten-
tially newsworthy, or that are sub-
mitted by news media requesters. FOIA
offices will coordinate final replies for
such cases with public affairs.

§806.19 Reasonably
tions.

Delete information exempt from re-
lease under the FOIA from copies of
otherwise releasable records. Do not re-
lease copies that would permit the re-
quester to ‘“‘read through the mark-
ing.”” Examples of records with dele-
tions of exempted data are in §806.30.

segregable por-

§806.20 Records of non-U.S. govern-
ment source.

(a) The Air Force, in compliance with
Executive Order 12600, will advise sub-
mitters of contractor-submitted
records when a FOIA requester seeks
the release of such records, regardless
of any initial determination as to
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whether FOIA exemption (b)(4) applies.
See §806.15(c) and §806.31. Due to a
change to 48 CFR, submitter notifica-
tion is not required prior to release of
unit prices contained in contracts
awarded based upon solicitations
issued after January 1, 1998. For solici-
tations issued before January 1, 1998,
conduct a normal submitter notice.
Unit prices contained in proposals pro-
vided prior to contract award are pro-
tected from release, as are all portions
of unsuccessful proposals (before and
after contract award) (10 U.S.C.
2305(9)).-

(b) Department of State involvement.
Air Force FOIA managers will notify
their MAJCOM (or equivalent) FOIA
office, in writing, via fax or e-mail
when the Department of State becomes
involved in any Air Force FOIA ac-
tions. The MAJCOM FOIA office will
provide 11 CS/SCSR, via fax or e-mail,
a summary of the issues involved, and
the name, phone number, mailing ad-
dress and e-mail address of: their own
FOIA office point of contact; the Air
Force record OPR point of contact, the
DoD component FOIA office point of
contact (if any), and the Department of
State point of contact. 11 CS/SCSR will
inform SAF/IA of any State Depart-
ment involvement in Air Force FOIA
actions. (See §806.7(b).) An example of a
memo advising 11 CS/SCSR of State

Department involvement in an Air
Force FOIA action is provided in
§806.27.

§806.21 Appeals.

(@) FOIA requesters seeking Air

Force records must address appeals to
the Office of the Secretary of the Air
Force, through the FOIA office of the
IDA that denied the request. Request-
ers should attach a copy of the denial
letter to their appeal and give reasons
for appealing. Air Force IDAs may re-
consider any prior denials and may
grant all or part of a requester’s ap-
peal. When any appellate action sought
by a FOIA requester is denied by an
IDA, the IDA will include a statement
that the issues raised in the appeal
were considered and rejected (in full or
in part) in any file sent to the Sec-
retary of the Air Force in the course of
a FOIA appeal action. Send all appeals
to IDA decisions at the wing level



