§6.4

routine uses to be made of the informa-
tion, and the effects on the individual,
if any, of not providing the informa-
tion. The Director, Office of Adminis-
trative Support and Regional Directors
shall ensure that forms used to solicit
information are in compliance with the
Act and these regulations.

(c) Solicitation of Social Security num-
bers. Before an employee of FEMA can
deny to any individual a right, benefit,
or privilege provided by law because
such individual refuses to disclose his/
her social security account number,
the employee of FEMA shall ensure
that either:

(1) The disclosure is required by Fed-
eral statute; or

(2) The disclosure of a social security
number was required under a statute or
regulation adopted before January 1,
1975, to verify the identity of an indi-
vidual, and the social security number
will become a part of a system of
records in existence and operating be-
fore January 1, 1975.

If solicitation of the social security
number is authorized under paragraph
(¢) (1) or (2) of this section, the FEMA
employee who requests an individual to
disclose the social security account
number shall first inform that indi-
vidual whether that disclosure is man-
datory or voluntary, by what statutory
or other authority the number is solic-
ited, and the use that will be made of
it.

(d) Soliciting information from third
parties. An employee of FEMA shall in-
form third parties who are requested to
provide information about another in-
dividual of the purposes for which the
information will be used.

[44 FR 50293, Aug. 27, 1979, as amended at 47
FR 13149, Mar. 29, 1982; 48 FR 12091, Mar. 23,
1983; 50 FR 40006, Oct. 1, 1985]

§6.4 Standards of accuracy.

The system manager shall ensure
that all records which are used by
FEMA to make determinations about
any individual are maintained with
such accuracy, relevance, timeliness,
and completeness as is reasonably nec-
essary to ensure fairness to the indi-
vidual.
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§6.5 Rules of conduct.

Employees of FEMA involved in the
design, development, operation, or
maintenance of any system of records
or in maintaining any record, shall
conduct themselves in accordance with
the rules of conduct concerning the
protection of personal information in
§3.25 of this chapter.

§6.6 Safeguarding systems of records.

(a) Systems managers shall ensure
that appropriate administrative, tech-
nical, and physical safeguards are es-
tablished to ensure the security and
confidentiality of records and to pro-
tect against any anticipated threats or
hazards to their security or integrity
which could result in substantial harm,
embarrassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained.

(b) Personnel information contained
in both manual and automated systems
of records shall be protected by imple-
menting the following safeguards:

(1) Official personnel folders, author-
ized personnel operating or work fold-
ers and other records of personnel ac-
tions effected during an employee’s
Federal service or affecting the em-
ployee’s status and service, including
information on experience, education,
training, special qualification, and
skills, performance appraisals, and
conduct, shall be stored in a lockable
metal filing cabinet when not in use by
an authorized person. A system man-
ager may employ an alternative stor-
age system providing that it furnished
an equivalent degree of physical secu-
rity as storage in a lockable metal fil-
ing cabinet.

(2) System managers, at their discre-
tion, may designate additional records
of unusual sensitivity which require
safeguards similar to those described in
paragraph (a) of this section.

(3) A system manager shall permit
access to and use of automated or man-
ual personnel records only to persons
whose official duties require such ac-
cess, or to a subject individual or his or
her representative as provided by this
part.



