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failing to enforce HIPAA requirements,
CMS assesses whether the affected in-
dividual or entity has made reasonable
efforts to exhaust available State rem-
edies. As part of its assessment, CMS
may contact State officials regarding
the questions raised.

§150.211 Notice to the State.

If CMS is satisfied that there is a rea-
sonable question whether there has
been a failure to substantially enforce
HIPAA requirements, CMS sends, in
writing, the notice described in §150.213
of this part, to the following State offi-
cials:

(a) The governor or chief executive
officer of the State.

(b) The insurance commissioner or
chief insurance regulatory official.

(c) If the alleged failure involves
HMOs, the official responsible for regu-
lating HMOs if different from the offi-
cial listed in paragraph (b) of this sec-
tion.

§150.213 Form and content of notice.

The notice provided to the State is in
writing and does the following:

(a) ldentifies the HIPAA requirement
or requirements that have allegedly
not been substantially enforced.

(b) Describes the factual basis for the
allegation of a failure or failures to en-
force HIPAA requirements.

(c) Explains that the consequence of
a State’s failure to substantially en-
force HIPAA requirements is that CMS
enforces them.

(d) Advises the State that it has 30
days from the date of the notice to re-
spond, unless the time for response is
extended as described in §150.215 of this
subpart. The State’s response should
include any information that the State
wishes CMS to consider in making the
preliminary determination described in
§150.217.

§150.215 Extension for good cause.

CMS may extend, for good cause, the
time the State has for responding to
the notice described in §150.213 of this
subpart. Examples of good cause in-
clude an agreement between CMS and
the State that there should be a public
hearing on the State’s enforcement, or
evidence that the State is undertaking
expedited enforcement activities.

§150.221

§150.217 Preliminary determination.

If, at the end of the 30-day period
(and any extension), the State has not
established to CMS’s satisfaction that
it is substantially enforcing the HIPAA
requirements described in the notice,
CMS takes the following actions:

(a) Consults with the appropriate
State officials identified in §150.211 (or
their designees).

(b) Notifies the State of CMS’s pre-
liminary determination that the State
has failed to substantially enforce the
requirements and that the failure is
continuing.

(c) Permits the State a reasonable
opportunity to show evidence of sub-
stantial enforcement.

§150.219 Final determination.

If, after providing notice and a rea-
sonable opportunity for the State to
show that it has corrected any failure
to substantially enforce, CMS finds
that the failure to substantially en-
force has not been corrected, it will
send the State a written notice of its
final determination. The notice in-
cludes the following:

(a) ldentification of the HIPAA re-
quirements that CMS is enforcing.

(b) The effective date of CMS’s en-
forcement.

§150.221 Transition to State enforce-
ment.

(a) If CMS determines that a State
for which it has assumed enforcement
authority has enacted and imple-
mented legislation to enforce HIPAA
requirements and also determines that
it is appropriate to return enforcement
authority to the State, CMS will enter
into discussions with State officials to
ensure that a transition is effected
with respect to the following:

(1) Consumer complaints and inquir-
ies.

(2) Instructions to issuers.

(3) Any other pertinent aspect of op-
erations.

(b) CMS may also negotiate a process
to ensure that, to the extent prac-
ticable, and as permitted by law, its
records documenting issuer compliance
and other relevant areas of CMS’s en-
forcement operations are made avail-
able for incorporation into the records
of the State regulatory authority that
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Subpart C—CMS Enforcement
With Respect to Issuers and
Non-Federal Governmental
Plans—Civil Money Penailties

§150.301 General rule regarding the
imposition of civil money penalties.

If any health insurance issuer that is
subject to CMS’s enforcement author-
ity under §150.101(b)(2), or any non-Fed-
eral governmental plan (or employer
that sponsors a non-Federal govern-
mental plan) that is subject to CMS’s
enforcement authority under
§150.101(b)(1), fails to comply with
HIPAA requirements, it may be subject
to a civil money penalty as described
in this subpart.

§150.303 Basis for initiating an inves-
tigation of a potential violation.

(a) Information. Any information that
indicates that any issuer may be fail-
ing to meet the HIPAA requirements
or that any non-Federal governmental
plan that is a group health plan as de-
fined in section 2791(a)(1) of the PHS
Act and 45 CFR §144.103 may be failing
to meet an applicable HIPAA require-
ment, may warrant an investigation.
CMS may consider, but is not limited
to, the following sources or types of in-
formation:

(1) Complaints.

(2) Reports from State insurance de-
partments, the National Association of
Insurance Commissioners, and other
Federal and State agencies.

(3) Any other information that indi-
cates potential noncompliance with
HIPAA requirements.

(b) Who may file a complaint. Any en-
tity or individual, or any entity or per-
sonal representative acting on that in-
dividual’s behalf, may file a complaint
with CMS if he or she believes that a
right to which the aggrieved person is
entitled under HIPAA requirements is
being, or has been, denied or abridged
as a result of any action or failure to
act on the part of an issuer or other re-
sponsible entity as defined in §150.305.

(c) Where a complaint should be di-
rected. A complaint may be directed to
any CMS regional office.
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§150.305 Determination of entity lia-
ble for civil money penalty.

If a failure to comply is established
under this Part, the responsible entity,
as determined under this section, is lia-
ble for any civil money penalty im-
posed.

(a) Health insurance issuer is respon-
sible entity—(1) Group health insurance
policy. To the extent a group health in-
surance policy issued, sold, renewed, or
offered to a private plan sponsor or a
non-Federal governmental plan sponsor
is subject to applicable HIPAA require-
ments, a health insurance issuer is sub-
ject to a civil money penalty, irrespec-
tive of whether a civil money penalty
is imposed under paragraphs (b) or (c)
of this section, if the policy itself or
the manner in which the policy is mar-
keted or administered fails to comply
with an applicable HIPAA requirement.

(2) Individual health insurance policy.
To the extent an individual health in-
surance policy is subject to an applica-
ble HIPAA requirement, a health insur-
ance issuer is subject to a civil money
penalty if the policy itself, or the man-
ner in which the policy is marketed or
administered, violates any applicable
HIPAA requirement.

(b) Non-Federal governmental plan is
responsible entity. (1) Basic rule. If a
non-Federal governmental plan is
sponsored by two or more employers
and fails to comply with an applicable
HIPAA requirement, the plan is subject
to a civil money penalty, irrespective
of whether a civil money penalty is im-
posed under paragraph (a) of this sec-
tion. The plan is the responsible entity
irrespective of whether the plan is ad-
ministered by a health insurance
issuer, an employer sponsoring the
plan, or a third-party administrator.

(2) Exception. In the case of a non-
Federal governmental plan that is not
provided through health insurance cov-
erage, this paragraph (b) does not apply
to the extent that the non-Federal gov-
ernmental employers have elected
under §146.180 to exempt the plan from
applicable HIPAA requirements.

(c) Employer is responsible entity. (1)
Basic rule. If a non-Federal govern-
mental plan is sponsored by a single
employer and fails to comply with an
applicable HIPAA requirement, the
employer is subject to a civil money
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