§742.12

§742.12 High performance computers.

(a) License and recordkeeping require-
ments. (1) This section contains special
provisions for exports, reexports, and
certain intra-country transfers of high
performance computers, including soft-
ware, and technology. This section af-
fects the following ECCNs: 4A001;
4A002; 4A003; 4D001; 4D002; and 4EO001.
Licenses are required under this sec-
tion for ECCN’s having an ‘“XP’’ under
‘“Reason for Control”’, unless a License
Exception is available (see part 740 of
the EAR). Post-shipment verification
reporting or Wassenaar reporting may
be required when exporting or reex-
porting “XP”’ items under the author-
ization of a License Exception (See
743.1 of the EAR for Wassenaar report-
ing requirements and paragraph
(b)(3)(iv) of this section for post-ship-
ment verification requirements). Li-
cense requirements reflected in this
section are based on particular destina-
tions, end-users, or end-uses. For the
calculation of CTP, see the Technical
Note that follows the list of ECCNs for
Category 4 in the Commerce Control
List. Note that License Exception CTP
contains restrictions on access by na-
tionals of certain countries, and on re-
exports and transfers of computers.

(2) In recognition of the strategic and
proliferation significance of high per-
formance computers, a license is re-
quired for the export or reexport of
high performance computers to des-
tinations, end-users, and end-uses, as
specified in this section and on the
CCL. These license requirements sup-
plement requirements that apply for
other control reasons, such as nuclear
nonproliferation provided in section
742.3 of the EAR. The license require-
ments described in this section 742.12
are not reflected on the Country Chart
(Supplement No. 1 to part 738 of the
EAR). Three Computer Country Tiers
have been established for the purposes
of these controls. Countries included in
Computer Tiers 1 and 3 are listed in Li-
cense Exception CTP in section 740.7 of
the EAR. As of January 19, 2001 there is
no longer a Computer Tier 2, and coun-
tries that were in Tier 2 are incor-
porated into Computer Tier 1. Com-
puter Tier 4 consists of Cuba, Iran,
Iraq, Libya, North Korea, Sudan, and
Syria.
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(3) Exporters must keep accurate
records of each export to mnon-
Wassenaar member countries (see Sup-
plement No. 1 to part 743 of the EAR) of
a computer with a CTP greater than
75,000 MTOPS. These records must be
submitted semiannually to BIS and
must contain the information as de-
scribed in §743.1 of the EAR.

(b) Licensing policy. Licensing policies
described in this section vary accord-
ing to the country of destination, and
the end-use or end-user involved in the
transaction. Note that in addition, li-
cense applications for items covered by
§742.12 will also be reviewed under the
nuclear nonproliferation licensing pol-
icy in §742.3(b). In certain cases, li-
censes may be subject to safeguard
conditions. The specific conditions that
may be imposed by BIS will depend on
the country of destination, and the
end-use or end-user of the export. BIS
may also require end-use certification
which, in appropriate cases, is certified
by the government of the importing
country. The range of possible safe-
guard conditions and related informa-
tion are provided in Supplement No. 3
to part 742.

(1) Computer Tier 1—(i) License require-
ment. No license is required under this
§742.12 for exports or reexports of com-
puters to and among countries listed in
Computer Tier 1, for consumption in
such countries or other disposition in
accordance with the EAR.

(i1) Licensing policy. A license is not
required under this §742.12.

(2) [Reserved]

(3) Computer Tier 3. (i) License require-
ment. (A) A license is required to export
or reexport computers to countries in
Computer Tier 3 to nuclear, chemical,
biological, or missile end-users and
end-uses and military end-users and
end-uses subject to license require-
ments under §744.2, §744.3, §744.4,
§744.5, and §744.12 of the EAR in Com-
puter Tier 3 countries.

(B) A license is required to export or
reexport computers with a CTP greater
than 190,000 MTOPS to a country in
Computer Tier 3.

NOTE TO PARAGRAPH (b)(3)(i) of this sec-
tion: Exporters are required to obtain a Peo-
ple’s Republic of China (PRC) End-User Cer-
tificate before exporting computers de-
scribed by paragraph (b)(3)(i) of this section
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to the PRC, regardless of value. (See
§748.10(c)(3) of the EAR for information on
obtaining the PRC End-User Certificate.)

(ii) Licensing policy for nuclear, chem-
ical, biological, or missile end-users and
end-uses and military end-users and end-
uses. License applications for exports
and reexports to nuclear, chemical, bi-
ological, or missile end-users and end-
uses and military end-users and end-
uses subject to license requirements
under §744.2, §744.3, §744.4, §744.5, and
§744.12 of the EAR in countries in Com-
puter Tier 3 will be reviewed on a case-
by-case basis using the following cri-
teria:

(A) The presence and activities of
countries and end-users of national se-
curity and proliferation concern and
the relationships that exist between
the government of the importing coun-
try and such countries and end-users;

(B) The ultimate consignee’s partici-
pation in, or support of, any of the fol-
lowing:

(I) Activities that involve national
security concerns; or

(2) Nuclear, chemical, biological or
missile proliferation activities de-
scribed in part 744 of the EAR;

(C) The extent to which the import-
ing country is involved in nuclear,
chemical, biological, or missile pro-
liferation activities described in part
744 of the EAR;

(D) The end-user, whether the end-
use is single-purpose or multiple-pur-
pose.

(iii) Licensing policy for other end-users
and end-uses. License applications for
exports and reexports to other end-uses
and end-users located in Computer Tier
3 countries will generally be approved,
except there is a presumption of denial
for all applications for exports and re-
exports of high performance computers
destined to Indian and Pakistani enti-
ties determined to be involved in nu-
clear, missile, or military activities in-
cluded in Supplement No. 4 to part 744
(Entity List). All license applications
for exports and reexports to India and
Pakistan not meeting these criteria for
presumption of denial will be consid-
ered on a case-by-case basis under
other licensing policies set forth in the
EAR applicable to such computers.

(iv) Post-shipment wverification. This
section outlines special post-shipment
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reporting requirements for exporters of
certain computers to destinations in
Computer Tier 3. Post-shipment re-
ports must be submitted in accordance
with the provisions of this paragraph
(b)(8)(iv), and all relevant records of
such exports must be kept in accord-
ance with part 762 of the EAR.

(A) Exporters must file post-ship-
ment reports for high performance
computer exports, as well as exports of
items used to enhance previously ex-
ported or reexported computers, where
the CTP is greater than 190,000 MTOPS.

(B) Information that must be included
in each post-shipment report. No later
than the last day of the month fol-
lowing the month in which the export
takes place, the exporter must submit
the following information to BIS at the
address listed in paragraph (b)(3)(iv)(C)
of this section:

(1) Exporter name, address, and tele-
phone number;

(2) License number;

(3) Date of export;

(4) End-user name, point of contact,
address, telephone number;

(5) Carrier;

(6) Air waybill or bill of lading num-
ber;

@) Commodity description,
quantities—listed by model numbers,
serial numbers, and CTP level in
MTOPS; and

(8) Certification line for exporters to
sign and date. The exporter must cer-
tify that the information contained in
the report is accurate to the best of his
or her knowledge.

NOTE TO PARAGRAPH (b)(3)(iv)(B) of this
section:Exporters are required to provide the
PRC End-User Certificate Number to BIS as
part of their post-shipment report (see para-
graph (b)(3)(iv) of this section). When pro-
viding the PRC End-User Certificate Number
to BIS, you must identify the transaction in
the post shipment report to which that PRC
End-User Certificate Number applies.

(C) Mailing address. A copy of the
post-shipment report[s] required under
paragraph (b)(3)(iv)(A) of this section
shall be delivered to one of the fol-
lowing addresses. Note that BIS will
not accept reports sent C.0.D.

(I) For deliveries by U.S. postal serv-
ice: U.S. Department of Commerce, Bu-
reau of Industry and Security, P.O. Box
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273, Washington, D.C. 20044, Attn: Of-
fice of Enforcement Analysis HPC
Team, Room 4065.

(2) For courier deliveries: U.S. De-
partment of Commerce, Office of En-
forcement Analysis HPC Team, 14th
Street and Constitution Ave., NW,
Room 4065, Washington, DC 20230.

(4) Computer Tier 4—(i) License require-
ment. A license is required to export or
reexport any items covered by this sec-
tion to a country in Country Tier 4.

(ii) Licensing policy. The licensing
policies for countries in Computer Tier
4 are the same as described in the fol-
lowing EAR sections: for Sudan see
§742.10(b); for Syria see §742.9(b); for
Cuba see §746.2; for Iran see §746.7; for
Iraq see §746.3; for Libya see §746.4; and
for North Korea see §742.19(b).

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications involving exports
and reexports of high performance
computers.

(d) High performance computer regime.
The United States and Japan partici-
pate in a high performance computer
regime. The regime provides uniform
and effective safeguards to protect high
performance computers from unauthor-
ized destinations, end-users and end-
uses.

[61 FR 12786, Mar. 25, 1996, as amended at 61
FR 64283, Dec. 4, 1996; 63 FR 2458, Jan. 15,
1998; 63 FR 5451, Feb. 3, 1998; 63 FR 63143, Nov.
12, 1998; 63 FR 64324, Nov. 19, 1998; 64 FR 2431,
Jan. 14, 1999; 64 FR 42012, Aug. 3, 1999; 656 FR
12922, Mar. 10, 2000; 65 FR 38151, June 19, 2000;
65 FR 60855, Oct. 13, 2000; 66 FR 5446, Jan. 19,
2001; 67 FR 10610, 10615, Mar. 8, 2002; 67 FR
13567, Mar. 25, 2002]

§742.13 Communications intercepting
devices.

(a) License requirement. (1) As set
forth in ECCN 5A980, a license is re-
quired for the export or reexport to any
destination, including Canada, of any
electronic, mechanical, or other device
primarily useful for surreptitious
interception of wire or oral commu-
nications. This control implements a
provision of the Omnibus Crime Con-
trol and Safe Streets Act of 1968 (Pub-
lic Law 90-361). This license require-
ment is not reflected on the Country
Chart (Supplement No. 1 to part 738 of
the EAR).
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(2) Communications intercepting de-
vices are electronic, mechanical, or
other devices that can be used for
interception of wire or oral commu-
nications if their design renders them
primarily useful for surreptitious lis-
tening even though they may also have
innocent uses. A device is not re-
stricted merely because it is small or
may be adapted to wiretapping or
eavesdropping. Some examples of de-
vices to which these restrictions apply
are: the martini olive transmitter; the
infinity transmitter; the spike mike;
and the disguised microphone appear-
ing as a wristwatch, cufflink, or ciga-
rette pack; etc. The restrictions do not
apply to devices such as the parabolic
microphone or other directional micro-
phones ordinarily used by broadcasters
at sports events, since these devices
are not primarily useful for surrep-
titious listening.

(b) Licensing policy. (1) License appli-
cations will generally be approved for:

(i) A provider of wire or electronic
communication services or an officer,
agent, or employee of, or person under
contract with, such a provider in the
normal course of the business of pro-
viding that wire or electronic commu-
nication service; and

(ii) Officers, agents, or employees of,
or person under contract with the
United States, one of the 50 States, or
a political subdivision thereof, when
engaged in the normal course of gov-
ernment activities.

(2) Other applications will generally
be denied.

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications involving exports
and reexports of communications inter-
ception devices.

(d) U.S. controls. Controls on this
equipment are maintained by the
United States government in accord-
ance with the Omnibus Crime Control
and Safe Streets Act of 1968.

§742.14 Significant items: hot section
technology for the development,
production or overhaul of commer-
cial aircraft engines, components,
and systems.

(a) License requirement. Licenses are
required for all destinations, except
Canada, for ECCNs having an ‘‘SI”
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