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material and will be prefixed by the
letters “TS”. Examples:

9006—Sixth classified document controlled
by the central control registry in calendar
year 1969.

TS 1006—Sixth Top Secret document con-
trolled by the central control registry in
calendar year 1971.

(d) The accounting system for con-
trol of classified documents will be ef-
fected through the use of FPC Form 55,
Classified Document Control Record
and Receipt. This form will be used to:

(1) Register an accurate, unclassified
description of the document; its as-
signed control number; and the date it
is placed under accountability.

(2) Serve as the accountability reg-
ister for classified material.

(3) Record all changes in status or
custody of the document during its
classification life or the period it is re-
tained under accountability in the
FPC.

(4) Serve as the principal basis for all
classified document inventory and
tracer actions.

(5) Serve as a receipt for the central
control registry when the document is
transferred.

(e) For Top Secret documents only,
an access register, FPC Form 1286, Top
Secret Access Record, for recording the
names of all individuals having access
to the document, will be prepared in
addition to FPC Form 55. In addition, a
physical inventory of all Top Secret
documents will be conducted during
June of each year by the Top Secret
Control Officer and witnessed by a staff
member holding a Top Secret clear-
ance.

(f) When classified documents are re-
graded, declassified, or destroyed, the
change in status will be recorded in the
file copy of FPC Form 55 in the central
control registry.

(g) Classified documents will not be
reproduced by any means except on the
specific written authority of the FPC
Security Officer.

(h) In the Washington Office, classi-
fied material will be destroyed by OAO
and will be accomplished by burning in
the presence of a destroying official and
a witnessing official. Destroying and
witnessing officials will be alternate
Security Officers from OAO. A record
of destruction of each classified docu-
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ment will be maintained on FPC Form
1285. Classified Document Destruction
Certificate. In addition, the date of de-
struction and the destruction certifi-
cate number will be recorded on the
file copy of FPC Form 55 in the central
control registry. The original signed
copy of the destruction certificate will
be retained in the central control reg-
istry. The duplicate copy will be re-
tained by the destroying official. Re-
gional Engineers will follow these in-
structions for destruction of classified
material in their possession, except
that the destroying official shall be the
Regional Engineer and the witnessing
official shall be any other individual
having appropriate security clearance.

(i) It is the responsibility of any staff
member who has knowledge of the loss
or possible compromise of classified in-
formation immediately to report the
circumstances to the Director, OAO.
The Director, OAO, will notify the
originating Department and any other
interested Department of the loss or
possible compromise in order that a
damage assessment can be conducted.
An immediate inquiry will be initiated
by the Director, OAO, for the purpose
of taking corrective action and for rec-
ommendations to the chairman,
through the Review Committee, for ap-
propriate administrative, disciplinary,
or legal action.

TRANSMITTAL OF CLASSIFIED MATERIAL

§3a.81 Transmittal of classified mate-
rial.

(a) A continuous receipting system,
using copies of FPC Form 55, will
record all transfers of classified items
between elements or officials within
the FPC. Receipts for transmittal of
classified items from the central reg-
istry to the first recipient will be ac-
knowledged on copy number one (origi-
nal) of FPC Form 55. This copy will be
returned to and become part of the cen-
tral register, where it will remain as an
active record until the item is either
destroyed or transmitted outside the
FPC control registry system. Receipts
for subsequent transmittals through
the FPC will be recorded on the re-
maining copies of FPC Form 55.

(b) A recipient will acknowledge re-
ceipt and assumption of custody of
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classified material exactly as it is de-
scribed on FPC Form 55. If it is deter-
mined that parts are missing, it is in-
correctly numbered, or otherwise re-
corded in error on FPC Form 55. The
recipient will not sign for the material
but will return it promptly to the
transmitting element, notifying them
accordingly.

(c) Whenever a classified or protected
document is being internally trans-
mitted, or is in use, it will be covered
by either FPC Label 19, Top Secret
Cover Sheet (yellow); FPC Label 20, Se-
cret Cover Sheet (red); FPC Label 21,
Confidential Cover Sheet (blue), or
FPC Label 22, Official Use Only (Lim-
ited Official Use) green. In addition,
the red back sheet, FPC Label 23, will
be used. With the exception of the FPC
Form 55, no transmittal paper or other
material will be placed over the label,
and no writing will be applied thereon.

(d) The transmission or transfer of
custody of classified material outside
of the FPC Washington offices or the
Regional Offices will be covered by
FPC Form 1284, Classified Document
Receipt and/or Tracer, prepared in du-
plicate (one post card and one paper
copy). The post card will be enclosed,
along with the material being trans-
ferred, in the inner envelope, wrapping
or container, and the paper copy re-
tained in the central registry pending
return of the signed post card.

(e) Classified material transmitted
outside of the FPC Washington offices
or the Regional Offices will be dis-
patched in two opaque envelopes or
double wrapped in opaque wrapping
paper. The outgoing material will be
prepared for transmission by:

(1) Preparing and enclosing an appro-
priate receipt (see paragraph (d) of this
section) in the inner envelope or wrap-
ping.

(2) Addressing, return addressing, and
sealing or taping the inner envelope or
wrapping.

(3) Marking the security classifica-
tion and other required notations on
the front and back of the inner cover.
If the nature of the contents deem it
necessary or advisable, the inner cover
may be marked with the following or a
similar notation ‘““To Be Opened By Ad-
dressee Only.” When this notation is
used, an appropriate ‘“‘Attention’ line
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must be contained in the address on
the outer envelope to insure delivery to
the intended recipient.

(4) Enclosing the inner envelope or
wrapping in an opaque outer envelope
wrapper containing the appropriate ad-
dress information. These outer covers
will not contain any of the markings
contained on the inner cover. If the
outer cover does not fully conceal the
markings on the inner envelope or
wrapper, a sheet of plain paper should
be folded around the inner wrapper to
conceal the markings.

(f) Transmittal of Top Secret infor-
mation and material shall be effected
preferably by oral discussion in person
between the officials concerned. Other-
wise the transmission of Top Secret in-
formation and material shall be by spe-
cifically designated personnel, by State
Department diplomatic pouch, by a
messenger-courier system especially
created for that purpose, over author-
ized communications circuits in
encrypted form or by other means au-
thorized by the National Security
Council.

(g) Transmittal of material classified
Secret or Confidential to any addressee
in the 48 contiguous States and the
District of Columbia, the State of Ha-
waii, the State of Alaska, the Common-
wealth of Puerto Rico, and Canadian
Government installations by the FPC
Washington offices or the Regional of-
fices will be by registered mail only.
Transmittal outside these specified
areas will be as stated in paragraph
C(2), Appendix B, of the NSC Directive
of May 17, 1972.

DATA INDEX SYSTEM

§3a.91 Data index system.

A data index system shall be estab-
lished for Top Secret, Secret, and Con-
fidential information in selected cat-
egories prescribed by the Interagency
Classification Review Committee, in
accordance with section VII of the Na-
tional Security Council Directive Gov-
erning the Classification, Down-
grading, Declassification, and Safe-
guarding of National Security Informa-
tion, May 17, 1972.



