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collaboration of two or more individ-
uals.

(b) Electronic signatures based upon
biometrics shall be designed to ensure
that they cannot be used by anyone
other than their genuine owners.

§11.300 Controls for
codes/passwords.

identification

Persons who use electronic signa-
tures based upon use of identification
codes in combination with passwords
shall employ controls to ensure their
security and integrity. Such controls
shall include:

(a) Maintaining the uniqueness of
each combined identification code and
password, such that no two individuals
have the same combination of identi-
fication code and password.

(b) Ensuring that identification code
and password issuances are periodically
checked, recalled, or revised (e.g., to
cover such events as password aging).

(c) Following loss management pro-
cedures to electronically deauthorize
lost, stolen, missing, or otherwise po-
tentially compromised tokens, cards,
and other devices that bear or generate
identification code or password infor-
mation, and to issue temporary or per-
manent replacements using suitable,
rigorous controls.

(d) Use of transaction safeguards to
prevent unauthorized use of passwords
and/or identification codes, and to de-
tect and report in an immediate and
urgent manner any attempts at their
unauthorized use to the system secu-
rity unit, and, as appropriate, to orga-
nizational management.

(e) Initial and periodic testing of de-
vices, such as tokens or cards, that
bear or generate identification code or
password information to ensure that
they function properly and have not
been altered in an unauthorized man-
ner.
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Subpart G—lInitial and Final Decisions

12.120 Initial decision.

12.125 Appeal from or review of initial deci-
sion.

12.130 Decision by Commissioner on appeal
or review of initial decision.

12.139 Reconsideration and stay of action.

Subpart H—Judicial Review

12.140 Review by the courts.
12.159 Copies of petitions for judicial re-
view.
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15 U.S.C. 1451-1461; 5 U.S.C. 551-558, 701-721; 28
U.S.C. 2112.

SOURCE: 44 FR 22339, Apr. 13, 1979, unless
otherwise noted.

Subpart A—General Provisions

§12.1 Scope.
The procedures in this part apply
when—

(a) A person has a right to an oppor-
tunity for a hearing under the laws
specified in §10.50; or

(b) The Commissioner concludes that
it is in the public interest to hold a for-
mal evidentiary public hearing on any
matter before FDA.

Subpart B—Initiation of
Proceedings

§12.20 Initiation of a hearing involv-
ing the issuance, amendment, or
revocation of a regulation.

(a) A proceeding under section 409(f),
502(n), 512(n)(5), 701(e), or 721(d) of the
act or section 4 or 5 of the Fair Pack-
aging and Labeling Act may be initi-
ated—

(1) By the Commissioner on the Com-
missioner’s own initiative, e.g., as pro-
vided in §170.15 for food additives; or

(2) By a petition—

(i) In the form specified elsewhere in
this chapter, e.g., the form for a color
additive petition in §71.1; or

(i) If no form is specified, by a peti-
tion under §10.30.

(b) If the Commissioner receives a pe-
tition under paragraph (a)(2) of this
section, the Commissioner will—

(1) If it involves any matter subject
to section 701(e) of the act or section 4
or 5 of the Fair Packaging and Label-
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ing Act, and meets the requirements
for filing, follow the provisions of
§10.40 (b) through (f);

(2) If it involves a color additive or
food additive, and meets the require-
ments for filing in §8§71.1 and 71.2, or in
§8171.1, 171.6, 171.7, and 171.100, publish a
notice of filing of the petition within 30
days after the petition is filed instead
of a notice of proposed rulemaking.

(c) [Reserved]

(d) The notice promulgating the reg-
ulation will describe how to submit ob-
jections and requests for hearing.

(e) On or before the 30th day after the
date of publication of a final regula-
tion, or of a notice withdrawing a pro-
posal initiated by a petition under
§10.25(a), a person may submit to the
Commissioner written objections and a
request for a hearing. The 30-day period
may not be extended except that addi-
tional information supporting an objec-
tion may be received after 30 days upon
a showing of inadvertent omission and
hardship, and if review of the objection
and request for hearing will not there-
by be impeded. If, after a final color ad-
ditive regulation is published, a peti-
tion or proposal relating to the regula-
tion is referred to an advisory com-
mittee in accordance with section
721(b)(5)(C) of the act, objections and
requests for a hearing may be sub-
mitted on or before the 30th day after
the date on which the order confirming
or modifying the Commissioner’s pre-
vious order is published.

[44 FR 22339, Apr. 13, 1979, as amended at 64
FR 399, Jan. 5, 1999]

§12.21 Initiation of a hearing involv-
ing the issuance, amendment, or
revocation of an order.

(a) A proceeding under section 505 (d)
or (e), 512 (d), (e), (m) (3) or (4), of sec-
tion 515(g)(1) of the act, or section
351(a) of the Public Health Service Act,
may be initiated—

(1) By the Commissioner on the Com-
missioner’s own initiative;

(2) By a petition in the form specified
elsewhere in this chapter, e.g., §314.50
for new drug applications, §514.1 for
new animal drug applications, §514.2
for applications for animal feeds, or
§601.3 for licenses for biologic products;
or

(3) By a petition under §10.30.
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