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and in the Peace Corps’ systems of 
records notices or such other uses as 
provided herein, access to records with-
in systems of records shall be per-
mitted only to the individual to whom 
the record pertains or upon his or her 
written request to a designated per-
sonal representative. 

(5) Access to areas where records sys-
tems are stored will be limited to those 
persons whose official duties require 
work in such areas and proper account-
ing of removal of any records from 
storage areas shall be maintained at all 
times in the form directed by the Di-
rector, Administrative Services. 

(6) The agency shall assure that all 
persons whose official duties require 
access to and use of records contained 
in records systems are adequately 
trained to protect the security and pri-
vacy of such records. 

(7) The disposal and destruction of 
records within records systems shall be 
in accord with rules promulgated by 
the General Services Administration. 

(b) Automated systems. (1) Identifiable 
personal information may be processed, 
stored or maintained by automatic 
data systems only where facilities or 
conditions are adequate to prevent un-
authorized access to such systems in 
any form. Whenever such data con-
tained in punch cards, magnetic tapes 
or discs are not under the personal con-
trol of an authorized person such infor-
mation must be stored in a metal filing 
cabinet having a built-in three position 
combination lock, a metal filing cabi-
net equipped with a steel lock, a metal 
filing cabinet equipped with a steel 
lock bar secured with a General Serv-
ices Administration (GSA) approved 
combination padlock, or in adequate 
containers or in a secured room or in 
such other facility having greater safe-
guards than those provided for herein. 

(2) Access to and use of identifiable 
personal data associated with auto-
mated data systems shall be limited to 
those persons whose official duties re-
quire such access. Proper control of 
personal data in any form associated 
with automated data systems shall be 
maintained at all times including 
maintenance of accountability records 
showing disposition of input and out-
put documents. 

(3) All persons whose official duties 
require access to processing and main-
tenance of identifiable personal data 
and automated systems shall be ade-
quately trained in the security and pri-
vacy of personal data. 

(4) The disposal and disposition of 
identifiable personal data and auto-
mated systems shall be carried on by 
shredding, burning or in the case of 
tapes of discs, degaussing, in accord 
with any regulations now or hereafter 
proposed by the GSA or other appro-
priate authority. 

§ 308.11 Accounting for disclosure of 
records. 

Each office maintaining a system of 
records shall keep a written account of 
routine disclosures (see paragraphs (a) 
through (e) of this section) for all 
records within such system in the form 
prescribed by the Director, Office of 
Administrative Services. Disclosure 
made to employees of the agency in the 
normal course of their official duties or 
pursuant to the provisions of the Free-
dom of Information Act need not be ac-
counted for. Such written account 
shall contain the following: 

(a) The date, nature, and purpose of 
each disclosure of a record to any per-
son or to another agency. 

(b) The name and address of the per-
son or agency to whom the disclosure 
was made. 

(c) Sufficient information to permit 
the construction of a listing of all dis-
closures at appropriate periodic inter-
vals. 

(d) The justification or basis upon 
which any release was made including 
any written documentation required 
when records are released for statis-
tical or law enforcement purposes 
under the provisions of subsection (b) 
of the Act. 

(e) For the purpose of this part, the 
system of accounting for disclosure is 
not a system of records under the defi-
nitions hereof and no accounting need 
be maintained for the disclosure of ac-
counting of disclosures. 

§ 308.12 Contents of records systems. 

(a) The agency shall maintain in any 
records contained in any records sys-
tem hereunder only such information 
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