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the preparation of a complete inves-
tigative report, and thereby impede ef-
fective law enforcement.

(8) From subsection (e)(8) because the
application of this provision could pre-
maturely reveal an ongoing criminal
investigation to the subject of the in-
vestigation, and could reveal investiga-
tive techniques, procedures, or evi-
dence.

(9) From subsection (g) to the extent
that this system is exempt from the ac-
cess and amendment provisions of sub-
section (d) pursuant to subsections
(3)(@2) and (k)(1) and (k)(2) of the Pri-
vacy Act.

(c) The following system of records is
exempted from 5 U.S.C. 552a(d).

(1) Office of the Inspector General,
Freedom of Information/Privacy Acts
(FOI/PA) Records (JUSTICE/OIG-003).

This exemption applies only to the ex-
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a (j)(2), (k)(1), and (k)(2). To
the extent that information in a record
pertaining to an individual does not re-
late to official Federal investigations
and law enforcement matters, the ex-
emption does not apply. In addition,
where compliance would not appear to
interfere with or adversely affect the
overall law enforcement process, the
applicable exemption may be waived by
the Office of the Inspector General
(OIG).

(d) Exemption from subsection (d) is
justified for the following reasons:

(1) From the access and amendment
provisions of subsection (d) because ac-
cess to the records contained in this
system of records could inform the sub-
ject of an investigation of an actual or
potential criminal, civil, or regulatory
violation of the existence of that inves-
tigation; of the nature and scope of the
information and evidence obtained as
to his activities; of the identity of con-
fidential sources, witnesses, and law
enforcement personnel; and of informa-
tion that may enable the subject to
avoid detection or apprehension. These
factors would present a serious impedi-
ment to effective law enforcement
where they prevent the successful com-
pletion of the investigation, endanger
the physical safety of confidential
sources, witnesses, and law enforce-
ment personnel, and/or lead to the im-
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proper influencing of witnesses, the de-
struction of evidence, or the fabrica-
tion of testimony. In addition, grant-
ing access to such information could
disclose security-sensitive or confiden-
tial business information or informa-
tion that would constitute an unwar-
ranted invasion of the personal privacy
of third parties. Finally, access to the
records could result in the release of
properly classified information which
would compromise the national defense
or disrupt foreign policy. Amendment
of the records would interfere with on-
going investigations and law enforce-
ment activities and impose an impos-
sible administrative burden by requir-
ing investigations to be continuously
reinvestigated.
(2) [Reserved]

[Order No. 63-92, 57 FR 8263, Mar. 9, 1992, as
amended by Order No. 64-92, 57 FR 8263, Mar.
9, 1992]

§16.76 Exemption of Justice Manage-
ment Division.

(a) The following system of records is
exempt from 5 U.S.C. 552a(d):

(1) Controlled Substances Act Non-
public Records (JUSTICE/JMD-002).

This exemption applies only to the ex-
tent that information in this system is
subject to exemption pursuant to 5
U.S.C. 552a(j)(2).

(b) Exemption from subsection (d) is
justified for the following reasons:

(1) Access to and use of the nonpublic
records maintained in this system are
restricted by law. Section 3607(b) of
Title 18 U.S.C. (enacted as part of the
Sentencing Reform Act of 1984, Pub. L.
98-473, Chapter 11) provides that the
sole purpose of these records shall be
for use by the courts in determining
whether a person found guilty of vio-
lating section 404 of the Controlled
Substances Act qualifies:

(i) For the disposition available
under 18 U.S.C. 3607(a) to persons with
no prior conviction under a Federal or
State law relating to controlled sub-
stances, or

(i) For an order, under 18 U.S.C.
3607(c), expunging all official records
(except the nonpublic records to be re-
tained by the Department of Justice) of
the arrest and any subsequent criminal
proceedings relating to the offense.
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(2) Information in this system con-
sists of arrest records, including those
of co-defendants. The records include
reports of informants and investiga-
tions. Therefore, access could disclose
investigative techniques, reveal the
identity of confidential sources, and in-
vade the privacy of third parties.

[Order No. 645-76, 41 FR 12640, Mar. 26, 1976,
as amended by Order No. 688-77, 42 FR 9999,
Feb. 18, 1977; Order No. 899-80, 45 FR 43703,
June 30, 1980; Order No. 6-86, 51 FR 15476, Apr.
24, 1986; Order No. 246-2001, 66 FR 54663, Oct.
30, 2001; Order No. 297-2002, 67 FR 70163, Nov.
21, 2002]

§16.77 Exemption of U.S. Trustee Pro-
gram System—limited access.

(a) The following system of records is
exempt from 5 U.S.C. 552a (c) (3) and
@); (@); (e) (1), (2) and (3), (e)(4) (G) and
(H), (e) (5) and (8); (f) and (g):

(1) U.S. Trustee Program Case Refer-
ral System, JUSTICE/UST-004.

These exemptions apply to the extent
that information in this system is sub-
ject to exemption pursuant to 5 U.S.C.
552a(j)(2) and (k)(2).

(b) Exemptions from the particular
subsections are justified for the fol-
lowing reasons:

(1) From subsection (c)(3) because the
release of the disclosure accounting
would permit the subject of an inves-
tigation to obtain valuable information
concerning the nature of that inves-
tigation. This would permit record sub-
jects to impede the investigation, e.g.,
destroy evidence, intimidate potential
witnesses, or flee the area to avoid in-
quiries or apprehension by law enforce-
ment personnel.

(2) From subsection (c)(4) since an ex-
emption being claimed for subsection
(d) makes this subsection inapplicable.

(3) From subsection (d) because ac-
cess to the records contained in this
system might compromise ongoing in-
vestigations, reveal confidential in-
formants, or constitute unwarranted
invasions of the personal privacy of
third parties who are involved in a cer-
tain investigation. Amendment of the
records would interfere with ongoing
criminal law enforcement proceedings
and impose an impossible administra-
tive burden by requiring criminal in-
vestigations to be continuously re-
investigated.
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(4) From subsections (e)(1) and (e)(5)
because in the course of law enforce-
ment investigations, information may
occasionally be obtained or introduced
the accuracy of which is unclear or
which is not strictly relevant or nec-
essary to a specific investigation. In
the interest of effective law enforce-
ment, it is appropriate to retain all in-
formation that may aid in establishing
patterns of criminal activity. More-
over, it would impede the specific in-
vestigative process if it were necessary
to assure the relevance, accuracy,
timeliness, and completeness of all in-
formation obtained.

(5) From subsection (e)(2) because in
a criminal investigation the require-
ment that information be collected to
the greatest extent possible from the
subject individual would present a seri-
ous impediment to law enforcement be-
cause the subject of the investigation
would be placed on notice as to the ex-
istence of the investigation and would
therefore be able to avoid detection or
apprehension, to influence witnesses
improperly, to destroy evidence, or to
fabricate testimony.

(6) From subsection (e)(3) because the
requirement that individuals supplying
information be provided with a form
stating the requirements of subsection
(e)(3) would constitute a serious im-
pediment to law enforcement in that it
would compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(7) From subsections (e)(4) (G) and
(H) because this system of records is
exempt from the access provisions of
subsection (d) pursuant to subsections
@) and (k).

(8) From subsection (e)(8) because the
individual notice requirement of this
subsection could present a serious im-
pediment to law enforcement in that
this could interfere with the U.S. At-
torney’s ability to issue subpoenas.

(9) From subsections (f) and (g) be-
cause this system has been exempted
from the access provisions of sub-
section (d).

[Order No. 1-87, 52 FR 3631, Feb. 5, 1987]
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