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Department of Justice § 22.24 

is obtained from an individual or where 
the individual has agreed to participate 
in a project with knowledge that the 
findings cannot, by virtue of sample 
size, or uniqueness of subject, be ex-
pected to totally conceal subject iden-
tity. 

[41 FR 54846, Dec. 15, 1976, as amended at 51 
FR 6400, Feb. 24, 1986] 

§ 22.23 Privacy certification. 
(a) Each applicant for BJA, OJJDP, 

BJS, NIJ, or OJP support either di-
rectly or under a State plan shall sub-
mit a Privacy Certificate as a condi-
tion of approval of a grant application 
or contract proposal which has a re-
search or statistical project component 
under which information identifiable 
to a private person will be collected. 

(b) The Privacy Certificate shall 
briefly describe the project and shall 
contain assurance by the applicant 
that: 

(1) Data identifiable to a private per-
son will not be used or revealed, except 
as authorized under §§ 22.21, 22.22. 

(2) Access to data will be limited to 
those employees having a need there-
fore and that such persons shall be ad-
vised of and agree in writing to comply 
with these regulations. 

(3) All subcontracts which require ac-
cess to identifiable data will contain 
conditions meeting the requirements of 
§ 22.24. 

(4) To the extent required by § 22.27 
any private persons from whom identi-
fiable data are collected or obtained, 
either orally or by means of written 
questionnaire, shall be advised that the 
data will only be used or revealed for 
research or statistical purposes and 
that compliance with requests for in-
formation is not mandatory. Where the 
notification requirement is to be 
waived, pursuant to § 22.27(c), a jus-
tification must be included in the Pri-
vacy Certificate. 

(5) Adequate precautions will be 
taken to insure administrative and 
physical security of identifiable data. 

(6) A log will be maintained indi-
cating that identifiable data have been 
transmitted to persons other than BJA, 
OJJDP, BJS, NIJ, or OJP or grantee/ 
contractor staff or subcontractors, 
that such data have been returned, or 
that alternative arrangements have 

been agreed upon for future mainte-
nance of such data. 

(7) Project plans will be designed to 
preserve anonymity of private persons 
to whom information relates, includ-
ing, where appropriate, name-stripping, 
coding of data, or other similar proce-
dures. 

(8) Project findings and reports pre-
pared for dissemination will not con-
tain information which can reasonably 
be expected to be identifiable to a pri-
vate person except as authorized under 
§ 22.22. 

(c) The applicant shall attach to the 
Privacy Certification a description of 
physical and/or administrative proce-
dures to be followed to insure the secu-
rity of the data to meet the require-
ments of § 22.25. 

[41 FR 5486, Dec. 15, 1976, as amended at 51 
FR 6401, Feb. 24, 1986] 

§ 22.24 Information transfer agree-
ment. 

Prior to the transfer of any identifi-
able information to persons other than 
BJA, OJJDP, BJS, NIJ, or OJP or 
project staff, an agreement shall be en-
tered into which shall provide, as a 
minimum, that the recipient of data 
agrees that: 

(a) Information identifiable to a pri-
vate person will be used only for re-
search and statistical purposes. 

(b) Information identifiable to a pri-
vate person will not be revealed to any 
person for any purpose except where 
the information has already been in-
cluded in research findings (and/or data 
bases) and is revealed on a need-to- 
know basis for research or statistical 
purposes, provided that such transfer is 
approved by the person providing infor-
mation under the agreement, or au-
thorized under § 22.24(e). 

(c) Knowingly and willfully using or 
disseminating information contrary to 
the provisions of the agreement shall 
constitute a violation of these regula-
tions, punishable in accordance with 
the Act. 

(d) Adequate administrative and 
physical precautions will be taken to 
assure security of information obtained 
for such purpose. 
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