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11–B, on the U.S. Postal Service Ex-
press Mail Label shall not be com-
pleted; and cleared commercial carriers 
or cleared commercial messenger serv-
ices. The use of street-side mail collec-
tion boxes is strictly prohibited; and 

(ii) Agency heads may, on an excep-
tional basis and when an urgent re-
quirement exists for overnight delivery 
within the U.S. and its Territories, au-
thorize the use of the current holder of 
the General Services Administration 
contract for overnight delivery of in-
formation for the Executive Branch as 
long as applicable postal regulations 
(39 CFR chapter I) are met. Any such 
delivery service shall be U.S. owned 
and operated, provide automated in-
transit tracking of the classified infor-
mation, and ensure package integrity 
during transit. The contract shall re-
quire cooperation with government in-
quiries in the event of a loss, theft, or 
possible unauthorized disclosure of 
classified information. The sender is 
responsible for ensuring that an au-
thorized person will be available to re-
ceive the delivery and verification of 
the correct mailing address. The pack-
age may be addressed to the recipient 
by name. The release signature block 
on the receipt label shall not be exe-
cuted under any circumstances. The 
use of external (street side) collection 
boxes is prohibited. Classified Commu-
nications Security Information, NATO, 
and foreign government information 
shall not be transmitted in this man-
ner. 

(3) Confidential. Confidential infor-
mation shall be transmitted by any of 
the methods established for Secret in-
formation or U.S. Postal Service Cer-
tified Mail. In addition, when the re-
cipient is a U.S. Government facility, 
the Confidential information may be 
transmitted via U.S. First Class Mail. 
However, Confidential information 
shall not be transmitted to government 
contractor facilities via first class 
mail. When first class mail is used, the 
envelope or outer wrapper shall be 
marked to indicate that the informa-
tion is not to be forwarded, but is to be 
returned to sender. The use of street-
side mail collection boxes is prohib-
ited. 

(d) Transmission methods to a U.S. Gov-
ernment facility located outside the U.S. 

The transmission of classified informa-
tion to a U.S. Government facility lo-
cated outside the 50 states, the District 
of Columbia, the Commonwealth of 
Puerto Rico, or a U.S. possession or 
trust territory, shall be by methods 
specified above for Top Secret informa-
tion or by the Department of State 
Courier Service. U.S. Registered Mail 
through Military Postal Service facili-
ties may be used to transmit Secret 
and Confidential information provided 
that the information does not at any 
time pass out of U.S. citizen control 
nor pass through a foreign postal sys-
tem. 

(e) Transmission of U.S. classified infor-
mation to foreign governments. Such 
transmission shall take place between 
designated government representatives 
using the transmission methods de-
scribed in paragraph (d) of this section. 
When classified information is trans-
ferred to a foreign government or its 
representative a signed receipt is re-
quired. 

(f) Receipt of classified information. 
Agency heads shall establish proce-
dures which ensure that classified in-
formation is received in a manner 
which precludes unauthorized access, 
provides for inspection of all classified 
information received for evidence of 
tampering and confirmation of con-
tents, and ensures timely acknowledg-
ment of the receipt of Top Secret and 
Secret information by an authorized 
recipient. As noted in paragraph (e) of 
this section, a receipt acknowledgment 
of all classified material transmitted 
to a foreign government or its rep-
resentative is required.

§ 2001.46 Destruction [4.1, 4.2]. 
(a) General. Classified information 

identified for destruction shall be de-
stroyed completely to preclude rec-
ognition or reconstruction of the clas-
sified information in accordance with 
procedures and methods prescribed by 
agency heads. The methods and equip-
ment used to routinely destroy classi-
fied information include burning, 
cross-cut shredding, wet-pulping, melt-
ing, mutilation, chemical decomposi-
tion or pulverizing. 

(b) Technical guidance. Technical 
guidance concerning appropriate meth-
ods, equipment, and standards for the 
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destruction of classified electronic 
media and processing equipment com-
ponents may be obtained by submitting 
all pertinent information to the Na-
tional Security Agency/Central Secu-
rity Service, Directorate for Informa-
tion Systems Security, Fort Meade, 
MD 20755. Specifications concerning ap-
propriate equipment and standards for 
the destruction of other storage media 
may be obtained from the GSA.

§ 2001.47 Loss, possible compromise or 
unauthorized disclosure [4.1, 4.2]. 

(a) General. Any person who has 
knowledge that classified information 
has been or may have been lost, pos-
sibly compromised or disclosed to an 
unauthorized person(s) shall imme-
diately report the circumstances to an 
official designated for this purpose. 

(b) Cases involving information origi-
nated by a foreign government or another 
U.S. government agency. Whenever a 
loss or possible unauthorized disclosure 
involves the classified information or 
interests of a foreign government agen-
cy, or another government agency, the 
department or agency in which the 
compromise occurred shall advise the 
other government agency or foreign 
government of the circumstances and 
findings that affect their information 
or interests. However, foreign govern-
ments normally will not be advised of 
any security system vulnerabilities 
that contributed to the compromise. 

(c) Inquiry/investigation and corrective 
actions. Agency heads shall establish 
appropriate procedures to conduct an 
inquiry/investigation of a loss, possible 
compromise or unauthorized disclosure 
of classified information, in order to 
implement appropriate corrective ac-
tions, which may include disciplinary 
sanctions, and to ascertain the degree 
of damage to national security. 

(d) Department of Justice and legal 
counsel coordination. Agency heads 
shall establish procedures to ensure co-
ordination with legal counsel whenever 
a formal action, beyond a reprimand, is 
contemplated against any person be-
lieved responsible for the unauthorized 
disclosure of classified information. 
Whenever a criminal violation appears 
to have occurred and a criminal pros-
ecution is contemplated, agency heads 

shall use established procedures to en-
sure coordination with— 

(1) The Department of Justice, and 
(2) The legal counsel of the agency 

where the individual responsible is as-
signed or employed.

§ 2001.48 Special access programs [4.3]. 

(a) General. The safeguarding require-
ments of this Directive may be en-
hanced for information in Special Ac-
cess Programs (SAP), established under 
the provisions of Section 4.3 of E.O. 
12958, as amended, by the agency head 
responsible for creating the SAP. Agen-
cy heads shall ensure that the en-
hanced controls are based on an assess-
ment of the value, critical nature, and 
vulnerability of the information. 

(b) Significant interagency support re-
quirements. Agency heads must ensure 
that a Memorandum of Agreement/Un-
derstanding (MOA/MOU) is established 
for each Special Access Program that 
has significant interagency support re-
quirements, to appropriately and fully 
address support requirements and sup-
porting agency oversight responsibil-
ities for that SAP.

§ 2001.49 Telecommunications auto-
mated information systems and net-
work security [4.1, 4.2]. 

Each agency head shall ensure that 
classified information electronically 
accessed, processed, stored or trans-
mitted is protected in accordance with 
applicable national policy issuances 
identified in the Index of National Se-
curity Telecommunications and Infor-
mation Systems Security Issuances 
(NSTISSI) and Director of Central In-
telligence Directive (DCID) 6/3.

§ 2001.50 Technical security [4.1]. 

Based upon the risk management fac-
tors referenced in § 2001.40 of this direc-
tive agency heads shall determine the 
requirement for technical counter-
measures such as Technical Surveil-
lance Countermeasures (TSCM) and 
TEMPEST necessary to detect or deter 
exploitation of classified information 
through technical collection methods 
and may apply countermeasures in ac-
cordance with NSTISSI 7000, entitled 
Tempest Countermeasures for Facili-
ties, and SPB Issuance 6–97, entitled 
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