Coast Guard, DHS

(e) Crowd management and control
techniques;

(f) Security related communications;

(g) Knowledge of emergency proce-
dures and contingency plans;

(h) Operation of security equipment
and systems;

(i) Testing and calibration of security

equipment and systems, and their
maintenance while at sea;
() Inspection, control, and moni-

toring techniques;

(k) Relevant provisions of the Vessel
Security Plan (VSP);

(I) Methods of physical screening of
persons, personal effects, baggage,
cargo, and vessel stores; and

(m) The meaning and the consequen-
tial requirements of the different Mari-
time Security (MARSEC) Levels.

§104.225 Security training for all
other vessel personnel.

All other vessel personnel, including
contractors, whether part-time, full-
time, temporary, or permanent, must
have knowledge of, through training or
equivalent job experience in the fol-
lowing, as appropriate:

(a) Relevant provisions of the Vessel
Security Plan (VSP);

(b) The meaning and the consequen-
tial requirements of the different Mari-
time Security (MARSEC) Levels, in-
cluding emergency procedures and con-
tingency plans;

(c) Recognition and detection of dan-
gerous substances and devices;

(d) Recognition of characteristics and
behavioral patterns of persons who are
likely to threaten security; and

(e) Techniques used to circumvent se-
curity measures.

[USCG-2003-14749, 68 FR 39302, July 1, 2003, as
amended at 68 FR 60513, Oct. 22, 2003]

§104.230 Drill
ments.

(a) General. (1) Drills and exercises
must test the proficiency of vessel per-
sonnel in assigned security duties at
all Maritime Security (MARSEC) Lev-
els and the effective implementation of
the Vessel Security Plan (VSP). They
must enable the Vessel Security Offi-
cer (VSO) to identify any related secu-
rity deficiencies that need to be ad-
dressed.

and exercise require-

§104.230

(2) A drill or exercise required by this
section may be satisfied with the im-
plementation of security measures re-
quired by the Vessel Security Plan as
the result of an increase in the
MARSEC Level, provided the vessel re-
ports attainment to the cognizant
COTP.

(b) Drills. (1) The VSO must ensure
that at least one security drill is con-
ducted at least every 3 months, except
when a vessel is out of service due to
repairs or seasonal suspension of oper-
ation provided that in such cases a
drill must be conducted within one
week of the vessel’s reactivation. Secu-
rity drills may be held in conjunction
with non-security drills where appro-
priate.

(2) Drills must test individual ele-
ments of the VSP, including response
to security threats and incidents.
Drills should take into account the
types of operations of the vessel, vessel
personnel changes, and other relevant
circumstances. Examples of drills in-
clude unauthorized entry to a re-
stricted area, response to alarms, and
notification of law enforcement au-
thorities.

(3) If the vessel is moored at a facil-
ity on the date the facility has planned
to conduct any drills, the vessel may,
but is not required to, participate in
the facility’s scheduled drill.

(4) Drills must be conducted within
one week from whenever the percent-
age of vessel personnel with no prior
participation in a vessel security drill
on that vessel exceeds 25 percent.

(5) Not withstanding paragraph (b)(4)
of this section, vessels not subject to
SOLAS may conduct drills within 1
week from whenever the percentage of
vessel personnel with no prior partici-
pation in a vessel security drill on a
vessel of similar design and owned or
operated by the same company exceeds
25 percent.

(c) Exercises. (1) Exercises must be
conducted at least once each calendar
year, with no more than 18 months be-
tween exercises.

(2) Exercises may be:

(i) Full scale or live;

(ii) Tabletop simulation or seminar;

(iii) Combined with other appropriate
exercises; or
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§104.235

(iv) A combination of the elements in
paragraphs (c)(2)(i) through (iii) of this
section.

(3) Exercises may be vessel-specific
or part of a cooperative exercise pro-
gram to exercise applicable facility and
vessel security plans or comprehensive
port exercises.

(4) Each exercise must test commu-
nication and notification procedures,
and elements of coordination, resource
availability, and response.

(5) Exercises are a full test of the se-
curity program and must include the
substantial and active participation of
relevant company and vessel security
personnel, and may include facility se-
curity personnel and government au-
thorities depending on the scope and
the nature of the exercises.

[USCG-2003-14749, 68 FR 39302, July 1, 2003, as
amended at 68 FR 60513, Oct. 22, 2003]

§104.235 Vessel
quirements.

(a) Unless otherwise specified in this
section, the Vessel Security Officer
must keep records of the activities as
set out in paragraph (b) of this section
for at least 2 years and make them
available to the Coast Guard upon re-
quest.

(b) Records required by this section
may be kept in electronic format. If
kept in an electronic format, they
must be protected against unauthor-
ized deletion, destruction, or amend-
ment. The following records must be
kept:

(1) Training. For training under
§104.225, the date of each session, dura-
tion of session, a description of the
training, and a list of attendees;

(2) Drills and exercises. For each drill
or exercise, the date held, description
of drill or exercise, list of participants;
and any best practices or lessons
learned which may improve the Vessel
Security Plan (VSP);

(3) Incidents and breaches of security.
Date and time of occurrence, location
within the port, location within the
vessel, description of incident or
breaches, to whom it was reported, and
description of the response;

(4) Changes in Maritime Security
(MARSEC) Levels. Date and time of no-
tification received, and time of compli-
ance with additional requirements;

recordkeeping re-
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(5) Maintenance, calibration, and test-
ing of security equipment. For each oc-
currence of maintenance, calibration,
and testing, the date and time, and the
specific security equipment involved;

(6) Security threats. Date and time of
occurrence, how the threat was com-
municated, who received or identified
the threat, description of threat, to
whom it was reported, and description
of the response;

(7) Declaration of Security (DoS).
Manned vessels must keep on board a
copy of the last 10 DoSs and a copy of
each continuing DoS for at least 90
days after the end of its effective pe-
riod; and

(8) Annual audit of the VSP. For each
annual audit, a letter certified by the
Company Security Officer or the VSO
stating the date the audit was com-
pleted.

(c) Any records required by this part
must be protected from unauthorized
access or disclosure.

[USCG-2003-14749, 68 FR 39302, July 1, 2003, as
amended at 68 FR 60514, Oct. 22, 2003]

§104.240 Maritime Security (MARSEC)
Level coordination and implemen-
tation.

(@) The vessel owner or operator
must ensure that, prior to entering a
port or visiting an Outer Continental
Shelf (OCS) facility, all measures are
taken that are specified in the Vessel
Security Plan (VSP) for compliance
with the MARSEC Level in effect for
the port or the OCS facility.

(b) When notified of an increase in
the MARSEC Level, the vessel owner
or operator must ensure:

(1) If a higher MARSEC Level is set
for the port in which the vessel is lo-
cated or is about to enter, the vessel
complies, without undue delay, with all
measures specified in the VSP for com-
pliance with that higher MARSEC
Level,

(2) The COTP is notified as required
by §101.300(c) when compliance with
the higher MARSEC Level has been im-
plemented,;

(3) For vessels in port, that compli-
ance with the higher MARSEC Level
has taken place within 12 hours of the
notification; and

(4) If a higher MARSEC Level is set
for the OCS facility with which the
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