§171.33

(b) Verification of personal identity.
The Department will require reason-
able identification of individuals re-
questing records under the Privacy Act
to ensure that records are disclosed
only to the proper persons. Requesters
must state their full name, current ad-
dress, date and place of birth, and, at
the requester’s option, social security
number. The request must be signed,
and the requester’s signature must be
either notarized or submitted under
penalty of perjury (28 U.S.C. 1746) as a
substitute for notarization. If the re-
quester seeks records under another
name the requester has used, a state-
ment, under penalty of perjury, that
the requester has also used the other
name must be included.

(¢) Third party access. The Depart-
ment shall allow third party access to
records under certain conditions:

(1) Parents. Upon presentation of doc-
umentation of the parental relation-
ship, a parent of a minor (an unmarried
person under the age of 18) may, on be-
half of the minor, request records per-
taining to the minor and the Depart-
ment may, in its discretion, disclose
such records to the parent to the ex-
tent determined by the Department to
be appropriate in the circumstances of
the case. In any case, minors may re-
quest such records on their own behalf.

(2) Guardians. A guardian of a minor
or of an individual who has been de-
clared by a court to be incompetent
may act for and on behalf of the minor
or the incompetent individual upon
presentation of appropriate docu-
mentation of the guardian relation-
ship.

(3) Authoriced representatives or des-
ignees. When an individual wishes to
authorize another person or persons ac-
cess to his or her records, the indi-
vidual shall submit, in addition to the
identifying information described in
paragraph (b) of this section, a signed
statement, either notarized or made
under penalty of perjury, authorizing
and consenting to access by a des-
ignated person or persons. Such re-
quests shall be processed under the
FOIA (see §171.12).

(d) Records relating to civil actions.
Nothing in this subpart entitles an in-
dividual to access to any information
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compiled in reasonable anticipation of
a civil action or proceeding.

(e) Time limits. The Department will
acknowledge the request promptly and
furnish the requested information as
soon as possible thereafter.

(f) Information on amending records. At
the time the Department grants access
to a record, it will also furnish guide-
lines for requesting amendment of a
record. These guidelines may also be
obtained by writing to the Information
and Privacy Coordinator at the address
given in §171.5. The guidelines are also
available in the reading room described
in §171.3 and in the electronic reading
room described in §171.4.

§171.33 Request to amend or correct
records.

(a) An individual has the right to re-
quest that the Department amend a
record pertaining to the individual
that the individual believes is not ac-
curate, relevant, timely, or complete.

(b) Requests to amend records must
be in writing and mailed or delivered to
the Information and Privacy Coordi-
nator, at the address given in §171.5,
who will coordinate the review of the
request with the appropriate offices of
the Department. The Department will
require verification of personal iden-
tity as provided in §171.32(b) before it
will initiate action to amend a record.
Amendment requests should contain,
as a minimum, identifying information
needed to locate the record in question,
a description of the specific correction
requested, and an explanation of why
the existing record is not accurate, rel-
evant, timely, or complete. The re-
quester should submit as much perti-
nent documentation, other informa-
tion, and explanation as possible to
support the request for amendment.

(c) All requests for amendments to
records will be acknowledged within 10
days (excluding Saturdays, Sundays,
and legal public holidays).

(d) In reviewing a record in response
to a request to amend, the Department
shall review the record to determine if
it is accurate, relevant, timely, and
complete.

(e) If the Department agrees with an
individual’s request to amend a record,
it shall:
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(1) Advise the individual in writing of
its decision;

(2) Amend the record accordingly;
and

(3) If an accounting of disclosure has
been made, advise all previous recipi-
ents of the record of the amendment
and its substance.

(f) If the Department denies, in whole
or in part, the individual’s amendment
request, it shall advise the individual
in writing of its decision, of the reason
therefore, and of the individual’s right
to appeal the denial in accordance with
§171.52.

§171.34 Request for an accounting of
record disclosures.

(a) How made. Except where account-
ings of disclosures are not required to
be kept, as set forth in paragraph (b) of
this section, an individual has a right
to request an accounting of any disclo-
sure that the Department has made to
another person, organization, or agen-
cy of any record about an individual.
This accounting shall contain the date,
nature, and purpose of each disclosure
as well as the name and address of the
recipient of the disclosure. Any request
for accounting should identify each
particular record in question and may
be made by writing directly to the In-
formation and Privacy Coordinator at
the address given in §171.5.

(b) Where accountings mnot required.
The Department is not required to
keep an accounting of disclosures in
the case of:

(1) Disclosures made to employees
within the Department who have a
need for the record in the performance
of their duties;

(2) Disclosures required under the
FOIA;

(3) Disclosures made to another agen-
cy or to an instrumentality of any gov-
ernmental jurisdiction under the con-
trol of or within the United States for
authorized civil or criminal law en-
forcement activities pursuant to a
written request from such agency or
instrumentality specifying the activi-
ties for which the disclosures are
sought and the portions of the records
sought.

§171.36

§171.35 Denials of requests; appeals.

If the Department denies a request
for access to Privacy Act records, for
amendment of such records, or for an
accounting of disclosure of such
records, the requester shall be in-
formed of the reason for the denial and
of the right to appeal the denial to the
Appeals Review Panel in accordance
with §171.52.

§171.36 Exemptions.

Systems of records maintained by
the Department are authorized to be
exempted from certain provisions of
the Privacy Act under both general and
specific exemptions set forth in the
Act. In utilizing these exemptions, the
Department is exempting only those
portions of systems that are necessary
for the proper functioning of the De-
partment and that are consistent with
the Privacy Act. Where compliance
would not appear to interfere with or
adversely affect the law enforcement
process, and/or where it may be appro-
priate to permit individuals to contest
the accuracy of the information col-
lected, e.g., public source materials,
the applicable exemption may be
waived, either partially or totally, by
the Department or the OIG, in the sole
discretion of the Department or the
OIG, as appropriate.

(a) General exemptions. (1) Individuals
may not have access to records main-
tained by the Department that were
provided by another agency that has
determined by regulation that such in-
formation is subject to general exemp-
tion under 5 U.S.C. 552a(j)(1). If such
exempt records are the subject of an
access request, the Department will ad-
vise the requester of their existence
and of the name and address of the
source agency, unless that information
is itself exempt from disclosure.

(2) The systems of records main-
tained by the Bureau of Diplomatic Se-
curity (STATE-36), the Office of the In-
spector General (STATE-53), and the
Information Access Program Records
system (STATE-35) are subject to gen-
eral exemption under 5 U.S.C. 552a(j)(2).
All records contained in record system
STATE-36, Security Records, are ex-
empt from all provisions of the Privacy
Act except sections (b), (¢c)(1) and (2),
(e)(9)(A) through (F), (e)(6), (7), (9), (10),

717



