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(1) Advise the individual in writing of
its decision;

(2) Amend the record accordingly;
and

(3) If an accounting of disclosure has
been made, advise all previous recipi-
ents of the record of the amendment
and its substance.

(f) If the Department denies, in whole
or in part, the individual’s amendment
request, it shall advise the individual
in writing of its decision, of the reason
therefore, and of the individual’s right
to appeal the denial in accordance with
§171.52.

§171.34 Request for an accounting of
record disclosures.

(a) How made. Except where account-
ings of disclosures are not required to
be kept, as set forth in paragraph (b) of
this section, an individual has a right
to request an accounting of any disclo-
sure that the Department has made to
another person, organization, or agen-
cy of any record about an individual.
This accounting shall contain the date,
nature, and purpose of each disclosure
as well as the name and address of the
recipient of the disclosure. Any request
for accounting should identify each
particular record in question and may
be made by writing directly to the In-
formation and Privacy Coordinator at
the address given in §171.5.

(b) Where accountings mnot required.
The Department is not required to
keep an accounting of disclosures in
the case of:

(1) Disclosures made to employees
within the Department who have a
need for the record in the performance
of their duties;

(2) Disclosures required under the
FOIA;

(3) Disclosures made to another agen-
cy or to an instrumentality of any gov-
ernmental jurisdiction under the con-
trol of or within the United States for
authorized civil or criminal law en-
forcement activities pursuant to a
written request from such agency or
instrumentality specifying the activi-
ties for which the disclosures are
sought and the portions of the records
sought.

§171.36

§171.35 Denials of requests; appeals.

If the Department denies a request
for access to Privacy Act records, for
amendment of such records, or for an
accounting of disclosure of such
records, the requester shall be in-
formed of the reason for the denial and
of the right to appeal the denial to the
Appeals Review Panel in accordance
with §171.52.

§171.36 Exemptions.

Systems of records maintained by
the Department are authorized to be
exempted from certain provisions of
the Privacy Act under both general and
specific exemptions set forth in the
Act. In utilizing these exemptions, the
Department is exempting only those
portions of systems that are necessary
for the proper functioning of the De-
partment and that are consistent with
the Privacy Act. Where compliance
would not appear to interfere with or
adversely affect the law enforcement
process, and/or where it may be appro-
priate to permit individuals to contest
the accuracy of the information col-
lected, e.g., public source materials,
the applicable exemption may be
waived, either partially or totally, by
the Department or the OIG, in the sole
discretion of the Department or the
OIG, as appropriate.

(a) General exemptions. (1) Individuals
may not have access to records main-
tained by the Department that were
provided by another agency that has
determined by regulation that such in-
formation is subject to general exemp-
tion under 5 U.S.C. 552a(j)(1). If such
exempt records are the subject of an
access request, the Department will ad-
vise the requester of their existence
and of the name and address of the
source agency, unless that information
is itself exempt from disclosure.

(2) The systems of records main-
tained by the Bureau of Diplomatic Se-
curity (STATE-36), the Office of the In-
spector General (STATE-53), and the
Information Access Program Records
system (STATE-35) are subject to gen-
eral exemption under 5 U.S.C. 552a(j)(2).
All records contained in record system
STATE-36, Security Records, are ex-
empt from all provisions of the Privacy
Act except sections (b), (¢c)(1) and (2),
(e)(9)(A) through (F), (e)(6), (7), (9), (10),
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