§1045.30

(c) If the disclosure of classified in-
formation is sufficiently authoritative
or credible, the DOE Director of Secu-
rity Affairs shall examine the possi-
bility of declassification.

Subpart C—Generation and Re-
view of Documents Con-
taining Restricted Data and
Formerly Restricted Data

§1045.30 Purpose and scope.

This subpart specifies Government-
wide classification program implemen-
tation requirements for agencies with
access to RD and FRD, describes au-
thorities and procedures for RD and
FRD document classification and de-
classification, provides for periodic or
systematic review of RD and FRD doc-
uments, and describes procedures for
the mandatory review of RD and FRD
documents. This subpart applies to all
RD and FRD documents, regardless of
whether they also contain National Se-
curity Information (NSI), or other con-
trolled information such as ‘“‘For Offi-
cial Use Only” information or “‘Un-
classified Controlled Nuclear Informa-
tion.”

§1045.31 Applicability.

This subpart applies to—

(@) Any person with authorized ac-
cess to RD or FRD;

(b) Any agency with access to RD or
FRD; and

(c) Any person generating a docu-
ment containing RD or FRD.

§1045.32 Authorities.

(a) Classification of RD and FRD docu-
ments. (1) To the maximum extent prac-
tical, all RD and FRD documents shall
be classified based on joint DOE-Agen-
cy classification guides or Agency
guides coordinated with the DOE.
When it is not practical to use classi-
fication guides, source documents may
be used as an alternative.

(2) Only individuals designated as RD
classifiers may classify RD and FRD
documents, except within the DoD.
Within the DoD, any individual with
access to RD and FRD who has been
trained may classify RD and FRD doc-
uments.
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(3) RD classifiers shall classify only
documents in subject areas in which
they have programmatic expertise.

(4) RD classifiers may upgrade or
downgrade the classification level of
RD or FRD documents in accordance
with joint DOE-Agency classification
guides or Agency guides coordinated
with the DOE. When it is not practical
to use classification guides, source doc-
uments may be used as an alternative.

(b) Declassification of RD and FRD
documents. (1) Only designated individ-
uals in the DOE may declassify docu-
ments containing RD.

(2) Except as provided in paragraph
(b)(3) of this section, only designated
individuals in the DOE or appropriate
individuals in DoD may declassify doc-
uments marked as FRD in accordance
with joint DoD-DOE classification
guides or DoD guides coordinated with
the DOE.

(3) The DOE and DoD may delegate
these authorities to other agencies and
to contractors. Contractors without
the delegated authority shall send any
document marked as RD or FRD that
needs to be considered for declassifica-
tion to the appropriate agency office.

§1045.33 Appointment of
data management official.

restricted

(a) Each agency with access to RD or
FRD shall appoint an official to be re-
sponsible for the implementation of
this part and shall advise the DOE Di-
rector of Declassification of such ap-
pointment.

(b) This official shall ensure the
proper implementation of this part
within his or her agency and shall
serve as the primary point of contact
for coordination with the DOE Director
of Declassification on RD and FRD
classification and declassification
issues.

(c) Within the DoD, an RD manage-
ment official shall be appointed in each
DoD agency.

§1045.34 Designation of
data classifiers.

(a) Except within the DoD, RD man-
agement officials shall ensure that per-
sons who derivatively classify RD or
FRD documents are designated by posi-
tion or by name as RD classifiers.

restricted
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(b) All contractor organizations with
access to RD and FRD, including DoD
contractors, shall designate RD classi-
fiers.

§1045.35 Training requirements.

(a) RD management officials shall
ensure that persons with access to RD
and FRD information are trained on
the authorities required to classify and
declassify RD and FRD information
and documents and on handling proce-
dures. RD management officials shall
ensure that RD classifiers are trained
on the procedures for classifying, de-
classifying, marking and handling RD
and FRD information and documents.

(b) The DOE Director of Declassifica-
tion shall develop training materials
related to implementation of this part
and shall provide these materials to
RD management officials and any
other appropriate persons.

(c) The DOE Director of Declassifica-
tion shall review any RD-related train-
ing material submitted by agency and
contractor representatives to ensure
consistency with current policy.

§1045.36 Reviews of agencies with ac-
cess to restricted data and formerly
restricted data.

(a) The DOE and each agency with
access to RD and FRD shall consult pe-
riodically to assure appropriate imple-
mentation of this part. Such consulta-
tions may result in DOE conducting an
on-site review within the agency if
DOE and the RD management official
determine that such a review would be
mutually beneficial or that it is nec-
essary to remedy a problem.

(b) To address issues concerning im-
plementation of this part, the DOE Di-
rector of Declassification shall estab-
lish a standing group of all RD man-
agement officials to meet periodically.

§1045.37

(@) The classification and declas-
sification determinations made by the
DOE Directors of Declassification and
Security Affairs under the classifica-
tion criteria in §1045.16 shall be pro-
mulgated in classification guides.

(b) DOE shall jointly develop classi-
fication guides with the DoD, NRC,
NASA, and other agencies as required

Classification guides.

§1045.39

for programs for which DOE and these
agencies share responsibility.

(c) Agencies shall coordinate with
the DOE Director of Declassification
whenever they develop or revise classi-
fication guides with RD or FRD infor-
mation topics.

(d) Originators of classification
guides with RD or FRD topics shall re-
view such guides at least every five
years and make revisions as necessary.

(e) RD classifiers shall use classifica-
tion guides as the primary basis for
classifying and declassifying docu-
ments containing RD and FRD.

(f) Each RD management official
shall ensure that all RD classifiers
have access to all pertinent nuclear
classification guides.

§1045.38 Automatic
prohibition.

declassification

(a) Documents containing RD and
FRD remain classified until a positive
action by an authorized person is taken
to declassify them.

(b) In accordance with the Atomic
Energy Act, no date or event for auto-
matic declassification ever applies to
RD and FRD documents, even if such
documents also contain NSI.

(c) E.O. 12958 acknowledges that RD
and FRD are exempt from all provi-
sions of the E.O., including automatic
declassification.

§1045.39 Challenging
and declassification
tions.

classification
determina-

(a) Any authorized holder of an RD or
FRD document who, in good faith, be-
lieves that the RD or FRD document
has an improper classification status is
encouraged and expected to challenge
the classification with the RD Classi-
fier who classified the document.

(b) Agencies shall establish proce-
dures under which authorized holders
of RD and FRD documents are encour-
aged and expected to challenge any
classification status they believe is im-
proper. These procedures shall assure
that:

(1) Under no circumstances are per-
sons subject to retribution for bringing
forth a classification challenge.
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