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(g) Transmittal document. If a docu-
ment transmitting classified informa-
tion contains no classified information 
or the classification level of the trans-
mittal document is not as high as the 
highest classification level of its enclo-
sures, then the document must be 
marked at the top and bottom with a 
classification at least as high as its 
highest classified enclosure. The classi-
fication may be higher if the enclo-
sures, when combined, warrant a high-
er classification than any individual 
enclosure. When the contents of the 
transmittal document warrants a lower 
classification than the highest classi-
fied enclosure(s) or combination of en-
closures or requires no classification, a 
stamp or marking such as the fol-
lowing must also be used on the trans-
mittal document: 

UPON REMOVAL OF ATTACHMENTS 
THIS DOCUMENT IS: 

(Classification level of transmittal document 
standing alone or the word ‘‘UNCLASSI-
FIED’’ if the transmittal document contains 
no classified information.) 

(h) Classification challenges. Persons 
in authorized possession of classified 
National Security Information who in 
good faith believe that the informa-
tion’s classification status (i.e. that 
the document), is classified at either 
too high a level for its content (over-
classification) or too low for its con-
tent (underclassification) are expected 
to challenge its classification status. 
Persons who wish to challenge a classi-
fication status shall— 

(1) Refer the document or informa-
tion to the originator or to an author-
ized NRC classifier for review. The au-
thorized classifier shall review the doc-
ument and render a written classifica-
tion decision to the holder of the infor-
mation. 

(2) In the event of a question regard-
ing classification review, the holder of 
the information or the authorized clas-
sifier shall consult the NRC Division of 
Facilities and Security, Information 
Security Branch, for assistance. 

(3) Persons who challenge classifica-
tion decisions have the right to appeal 
the classification decision to the Inter-
agency Security Classification Appeals 
Panel. 

(4) Persons seeking to challenge the 
classification of information will not 
be the subject of retribution. 

(i) Files, folders or group of docu-
ments. Files, folders, binders, or groups 
of physically connected documents 
must be marked at least as high as the 
highest classified document which they 
contain. 

(j) Drafts and working papers. Drafts 
of documents and working papers 
which contain, or which are believed to 
contain, classified information must be 
marked as classified information. 

(k) Classification guidance. Licens-
ees, certificate holders, or other per-
sons subject to this part shall classify 
and mark classified matter as National 
Security Information or Restricted 
Data, as appropriate, in accordance 
with classification guidance provided 
by the NRC as part of the facility 
clearance process. 

[62 FR 17695, Apr. 11, 1997, as amended at 64 
FR 15652, Apr. 1, 1999; 68 FR 41222, July 11, 
2003] 

§ 95.39 External transmission of docu-
ments and material. 

(a) Restrictions. Documents and ma-
terial containing classified information 
received or originated in connection 
with an NRC license or certificate 
must be transmitted only to CSA ap-
proved security facilities. 

(b) Preparation of documents. Docu-
ments containing classified informa-
tion must be prepared in accordance 
with the following when transmitted 
outside an individual installation. 

(1) The documents must be enclosed 
in two sealed opaque envelopes or 
wrappers. 

(2) The inner envelope or wrapper 
must contain the addressee’s classified 
mail address and the name of the in-
tended recipient. The appropriate clas-
sification must be placed on both sides 
of the envelope (top and bottom) and 
the additional markings, as appro-
priate, referred to in § 95.37(e) must be 
placed on the side bearing the address. 

(3) The outer envelope or wrapper 
must contain the addressee’s classified 
mailing address. The outer envelope or 
wrapper may not contain any classi-
fication, additional marking or other 
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notation that indicate that the en-
closed document contains classified in-
formation. The Classified Mailing Ad-
dress shall be uniquely designated for 
the receipt of classified information. 
The classified shipping address for the 
receipt of material (e.g., equipment) 
should be different from the classified 
mailing address for the receipt of clas-
sified documents. 

(4) A receipt that contains an unclas-
sified description of the document, the 
document number, if any, date of the 
document, classification, the date of 
transfer, the recipient and the person 
transferring the document must be en-
closed within the inner envelope con-
taining the document and be signed by 
the recipient and returned to the send-
er whenever the custody of a Secret 
document is transferred. This receipt 
process is at the option of the sender 
for Confidential information. 

(c) Methods of transportation. 
(1) Secret matter may be transported 

only by one of the following methods 
within and directly between the U.S., 
Puerto Rico, or a U.S. possession or 
trust territory: 

(i) U.S. Postal Service Express Mail 
and U.S. Postal Service Registered 
Mail. 

NOTE: The ‘‘Waiver of Signature and In-
demnity’’ block on the U.S. Postal Service 
Express Mail Label 11–B may not be executed 
and the use of external (street side) express 
mail collection boxes is prohibited. 

(ii) A cleared ‘‘Commercial Carrier.’’ 
(iii) A cleared commercial messenger 

service engaged in the intracity/local 
area delivery (same day delivery only) 
of classified material. 

(iv) A commercial delivery company, 
approved by the CSA, that provides na-
tionwide, overnight service with com-
puter tracing and reporting features. 
These companies need not be security 
cleared. 

(v) Other methods as directed, in 
writing, by the CSA. 

(2) Confidential matter may be trans-
ported by one of the methods set forth 
in paragraph (c)(1) of this section, by 
U.S. express or certified mail. Express 
or certified mail may be used in trans-
mission of Confidential documents to 
Puerto Rico or any United States terri-
tory or possession. 

(d) Telecommunication of classified 
information. Classified information 
may not be telecommunicated unless 
the telecommunication system has 
been approved by the CSA. Licensees, 
certificate holders or other persons 
who may require a secure tele-
communication system shall submit a 
telecommunication plan as part of 
their request for facility clearance, as 
outlined in § 95.15, or as an amendment 
to their existing Standard Practice 
Procedures Plan for the protection of 
classified information. 

(e) Security of classified information 
in transit. Classified matter that, be-
cause of its nature, cannot be trans-
ported in accordance with § 95.39(c), 
may only be transported in accordance 
with procedures approved by the CSA. 
Procedures for transporting classified 
matter are based on a satisfactory 
transportation plan submitted as part 
of the licensee’s, certificate holder, or 
other person’s request for facility 
clearance or submitted as an amend-
ment to its existing Standard Practice 
Procedures Plan. 

[62 FR 17696, Apr. 11, 1997, as amended at 64 
FR 15652, Apr. 1, 1999] 

§ 95.41 External receipt and dispatch 
records. 

Each licensee, certificate holder or 
other person possessing classified in-
formation shall maintain a record that 
reflects: 

(a) The date of the material; 
(b) The date of receipt or dispatch; 
(c) The classification; 
(d) An unclassified description of the 

material; and 
(e) The identity of the sender from 

which the material was received or re-
cipient to which the material was dis-
patched. receipt and dispatch records 
must be retained for 2 years. 

[62 FR 17697, Apr. 11, 1997] 

§ 95.43 Authority to reproduce. 
(a) Each licensee or other person pos-

sessing classified information shall es-
tablish a reproduction control system 
to ensure that reproduction of classi-
fied material is held to the minimum 
consistent with operational require-
ments. Classified reproduction must be 
accomplished by authorized employees 
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