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Farm Credit Administration § 605.502 

§ 605.500 Policy. 
It is the policy of the Farm Credit 

Administration to act in matters relat-
ing to national security information in 
accordance with Executive Order 12356 
and directives issued thereunder by the 
Information Security Oversight Office 
(ISOO). 

[49 FR 9859, Mar. 16, 1984] 

§ 605.501 Information Security Officer. 
(a) The Information Security Officer 

of the Farm Credit Administration 
shall be responsible for implementa-
tion and oversight of the information 
security program and procedures 
adopted by the Agency pursuant to the 
Executive order. This officer shall be 
the recipient of questions, suggestions, 
and complaints regarding all elements 
of this program and shall be solely re-
sponsible for changes to it and for the 
assurance that it is at all times con-
sistent with the Executive order and 
ISOO directive. 

(b) The Information Security Officer 
shall be the Farm Credit Administra-
tion’s official contact for requests for 
declassification of materials submitted 
under the Executive order, regardless 
of the point of origin of such requests, 
and shall assure that such requests for 
records in the Farm Credit Administra-
tion’s possession that were originated 
by another agency shall be forwarded 
to the originating agency. The Farm 
Credit Administration shall include a 
copy of the records requested together 
with its recommendation for action. 
Upon receipt, the originating agency 
shall process the request in accordance 
with 32 CFR 2001.32(a)(2)(i). Upon re-
quest, the originating agency shall 
communicate its declassification deter-
mination to the Farm Credit Adminis-
tration. The Farm Credit Administra-
tion shall inform the requester of the 
determination within 1 year from the 
date of receipt, except in unusual cir-
cumstances. If an appeal is made on a 
denial of a mandatory declassification 
review request, the originating agen-
cy’s appellate authority shall normally 
make a determination within 30 work-
ing days following the receipt of an ap-
peal. If additional time is required to 
make a determination, the originating 
appellate authority shall notify the re-

quester of the additional time needed 
and provide the requester with the rea-
son for extension. The originating 
agency’s appellate authority shall no-
tify the requester in writing of the 
final determination and of the reasons 
for any denial. Such officer shall also 
assure that requests for declassifica-
tion submitted under the Freedom of 
Information Act are handled in accord-
ance with that Act. 

[49 FR 9859, Mar. 16, 1984] 

§ 605.502 Program and procedures. 

(a) The Farm Credit Administration 
has no authority for the original classi-
fication of information for national se-
curity purposes. Only those agencies 
described in the Executive order may 
so classify information. 

(b) Derivative classification. ‘‘Deriva-
tive Classification’’ means a deter-
mination that information is in sub-
stance the same information that is 
currently classified under a designated 
level of classification. Derivative appli-
cation of classification markings shall 
be the responsibility of the Informa-
tion Security Officer who shall assure 
that the use of this authority is in ac-
cordance with ISOO directives. 

(c) Mandatory review. All requests for 
review under the mandatory review 
provisions of the Executive order shall 
be handled by the Information Security 
Officer or his/her designee. Under no 
circumstances shall such official refuse 
to confirm the existence or nonexist-
ence of a document requested under the 
Executive order or the Freedom of In-
formation Act unless the fact of its ex-
istence or nonexistence would itself be 
classified under the Executive order. 

(d) Handling of classified documents. 
All documents bearing the terms ‘‘Top 
Secret,’’ ‘‘Secret,’’ and ‘‘Confidential’’ 
shall be delivered to the Information 
Security Officer or his/her designee im-
mediately upon receipt. All potential 
recipients of such documents shall be 
advised of the names of such designees. 
In the event that the Information Se-
curity Officer or his/her designee is not 
available to receive such documents, 
they shall be sent to the FCA mail-
room and stored in the combination 
safe located in the Agency Services 
Branch and secured unopened until the 

VerDate Aug<04>2004 14:29 Jan 24, 2005 Jkt 205040 PO 00000 Frm 00023 Fmt 8010 Sfmt 8010 Y:\SGML\205040T.XXX 205040T



24 

12 CFR Ch. VI (1–1–05 Edition) § 605.502 

Information Security Officer is avail-
able. Under no cirumstances shall clas-
sified materials that cannot be deliv-
ered be stored other than in the des-
ignated safe. All materials not imme-
diately deliverable or able to be se-
cured in the designated safe shall be re-
turned to the sender, under appropriate 
cover, for redelivery to the FCA at the 
next earliest opportunity. 

(e) Reproduction. Reproduction of 
classified materials shall take place 
only in accordance with section 4.1(b) 
of the Executive order and any limita-
tions imposed by the originator. 
Should copies be made, they shall be 
subject to the same controls as the 
original document. Records showing 
the number and distribution of copies 
shall be maintained by the Information 
Security Officer or his/her designee, 
and the log stored with the original 
documents. These measures shall not 
restrict reproduction for the purposes 
of Mandatory Review. 

(f) Storage. In accordance with 32 CFR 
2001.43, all classified documents shall 
be stored in combination safes located 
at the primary headquarters and/or a 
Field Office, Office of Examination, 
Farm Credit Administration. The com-
binations shall be changed as required 
by directives issued by ISOO. The com-
binations shall be known only to the 
Information Security Officer and his/ 
her designees who have appropriate se-
curity clearances. 

(g) Employee education. All employees 
who have been granted a security 
clearance and who have occasion to 
handle classified materials shall be ad-
vised of handling, reproduction, and 
storage procedures and shall be re-
quired to review the Executive order 
and appropriate ISOO directives. 

(h) Agency terminology. No official of 
the Farm Credit Administration shall 
use the terms ‘‘Top Secret’’, ‘‘Secret’’, 
or ‘‘Confidential’’ except in relation to 
materials classified for national secu-
rity purposes. As a Federal regulatory 
agency, the Farm Credit Administra-
tion maintains certain internal docu-
ments that relate to its examination 
and supervision of the institutions of 
the Farm Credit System. Such docu-
ments are limited in use and distribu-
tion. Material that is of a sensitive na-
ture to the Farm Credit Administra-

tion may be designated ‘‘Executive 
Document.’’ 

(i) Nondisclosure agreement. In accord-
ance with 32 CFR 2003.20, the Farm 
Credit Administration requires that 
any person whose position requires ac-
cess to classified information must 
execute a nondisclosure agreement on 
Standard Form 189—Classified Informa-
tion Nondisclosure Agreement. Persons 
not executing such nondisclosure 
agreements are subject to sanctions of 
Executive Order 12356. It is the policy 
of the Farm Credit Administration 
that any employee authorized access to 
classified information holds a personal 
responsibility for safeguarding against 
unlawful disclosures, and such employ-
ees are prohibited from disclosure 
without consent of the FCA Informa-
tion Security Officer. Any such unau-
thorized disclosure will be reported to 
the Information Security Oversight Of-
fice, the Department of Justice, the 
Department of State, the Federal 
Emergency Management Agency, and 
to any other Federal agency for which 
the Farm Credit Administration has 
access to classified information, as 
such reportings are subject to interpre-
tation as required by statute and Exec-
utive order. Any employee who know-
ingly disclosed classified information 
or who refuses to cooperate with an in-
vestigation may be subject to manda-
tory administrative sanctions, includ-
ing as a minimum, denial of further ac-
cess to classified information. Further 
sanctions could include demotion or 
dismissal depending on the cir-
cumstances of a particular case. 

(j) Freedom of Information request. All 
inquiries regarding requests for classi-
fied information under the Freedom of 
Information Act (5 U.S.C. 552), includ-
ing those from the news media, shall be 
referred to the FCA FOI Officer, Office 
of Congressional and Public Affairs, 
Farm Credit Administration, and shall 
be handled in accordance with provi-
sions of that statute and applicable 
regulations. 

[49 FR 9859, Mar. 16, 1984, as amended at 52 
FR 18200, May 14, 1987; 59 FR 21643, Apr. 26, 
1994] 
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