§17.12

access to classified information, re-
porting of information that raises
doubts as to whether another employ-
ee’s continued eligibility for access to
classified information is clearly con-
sistent with the national security, and
other matters necessary to the admin-
istration of the Executive Orders, the
implementing regulations of the 1SOO,
and this part.

§17.12 Component head responsibil-
ities.

The head of each component shall ap-
point and oversee a Security Programs
Manager to implement this regulation.
The Security Programs Managers
shall:

(a) Observe, enforce, and implement
security regulations or procedures per-
taining to the classification, declas-
sification, safeguarding, handling, and
storage of classified national security
information;

(b) Report violations of the provi-
sions of this regulation to the Depart-
ment Security Officer;

(c) Ensure that all employees acquire
adequate security education and train-
ing as required by the provisions of the
Department security regulations and
procedures for classified information;

(d) Continuously review the require-
ments for personnel access to classified
information as a part of the continuous
need-to-know evaluation, and initiate
action to administratively withdraw or
reduce the level of access authorized,
as appropriate; and

(e) Cooperate fully with any request
from the Department Security Officer
for assistance in the implementation of
this part.

§17.13 Office of Intelligence Policy
and Review responsibilities; inter-
pretation of Executive Orders.

(a) The Counsel for Intelligence Pol-
icy shall represent the Attorney Gen-
eral at interagency meetings on mat-
ters of general interest concerning na-
tional security information.

(b) The Counsel for Intelligence Pol-
icy shall provide advice and interpreta-
tion on any issues that arise under Ex-
ecutive Orders 12958 and 12968 and shall
refer such questions to the Office of
Legal Counsel, as appropriate.
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(c) Any request for interpretation of
Executive Order 12958 or Executive
Order 12968, pursuant to section 6.1(b)
of Executive Order 12958, and section
7.2(b) of Executive Order 12968, shall be
referred to the Counsel for Intelligence
Policy, who shall refer such questions
to the Office of Legal Counsel, as ap-
propriate.

§17.14 Department Review Committee.

(@) The Department Review Com-
mittee (DRC) is established to:

(1) Resolve all issues, except those re-
lated to the compromise of classified
information, that concern the imple-
mentation and administration of Exec-
utive Order 12958, implementing direc-
tives from the 1SOO, and subpart B of
this part, including those issues con-
cerning over-classification, failure to
declassify, classification challenges,
and delays in declassification not oth-
erwise resolved;

(2) Review all appeals from denials of
requests for records made under sec-
tion 3.6 of Executive Order 12958 and
the Freedom of Information Act (&
U.S.C. 552), when the proposed denial is
based on their continued classification
under Executive Order 12958;

(3) Recommend to the Attorney Gen-
eral appropriate administrative sanc-
tions to correct the abuse or violation
of any provision of Executive Order
12958, the implementing directives or
subpart B of this part, except as it re-
lates to the compromise of classified
national security information; and

(4) Review, on appeal, challenges to
classification actions and mandatory
review requests.

(b)(1) The DRC shall consist of a sen-
ior representative designated by the:

(i) Deputy Attorney General;

(ii) Assistant Attorney General, Of-
fice of Legal Counsel;

(iii) Assistant Attorney General,
Criminal Division;

(iv) Assistant Attorney General, Civil
Division;

(v) Assistant Attorney General for
Administration;

(vi) Director, Federal Bureau of In-
vestigation; and

(vii) Counsel for Intelligence Policy.

(2) Each such official shall also des-
ignate in writing an alternate to serve
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in the absence of his or her representa-
tive. Four representatives shall con-
stitute a quorum of the DRC. The At-
torney General shall designate the
Chairman of the DRC from among its
members.

(c) The Office of Information and Pri-
vacy (OIP) shall provide the necessary
administrative staff support for the
DRC.

§17.15 Access Review Committee.

(@) The Access Review Committee
(ARC) is hereby established to review
all appeals from denials or revocations
of eligibility for access to classified in-
formation under Executive Order 12968.
Unless the Attorney General requests
recommendations from the ARC and
personally exercises appeal authority,
the ARC'’s decisions shall be final.

(b) The ARC shall consist of the Dep-
uty Attorney General or a designee,
the Counsel for Intelligence Policy or a
designee, and the Assistant Attorney
General for Administration or a des-
ignee. Designations must be approved
by the Attorney General.

(c) The Department Security Officer
shall provide the necessary administra-
tive staff support for the ARC.

§17.16 Violations of classified informa-
tion requirements.

(a) Any person who suspects or has
knowledge of a violation of this part,
including the known or suspected loss
or compromise of national security in-
formation, shall promptly report and
confirm in writing the circumstances
to the Department Security Officer.
Any person who makes such a report to
the Department Security Officer shall
promptly furnish a copy of such report:

(1) If the suspected violation involves
a Department attorney (including an
Assistant United States Attorney or
Special Assistant United States Attor-
ney) while engaged in litigation, grand
jury proceedings, or giving legal ad-
vice, or a law enforcement officer as-
sisting an attorney engaged in such ac-
tivity, to the Office of Professional Re-
sponsibility;

(2) If the suspected violation involves
an employee of the Federal Bureau of
Investigation (FBI) or the Drug En-
forcement Administration, other than
a law enforcement officer in paragraph

§17.17

(a)(1) of this section, to the Office of
Professional Responsibility in that
component; or

(3) In any other circumstance, to the
Office of the Inspector General.

(b) Department employees, contrac-
tors, grantees, or consultants may be
reprimanded, suspended without pay,
terminated from classification author-
ity, suspended from or denied access to
classified information, or subject to
other sanctions in accordance with ap-
plicable law and Department regula-
tion if they:

(1) Knowingly, willfully, or neg-
ligently disclose to unauthorized per-
sons information classified under Exec-
utive Order 12958 or predecessor orders;

(2) Knowingly, willfully, or neg-
ligently classify or continue the classi-
fication of information in violation of

Executive Order 12958 or its imple-
menting directives; or
() Knowingly, willfully, or neg-

ligently violate any other provision of
Executive Order 12958, or knowingly
and wilfully grant eligibility for, or
allow access to, classified information
in violation of Executive Order 12968,
or its implementing directives, this
part, or security requirements promul-
gated by the Department Security Offi-
cer.

§17.17 Judicial proceedings.

(a)(1) Any Department official or or-
ganization receiving an order or sub-
poena from a federal or state court to
produce classified information, re-
quired to submit classified information
for official Department litigative pur-
poses, or receiving classified informa-
tion from another organization for pro-
duction of such in litigation, shall im-
mediately determine from the agency
originating the classified information
whether the information can be declas-
sified. If declassification is not pos-
sible, the Department official or orga-
nization and the assigned Department
attorney in the case shall take all ap-
propriate action to protect such infor-
mation pursuant to the provisions of
this section.

(2) If a determination is made to
produce classified information in a ju-
dicial proceeding in any manner, the
assigned Department attorney shall
take all steps necessary to ensure the
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