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(3) The statement to be provided to 
the employee must set forth with par-
ticularity the specific incident or ac-
tivity being investigated and the basis 
for testing particular employees. Sec-
tion 7(d)(4)(A) requires specificity be-
yond the mere assertion of general 
statements regarding economic loss, 
employee access, and reasonable sus-
picion. For example, an employer’s as-
sertion that an expensive watch was 
stolen, and that the employee had ac-
cess to the watch and is therefore a 
suspect, would not meet the ‘‘with par-
ticularity’’ criterion. If the basis for an 
employer’s requesting an employee (or 
employees) to take a polygraph test is 
not articulated with particularity, and 
reduced to writing, then the standard 
is not met. The identity of a co-worker 
or other individual providing informa-
tion used to establish reasonable sus-
picion need not be revealed in the 
statement. 

(4) It is further required that the 
statement provided to the examinee be 
signed by the employer, or an employee 
or other representative of the employer 
with authority to legally bind the em-
ployer. The person signing the state-
ment must not be a polygraph exam-
iner unless the examiner is acting sole-
ly in the capacity of an employer with 
respect to his or her own employees 
and does not conduct the examination. 
The standard would not be met, and 
the exemption would not apply if the 
person signing the statement is not au-
thorized to legally bind the employer. 

(h) Polygraph tests administered pur-
suant to this exemption are subject to 
the limitations set forth in sections 8 
and 10 of the Act, as discussed in 
§§ 801.20, 801.22, 801.23, 801.24, 801.25, 
801.26, and 801.35 of this part. As pro-
vided in these sections, the exemption 
will apply only if certain requirements 
are met. Failure to satisfy any of the 
specified requirements nullifies the 
statutory authority for polygraph test 
administration and may subject the 
employer to the assessment of civil 
money penalties and other remedial ac-
tions, as provided for in section 6 of the 
Act (see subpart E, § 801.42 of this part). 
The administration of such tests is also 
subject to State or local laws, or col-
lective bargaining agreements, which 
may either prohibit lie detector tests, 

or contain more restrictive provisions 
with respect to polygraph testing. 

§ 801.13 Exemption of employers au-
thorized to manufacture, distribute, 
or dispense controlled substances. 

(a) Section 7(f) provides an exemp-
tion from the Act’s general prohibition 
regarding the use of polygraph tests for 
employers authorized to manufacture, 
distribute, or dispense a controlled sub-
stance listed in schedule I, II, III, or IV 
of section 202 of the Controlled Sub-
stances Act (21 U.S.C. 812). This exemp-
tion permits the administration of 
polygraph tests, subject to the condi-
tions set forth in sections 8 and 10 of 
the Act and §§ 801.21, 801.22, 801.23, 
801.24, 801.25, 801.26, and 801.35 of this 
part, to: 

(1) A prospective employee who 
would have direct access to the manu-
facture, storage, distribution, or sale of 
any such controlled substance; or 

(2) A current employee if the fol-
lowing conditions are met: 

(i) The test is administered in con-
nection with an ongoing investigation 
of criminal or other misconduct involv-
ing, or potentially involving, loss or in-
jury to the manufacture, distribution, 
or dispensing of any such controlled 
substance by such employer; and 

(ii) The employee had access to the 
person or property that is the subject 
of the investigation. 

(b)(1) The terms manufacture, dis-
tribute, distribution, dispense, storage, 
and sale, for the purposes of this ex-
emption, are construed within the 
meaning of the Controlled Substances 
Act (21 U.S.C. 812 et seq.), as adminis-
tered by the Drug Enforcement Admin-
istration (DEA), U.S. Department of 
Justice. 

(2) The exemption in section 7(f) of 
the Act applies only to employers who 
are authorized by DEA to manufacture, 
distribute, or dispense a controlled sub-
stance. Section 202 of the Controlled 
Substances Act (21 U.S.C. 812) requires 
every person who manufactures, dis-
tributes, or dispenses any controlled 
substance to register with the Attor-
ney General (i.e., with DEA). Common 
or contract carriers and warehouses 
whose possession of the controlled sub-
stance is in the usual course of their 
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business or employment are not re-
quired to register. Since this exemp-
tion is intended to apply only to em-
ployees and prospective employees of 
persons or entities registered with 
DEA, and is not intended to apply to 
truck drivers employed by persons or 
entities who are not so registered, it 
has no application to employees of 
common or contract carriers or public 
warehouses. Truck drivers and ware-
house employees of the persons or enti-
ties registered with DEA and author-
ized to manufacture, distribute, or dis-
pense controlled substances, are within 
the scope of the exemption where they 
have direct access or access to the con-
trolled substances, as discussed below. 

(c) In order for a polygraph examina-
tion to be performed, section 7(f) of the 
Act requires that a prospective em-
ployee have ‘‘direct access’’ to the con-
trolled substance(s) manufactured, dis-
pensed, or distributed by the employer. 
Where a current employee is to be test-
ed as a part of an ongoing investiga-
tion, section 7(f) requires that the em-
ployee have ‘‘access’’ to the person or 
property that is the subject of the in-
vestigation. 

(1) A prospective employee would 
have ‘‘direct access’’ if the position 
being applied for has responsibilities 
which include contact with or which 
affect the disposition of a controlled 
substance, including participation in 
the process of obtaining, dispensing, or 
otherwise distributing a controlled 
substance. This includes contact or di-
rect involvement in the manufacture, 
storage, testing, distribution, sale or 
dispensing of a controlled substance 
and may include, for example, pack-
aging, repackaging, ordering, licensing, 
shipping, receiving, taking inventory, 
providing security, prescribing, and 
handling of a controlled substance. A 
prospective employee would have ‘‘di-
rect access’’ if the described job duties 
would give such person access to the 
products in question, whether such em-
ployee would be in physical proximity 
to controlled substances or engaged in 
activity which would permit the em-
ployee to divert such substances to his 
or her possession. 

(2) A current employee would have 
‘‘access’’ within the meaning of section 
7(f) if the employee had access to the 

specific person or property which is the 
subject of the on-going investigation, 
as discussed in § 801.12(e) of this part. 
Thus, to test a current employee, the 
employee need not have had ‘‘direct’’ 
access to the controlled substance, but 
may have had only infrequent, random, 
or opportunistic access. Such access 
would be sufficient to test the em-
ployee if the employee could have 
caused, or could have aided or abetted 
in causing, the loss of the specific prop-
erty which is the subject of the inves-
tigation. For example, a maintenance 
worker in a drug warehouse, whose job 
duties include the cleaning of areas 
where the controlled substances which 
are the subject of the investigation 
were present, but whose job duties do 
not include the handling of controlled 
substances, would be deemed to have 
‘‘access’’, but normally not ‘‘direct ac-
cess’’, to the controlled substances. On 
the other hand, a drug warehouse truck 
loader, whose job duties include the 
handling of outgoing shipment orders 
which contain controlled substances, 
would have ‘‘direct access’’ to such 
controlled substances. A pharmacy de-
partment in a supermarket is another 
common situation which is useful in il-
lustrating the distinction between ‘‘di-
rect access’’ and ‘‘access’’. Store per-
sonnel receiving pharmaceutical or-
ders, i.e., the pharmacist, pharmacy in-
tern, and other such employees work-
ing in the pharmacy department, would 
ordinarily have ‘‘direct access’’ to con-
trolled substances. Other store per-
sonnel whose job duties and respon-
sibilities do not include the handling of 
controlled substances but who had oc-
casion to enter the pharmacy depart-
ment where the controlled substances 
which are the subject of the investiga-
tion were stored, such as maintenance 
personnel or pharmacy cashiers, would 
have ‘‘access’’. Certain other store per-
sonnel whose job duties do not permit 
or require entrance into the pharmacy 
department for any reason, such as 
produce or meat clerks, checkout cash-
iers, or baggers, would not ordinarily 
have ‘‘access.’’ However, any current 
employee, regardless of described job 
duties, may be polygraphed if the em-
ployer’s investigation of criminal or 
other misconduct discloses that such 
employee in fact took action to obtain 
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‘‘access’’ to the person or property that 
is the subject of the investigation— 
e.g., by actually entering the drug stor-
age area in violation of company rules. 
In the case of ‘‘direct access’’, the pro-
spective employee’s access to con-
trolled substances would be as a part of 
the manufacturing, dispensing or dis-
tribution process, while a current em-
ployee’s ‘‘access’’ to the controlled sub-
stances which are the subject of the in-
vestigation need only be opportunistic. 

(d) The term prospective employee, for 
the purposes of this section, includes a 
current employee who presently holds 
a position which does not entail direct 
access to controlled substances, and 
therefore is outside the scope of the ex-
emption’s provisions for preemploy-
ment polygraph testing, provided the 
employee has applied for and is being 
considered for transfer or promotion to 
another position which entails such di-
rect access. For example, an office sec-
retary may apply for promotion to a 
position in the vault or cage areas of a 
drug warehouse, where controlled sub-
stances are kept. In such a situation, 
the current employee would be deemed 
a ‘‘prospective employee’’ for the pur-
poses of this exemption, and thus could 
be subject to preemployment poly-
graph screening, prior to such a change 
in position. However, any adverse ac-
tion which is based in part on a poly-
graph test against a current employee 
who is considered a ‘‘prospective em-
ployee’’ for purposes of this section 
may be taken only with respect to the 
prospective position and may not affect 
the employee’s employment in the cur-
rent position. 

(e) Section 7(f) of the Act makes no 
specific reference to a requirement 
that employers provide current em-
ployees with a written statement prior 
to polygraph testing. Thus, employers 
to whom this exemption is available 
are not required to furnish a written 
statement such as that specified in sec-
tion 7(d) of the Act and § 801.12(a)(4) of 
this part. 

(f) For the section 7(f) exemption to 
apply, the polygraph testing of current 
employees must be administered in 
connection with an ongoing investiga-
tion of criminal or other misconduct 
involving, or potentially involving, 
loss or injury to the manufacture, dis-

tribution, or dispensing of any such 
controlled substance by such employer. 

(1) Current employees may only be 
administered polygraph tests in con-
nection with an ongoing investigation 
of criminal or other misconduct, relat-
ing to a specific incident or activity, or 
potential incident or activity. Thus, an 
employer is precluded from using the 
exemption in connection with con-
tinuing investigations or on a random 
basis to determine if thefts are occur-
ring. However, unlike the exemption in 
section 7(d) of the Act for employers 
conducting ongoing investigations of 
economic loss or injury, the section 7(f) 
exemption includes ongoing investiga-
tions of misconduct involving potential 
drug losses. Nor does the latter exemp-
tion include the requirement for ‘‘rea-
sonable suspicion’’ contained in the 
section 7(d) exemption. Thus, a drug 
store employer is permitted to poly-
graph all current employees who have 
access to a controlled substance stolen 
from the inventory, or where there is 
evidence that such a theft is planned. 
Polygraph testing based on an inven-
tory shortage of the drug during a par-
ticular accounting period would not be 
permitted unless there is extrinsic evi-
dence of misconduct. 

(2) In addition, the test must be ad-
ministered in connection with loss or 
injury, or potential loss or injury, to 
the manufacture, distribution, or dis-
pensing of a controlled substance. 

(i) Retail drugstores and wholesale 
drug warehouses typically carry inven-
tory of so-called health and beauty 
aids, cosmetics, over-the-counter 
drugs, and a variety of other similar 
products, in addition to their product 
lines of controlled drugs. The noncon-
trolled products usually constitute the 
majority of such firms’ sales volumes. 
An economic loss or injury related to 
such noncontrolled substances would 
not constitute a basis of applicability 
of the section 7(f) exemption. For ex-
ample, an investigation into the theft 
of a gross of cosmetic products could 
not be a basis for polygraph testing 
under section 7(f), but the theft of a 
container of valium could be. 

(ii) Polygraph testing, with respect 
to an ongoing investigation concerning 
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products other than controlled sub-
stances might be initiated under sec-
tion 7(d) of the Act and § 801.12 of this 
part. However, the exemption in sec-
tion 7(f) of the Act and this section is 
limited solely to losses or injury asso-
ciated with controlled substances. 

(g) Polygraph tests administered pur-
suant to this exemption are subject to 
the limitations set forth in sections 8 
and 10 of the Act, as discussed in 
§§ 801.21, 801.22, 801.23, 801.24, 801.25, 
801.26, and 801.35 of this part. As pro-
vided in these sections, the exemption 
will apply only if certain requirements 
are met. Failure to satisfy any of the 
specified requirements nullifies the 
statutory authority for polygraph test 
administration and may subject the 
employer to the assessment of civil 
money penalties and other remedial ac-
tions, as provided for in section 6 of the 
Act (see subpart E, § 801.40 of this part). 
The administration of such tests is also 
subject to State or local laws, or col-
lective bargaining agreements, which 
may either prohibit lie detector tests, 
or contain more restrictive provisions 
with respect to polygraph testing. 

[56 FR 9064, Mar. 4, 1991; 56 FR 14469, Apr. 10, 
1991] 

§ 801.14 Exemption for employers pro-
viding security services. 

(a) Section 7(e) of the Act provides an 
exemption from the general prohibi-
tion against polygraph tests for certain 
armored car, security alarm, and secu-
rity guard employers. Subject to the 
conditions set forth in sections 8 and 10 
of the Act and §§ 801.21, 801.22, 801.23, 
801.24, 801.25, 801.26, and 801.35 of this 
part, section 7(e) permits the use of 
polygraph tests on certain prospective 
employees provided that such employ-
ers have as their primary business pur-
pose the providing of armored car per-
sonnel, personnel engaged in the de-
sign, installation, and maintenance of 
security alarm systems, or other uni-
formed or plainclothes security per-
sonnel; and provided the employer’s 
function includes protection of: 

(1) Facilities, materials, or oper-
ations having a significant impact on 
the health or safety of any State or po-
litical subdivision thereof, or the na-
tional security of the United States, 
such as— 

(i) Facilities engaged in the produc-
tion, transmission, or distribution of 
electric or nuclear power, 

(ii) Public water supply facilities, 
(iii) Shipments or storage of radio-

active or other toxic waste materials, 
and 

(iv) Public transportation; or 
(2) Currency, negotiable securities, 

precious commodities or instruments, 
or proprietary information. 

(b)(1) Section 7(e) permits the admin-
istration of polygraph tests only to 
prospective employees. However, secu-
rity service employers may administer 
polygraph tests to current employees 
in connection with an ongoing inves-
tigation, subject to the conditions of 
section 7(d) of the Act and § 801.12 of 
this part. 

(2) The term prospective employee gen-
erally refers to an individual who is 
not currently employed by and who is 
being considered for employment by an 
employer. However, the term ‘‘pro-
spective employee’’ also includes cur-
rent employees under circumstances 
similar to those discussed in paragraph 
(d) of § 801.13 of this part, i.e., if the em-
ployee was initially hired for a position 
which was not within the exemption 
provided by section 7(e) of the Act, and 
subsequently applies for, and is under 
consideration for, transfer to a position 
for which pre-employment testing is 
permitted. Thus, for example, a secu-
rity guard may be hired for a job out-
side the scope of the exemption’s provi-
sions for pre-employment polygraph 
testing, such as a position at a super-
market. If subsequently this guard is 
under consideration for transfer or pro-
motion to a job at a nuclear power 
plant, this currently-employed indi-
vidual would be considered to be a 
‘‘prospective employee’’ for purposes of 
this exemption, prior to such proposed 
transfer or promotion. However, any 
adverse action which is based in part 
on a polygraph test against a current 
employee who is considered to be a 
‘‘prospective employee’’ for purposes of 
this exemption may be taken only with 
respect to the prospective position and 
may not affect the employee’s employ-
ment in the current position. 
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