§1008.3

Routine use means a use of a record
for a purpose which is compatible with
the purpose for which it was collected.

System manager means the official
designated in a system notice as hav-
ing administrative responsibility for a
system of records.

System notice means the notice de-
scribing a system of records required
by 5 U.S.C. 552a(e)(4) to be published in
the FEDERAL REGISTER upon establish-
ment or revision of the system of
records.

§1008.3 Records subject to the Privacy
Act.

The Privacy Act applies to all
records which the Presidio Trust main-
tains in a system of records.

§1008.4 Standards for maintenance of
records subject to the Privacy Act.

(a) Content of records. Records subject
to the Privacy Act shall contain only
such information about an individual
as is relevant and necessary to accom-
plish a purpose of the Presidio Trust
required to be accomplished by statute
or Executive Order of the President.

(b) Standards of accuracy. Records
subject to the Privacy Act which are
used in making any determination
about any individual shall be main-
tained with such accuracy, relevance,
timeliness, and completeness as is rea-
sonably necessary to assure fairness to
the individual in making the deter-
mination.

(c) Collection of information. (1) Infor-
mation which may be used in making
determinations about an individual’s
rights, benefits, and privileges under
Federal programs shall, to the greatest
extent practicable, be collected di-
rectly from that individual.

(2) In deciding whether collection of
information from an individual, as op-
posed to a third party source, is prac-
ticable, the following factors, among
others, may be considered:

(i) Whether the nature of the infor-
mation sought is such that it can only
be obtained from a third party;

(ii) Whether the cost of collecting the
information from the individual is un-
reasonable when compared with the
cost of collecting it from a third party;

(iii) Whether there is a risk that in-
formation collected from third parties,
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if inaccurate, could result in an ad-
verse determination to the individual
concerned;

(iv) Whether the information, if sup-
plied by the individual, would have to
be verified by a third party; or (v)
Whether provisions can be made for
verification, by the individual, of infor-
mation collected from third parties.

(d) Advice to individuals concerning
uses of information. (1) Each individual
who is asked to supply information
about him or herself which will be
added to a system of records shall be
informed of the basis for requesting the
information, how it may be used, and
what the consequences, if any, are of
not supplying the information.

(2) At a minimum, the notice to the
individual must state:

(i) The authority (whether granted
by statute or Executive Order of the
President) which authorizes the solici-
tation of the information and whether
disclosure of such information is man-
datory or voluntary;

(i) The principal purpose or purposes
for which the information is intended
to be used;

(iii) The routine uses which may be
made of the information; and

(iv) The effects on the individual, if
any, of not providing all or any part of
the requested information.

(3)(i) When information is collected
on a standard form, the notice to the
individual shall be provided on the
form, on a tear-off sheet attached to
the form, or on a separate sheet,
whichever is most practical.

(ii) When information is collected by
an interviewer, the interviewer shall
provide the individual with a written
notice which the individual may re-
tain. If the interview is conducted by
telephone, however, the interviewer
may summarize the notice for the indi-
vidual and need not provide a copy to
the individual unless the individual re-
quests a copy.

(iii) An individual may be asked to
acknowledge, in writing, that the no-
tice required by this section has been
provided.

(e) Records concerning activity pro-
tected by the First Amendment. No record
may be maintained describing how any
individual exercises rights guaranteed
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by the First Amendment to the Con-
stitution unless the maintenance of the
record is:

(1) Expressly authorized by statute or
by the individual about whom the
record is maintained; or

(2) Pertinent to and within the scope
of an authorized law enforcement ac-
tivity.

§1008.5 Federal Register notices de-
scribing systems of records.

The Privacy Act requires publication
of a notice in the FEDERAL REGISTER
describing each system of records sub-
ject to the Privacy Act. Such notice
will be published prior to the establish-
ment or a revision of the system of
records. 5 U.S.C. 552a(e)(4).

§1008.6 Assuring integrity of records.

(a) Statutory requirement. The Privacy
Act requires that records subject to the
Privacy Act be maintained with appro-
priate administrative, technical and
physical safeguards to insure the secu-
rity and confidentiality of records and
to protect against any anticipated
threats or hazards to their security or
integrity which could result in sub-
stantial harm, embarrassment, incon-
venience, or unfairness to any indi-
vidual on whom information is main-
tained, 5 U.S.C. 552a(e)(10).

(b) Records security. Whether main-
tained in physical or electronic form,
records subject to the Privacy Act
shall be maintained in a secure manner
commensurate with the sensitivity of
the information contained in the sys-
tem of records. The Privacy Act Officer
will periodically review these security
measures to ensure their adequacy.

§1008.7 Conduct of employees.

(a) Handling of records subject to the
Privacy Act. Employees whose duties
require handling of records subject to
the Privacy Act shall, at all times,
take care to protect the integrity, se-
curity and confidentiality of these
records.

(b) Disclosure of records. No employee
of the Presidio Trust may disclose
records subject to the Privacy Act un-
less disclosure is permitted under
§1008.9 or is to the individual to whom
the record pertains.

§1008.9

(c) Alteration of records. No employee
of the Presidio Trust may alter or de-
stroy a record subject to the Privacy
Act unless such alteration or destruc-
tion is:

(1) Properly undertaken in the course
of the employee’s regular duties; or

(2) Required by a decision under
§§1008.18 through 1008.23 or the decision
of a court of competent jurisdiction.

§1008.8 Government contracts.

(a) Required contract provisions. When
a contract provides for the operation
by or on behalf of the Presidio Trust of
a system of records to accomplish a
Presidio Trust function, the contract
shall, consistent with the Presidio
Trust’s authority, cause the require-
ments of 5 U.S.C. 552a and the regula-
tions contained in this part to be ap-
plied to such system.

(b) System manager. A regular em-
ployee of the Presidio Trust will be the
manager for a system of records oper-
ated by a contractor.

§1008.9 Disclosure of records.

(a) Prohibition of disclosure. No record
contained in a system of records may
be disclosed by any means of commu-
nication to any person, or to another
agency, except pursuant to a written
request by, or with the prior written
consent of, the individual to whom the
record pertains.

(b) General exceptions. The prohibition
contained in paragraph (a) of this sec-
tion does not apply where disclosure of
the record would be:

(1) To those officers or employees of
the Presidio Trust who have a need for
the record in the performance of their
duties; or

(2) Required by the Freedom of Infor-
mation Act, 5 U.S.C. 552.

(c) Specific exceptions. The prohibition
contained in paragraph (a) of this sec-
tion does not apply where disclosure of
the record would be:

(1) For a routine use which has been
described in a system notice published
in the FEDERAL REGISTER,;

(2) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to the provisions of Title 13,
U.S. Code.
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