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§ 659.21 System security plan: general 
requirements. 

(a) The oversight agency shall re-
quire the rail transit agency to imple-
ment a system security plan that, at a 
minimum, complies with requirements 
in this part and the oversight agency’s 
program standard. The system security 
plan must be developed and maintained 
as a separate document and may not be 
part of the rail transit agency’s system 
safety program plan. 

(b) The oversight agency may pro-
hibit a rail transit agency from pub-
licly disclosing the system security 
plan. 

(c) After approving the system secu-
rity plan, the oversight agency shall 
issue a formal letter of approval, in-
cluding the checklist used to conduct 
the review, to the rail transit agency. 

§ 659.23 System security plan: con-
tents. 

The system security plan must, at a 
minimum address the following: 

(a) Identify the policies, goals, and 
objectives for the security program en-
dorsed by the agency’s chief executive. 

(b) Document the rail transit agen-
cy’s process for managing threats and 
vulnerabilities during operations, and 
for major projects, extensions, new ve-
hicles and equipment, including inte-
gration with the safety certification 
process; 

(c) Identify controls in place that ad-
dress the personal security of pas-
sengers and employees; 

(d) Document the rail transit agen-
cy’s process for conducting internal se-
curity reviews to evaluate compliance 
and measure the effectiveness of the 
system security plan; and 

(e) Document the rail transit agen-
cy’s process for making its system se-
curity plan and accompanying proce-
dures available to the oversight agency 
for review and approval. 

§ 659.25 Annual review of system safe-
ty program plan and system secu-
rity plan. 

(a) The oversight agency shall re-
quire the rail transit agency to con-
duct an annual review of its system 
safety program plan and system secu-
rity plan. 

(b) In the event the rail transit agen-
cy’s system safety program plan is 
modified, the rail transit agency must 
submit the modified plan and any sub-
sequently modified procedures to the 
oversight agency for review and ap-
proval. After the plan is approved, the 
oversight agency must issue a formal 
letter of approval to the rail transit 
agency. 

(c) In the event the rail transit agen-
cy’s system security plan is modified, 
the rail transit agency must make the 
modified system security plan and ac-
companying procedures available to 
the oversight agency for review, con-
sistent with requirements specified in 
§ 659.23(e) of this part. After the plan is 
approved, the oversight agency shall 
issue a formal letter of approval to the 
rail transit agency. 

§ 659.27 Internal safety and security 
reviews. 

(a) The oversight agency shall re-
quire the rail transit agency to develop 
and document a process for the per-
formance of on-going internal safety 
and security reviews in its system safe-
ty program plan. 

(b) The internal safety and security 
review process must, at a minimum: 

(1) Describe the process used by the 
rail transit agency to determine if all 
identified elements of its system safety 
program plan and system security plan 
are performing as intended; and 

(2) Ensure that all elements of the 
system safety program plan and sys-
tem security plan are reviewed in an 
on-going manner and completed over a 
three-year cycle. 

(c) The rail transit agency must no-
tify the oversight agency at least thir-
ty (30) days before the conduct of 
scheduled internal safety and security 
reviews. 

(d) The rail transit agency shall sub-
mit to the oversight agency any check-
lists or procedures it will use during 
the safety portion of its review. 

(e) The rail transit agency shall 
make available to the oversight agency 
any checklists or procedures subject to 
the security portion of its review, con-
sistent with § 659.23(e). 

(f) The oversight agency shall require 
the rail transit agency to annually sub-
mit a report documenting internal 
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safety and security review activities 
and the status of subsequent findings 
and corrective actions. The security 
part of this report must be made avail-
able for oversight agency review, con-
sistent with § 659.23(e). 

(g) The annual report must be accom-
panied by a formal letter of certifi-
cation signed by the rail transit agen-
cy’s chief executive, indicating that 
the rail transit agency is in compliance 
with its system safety program plan 
and system security plan. 

(h) If the rail transit agency deter-
mines that findings from its internal 
safety and security reviews indicate 
that the rail transit agency is not in 
compliance with its system safety pro-
gram plan or system security plan, the 
chief executive must identify the ac-
tivities the rail transit agency will 
take to achieve compliance. 

(i) The oversight agency must for-
mally review and approve the annual 
report. 

§ 659.29 Oversight agency safety and 
security reviews. 

At least every three (3) years, begin-
ning with the initiation of rail transit 
agency passenger operations, the over-
sight agency must conduct an on-site 
review of the rail transit agency’s im-
plementation of its system safety pro-
gram plan and system security plan. 
Alternatively, the on-site review may 
be conducted in an on-going manner 
over the three year timeframe. At the 
conclusion of the review cycle, the 
oversight agency must prepare and 
issue a report containing findings and 
recommendations resulting from that 
review, which, at a minimum, must in-
clude an analysis of the effectiveness of 
the system safety program plan and 
the security plan and a determination 
of whether either should be updated. 

§ 659.31 Hazard management process. 
(a) The oversight agency must re-

quire the rail transit agency to develop 
and document in its system safety pro-
gram plan a process to identify and re-
solve hazards during its operation, in-
cluding any hazards resulting from 
subsequent system extensions or modi-
fications, operational changes, or other 
changes within the rail transit envi-
ronment. 

(b) The hazard management process 
must, at a minimum: 

(1) Define the rail transit agency’s 
approach to hazard management and 
the implementation of an integrated 
system-wide hazard resolution process; 

(2) Specify the sources of, and the 
mechanisms to support, the on-going 
identification of hazards; 

(3) Define the process by which iden-
tified hazards will be evaluated and 
prioritized for elimination or control; 

(4) Identify the mechanism used to 
track through resolution the identified 
hazard(s); 

(5) Define minimum thresholds for 
the notification and reporting of haz-
ard(s) to oversight agencies; and 

(6) Specify the process by which the 
rail transit agency will provide on- 
going reporting of hazard resolution 
activities to the oversight agency. 

§ 659.33 Accident notification. 
(a) The oversight agency must re-

quire the rail transit agency to notify 
the oversight agency within two (2) 
hours of any incident involving a rail 
transit vehicle or taking place on rail 
transit-controlled property where one 
or more of the following occurs: 

(1) A fatality at the scene; or where 
an individual is confirmed dead within 
thirty (30) days of a rail transit-related 
incident; 

(2) Injuries requiring immediate med-
ical attention away from the scene for 
two or more individuals; 

(3) Property damage to rail transit 
vehicles, non-rail transit vehicles, 
other rail transit property or facilities 
and non-transit property that equals or 
exceeds $25,000; 

(4) An evacuation due to life safety 
reasons; 

(5) A collision at a grade crossing; 
(6) A main-line derailment; 
(7) A collision with an individual on a 

rail right of way; or 
(8) A collision between a rail transit 

vehicle and a second rail transit vehi-
cle, or a rail transit non-revenue vehi-
cle. 

(b) The oversight agency shall re-
quire rail transit agencies that share 
track with the general railroad system 
and are subject to the Federal Railroad 
Administration notification require-
ments, to notify the oversight agency 
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