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(ii) Outstanding credit instruments
shall be restricted to persons author-
ized by management; and

(iii) Written-off credit instruments
shall be further restricted to persons
specified by management.

(2) [Reserved]

(e) Maintenance of credit documenta-
tion. (1) All extensions of cage credit,
pit credit transferred to the cage, and
subsequent payments shall be docu-
mented on a credit instrument control
form.

(2) Records of all correspondence,
transfers to and from outside agencies,
and other documents related to issued
credit instruments shall be main-
tained.

(f) Write-off and settlement standards.
(1) Written-off or settled credit instru-
ments shall be authorized in writing.

(2) Such authorizations shall be made
by at least two management officials
who are from departments independent
of the credit transaction.

(g) Collection agency standards. (1) If
credit instruments are transferred to
collection agencies or other collection
representatives, a copy of the credit in-
strument and a receipt from the collec-
tion representative shall be obtained
and maintained until the original cred-
it instrument is returned or payment is
received.

(2) A person independent of credit
transactions and collections shall peri-
odically review the documents in para-
graph (g)(1) of this section.

(h) Accounting/auditing standards. (1)
A person independent of the cage, cred-
it, and collection functions shall per-
form all of the following at least three
(3) times per year:

(i) Ascertain compliance with credit
limits and other established credit
issuance procedures;

(ii) Randomly reconcile outstanding
balances of both active and inactive ac-
counts on the accounts receivable list-
ing to individual credit records and
physical instruments;

(iii) Examine credit records to deter-
mine that appropriate collection ef-
forts are being made and payments are
being properly recorded; and

(iv) For a minimum of five (56) days
per month, partial payment receipts
shall be subsequently reconciled to the
total payments recorded by the cage
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for the day and shall be numerically
accounted for.
(2) [Reserved]

§542.16 What are the minimum inter-
nal control standards for informa-
tion technology?

(a) General controls for gaming hard-
ware and software. (1) Management
shall take an active role in making
sure that physical and logical security
measures are implemented, main-
tained, and adhered to by personnel to
prevent unauthorized access that could
cause errors or compromise data or
processing integrity.

(i) Management shall ensure that all
new gaming vendor hardware and soft-
ware agreements/contracts contain lan-
guage requiring the vendor to adhere
to tribal internal control standards ap-
plicable to the goods and services the
vendor is providing.

(ii) Physical security measures shall
exist over computer, computer termi-
nals, and storage media to prevent un-
authorized access and loss of integrity
of data and processing.

(iii) Access to systems software and
application programs shall be limited
to authorized personnel.

(iv) Access to computer data shall be
limited to authorized personnel.

(v) Access to computer communica-
tions facilities, or the computer sys-
tem, and information transmissions
shall be limited to authorized per-
sonnel.

(vi) Standards in paragraph (a)(1) of
this section shall apply to each appli-
cable department within the gaming
operation.

(2) The main computers (i.e., hard-
ware, software, and data files) for each
gaming application (e.g., keno, race
and sports, gaming machines, etc.)
shall be in a secured area with access
restricted to authorized persons, in-
cluding vendors.

(3) Access to computer operations
shall be restricted to authorized per-
sonnel to reduce the risk of loss of in-
tegrity of data or processing.

(4) Incompatible duties shall be ade-
quately segregated and monitored to
prevent error in general information
technology procedures to go unde-
tected or fraud to be concealed.
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(5) Non-information technology per-
sonnel shall be precluded from having
unrestricted access to the secured com-
puter areas.

(6) The computer systems, including
application software, shall be secured
through the use of passwords or other
approved means where applicable. Man-
agement personnel or persons inde-
pendent of the department being con-
trolled shall assign and control access
to system functions.

(7) Passwords shall be controlled as
follows unless otherwise addressed in
the standards in this section.

(i) Each user shall have their own in-
dividual password;

(i) Passwords shall be changed at
least quarterly with changes docu-
mented; and

(iii) For computer systems that auto-
matically force a password change on a
quarterly basis, documentation shall
be maintained listing the systems and
the date the user was given access.

(8) Adequate backup and recovery
procedures shall be in place that in-
clude:

(i) Frequent backup of data files;

(ii) Backup of all programs;

(iii) Secured off-site storage of all
backup data files and programs, or
other adequate protection; and

(iv) Recovery procedures, which are
tested on a sample basis at least annu-
ally with documentation of results.

(9) Adequate information technology
system documentation shall be main-
tained, including descriptions of hard-
ware and software, operator manuals,
etc.

(b) Independence of information tech-
nology personnel. (1) The information
technology personnel shall be inde-
pendent of the gaming areas (e.g., cage,
pit, count rooms, etc.). Information
technology personnel procedures and
controls should be documented and re-
sponsibilities communicated.

(2) Information technology personnel
shall be precluded from unauthorized
access to:

(i) Computers and terminals located
in gaming areas;

(ii) Source documents; and

(iii) Live data files (not test data).

(3) Information technology personnel
shall be restricted from:
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(i) Having unauthorized access to
cash or other liquid assets; and

(ii) Initiating general or subsidiary
ledger entries.

(c) Gaming program changes. (1) Pro-
gram changes for in-house developed
systems should be documented as fol-
lows:

(i) Requests for new programs or pro-
gram changes shall be reviewed by the
information technology supervisor. Ap-
provals to begin work on the program
shall be documented;

(ii) A written plan of implementation
for new and modified programs shall be
maintained, and shall include, at a
minimum, the date the program is to
be placed into service, the nature of
the change, a description of procedures
required in order to bring the new or
modified program into service (conver-
sion or input of data, installation pro-
cedures, etc.), and an indication of who
is to perform all such procedures;

(iii) Testing of new and modified pro-
grams shall be performed and docu-
mented prior to implementation; and

(iv) A record of the final program or
program changes, including evidence of
user acceptance, date in service, pro-
grammer, and reason for changes, shall
be documented and maintained.

(2) [Reserved]

(d) Security logs. (1) If computer secu-
rity logs are generated by the system,
they shall be reviewed by information
technology supervisory personnel for
evidence of:

(i) Multiple attempts to log-on, or al-
ternatively, the system shall deny user
access after three attempts to log-on;

(ii) Unauthorized changes to live data
files; and

(iii) Any other unusual transactions.

(2) This paragraph shall not apply to
personal computers.

(e) Remote dial-up. (1) If remote dial-
up to any associated equipment is al-
lowed for software support, the gaming
operation shall maintain an access log
that includes:

(i) Name of employee authorizing
modem access;

(ii) Name of authorized programmer
or manufacturer representative;

(iii) Reason for modem access;

(iv) Description of work performed;
and
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(v) Date, time, and duration of ac-
cess.

(2) [Reserved]

(f) Document storage. (1) Documents
may be scanned or directly stored to an
unalterable storage medium under the
following conditions.

(i) The storage medium shall contain
the exact duplicate of the original doc-
ument.

(ii) All documents stored on the stor-
age medium shall be maintained with a
detailed index containing the gaming
operation department and date. This
index shall be available upon request
by the Commission.

(iii) Upon request and adequate no-
tice by the Commission, hardware (ter-
minal, printer, etc.) shall be made
available in order to perform auditing
procedures.

(iv) Controls shall exist to ensure the
accurate reproduction of records up to
and including the printing of stored
documents used for auditing purposes.

(v) The storage medium shall be re-
tained for a minimum of five years.

(vi) Original documents must be re-
tained until the books and records have
been audited by an independent cer-
tified public accountant.

(2) [Reserved]

§542.17 What are the minimum inter-
nal control standards for com-
plimentary services or items?

(a) Each Tribal gaming regulatory
authority or gaming operation shall es-
tablish and the gaming operation shall
comply with procedures for the author-
ization, issuance, and tracking of com-
plimentary services and items, includ-
ing cash and non-cash gifts. Such pro-
cedures must be approved by the Tribal
gaming regulatory authority and shall
include, but shall not be limited to, the
procedures by which the gaming oper-
ation delegates to its employees the
authority to approve the issuance of
complimentary services and items, and
the procedures by which conditions or
limits, if any, which may apply to such
authority are established and modified
(including limits based on relation-
ships between the authorizer and re-
cipient), and shall further include ef-
fective provisions for audit purposes.

(b) At least monthly, accounting, in-
formation technology, or audit per-
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sonnel that cannot grant or receive
complimentary privileges shall prepare
reports that include the following in-
formation for all complimentary items
and services equal to or exceeding $100
or an amount established by the Tribal
gaming regulatory authority, which
shall not be greater than $100:

(1) Name of customer who received
the complimentary service or item;

(2) Name(s) of authorized issuer of
the complimentary service or item;

(3) The actual cash value of the com-
plimentary service or item;

(4) The type of complimentary serv-
ice or item (i.e., food, beverage, etc.);
and

(5) Date the complimentary service
or item was issued.

(c) The internal audit or accounting
departments shall review the reports
required in paragraph (b) of this sec-
tion at least monthly. These reports
shall be made available to the Tribe,
Tribal gaming regulatory authority,
audit committee, other entity des-
ignated by the Tribe, and the Commis-
sion upon request.

[67 FR 43400, June 27, 2002, as amended at 70
FR 47107, Aug. 12, 2005]

§542.18 How does a gaming operation
apply for a variance from the stand-
ards of the part?

(a) Tribal gaming regulatory authority
approval. (1) A Tribal gaming regu-
latory authority may approve a vari-
ance for a gaming operation if it has
determined that the variance will
achieve a level of control sufficient to
accomplish the purpose of the standard
it is to replace.

(2) For each enumerated standard for
which the Tribal gaming regulatory
authority approves a variance, it shall
submit to the Chairman of the NIGC,
within thirty (30) days, a detailed re-
port, which shall include the following:

(i) A detailed description of the vari-
ance;

(ii) An explanation of how the vari-
ance achieves a level of control suffi-
cient to accomplish the purpose of the
standard it is to replace; and

(iii) Evidence that the Tribal gaming
regulatory authority has approved the
variance.

(3) In the event that the Tribal gam-
ing regulatory authority or the Tribe
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