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apprise an agency or person to which it
had disclosed the record of the sub-
stance of the amendment.

(e) The following criteria will be
taken into account by the DOE in re-
viewing a request for amendment:

(1) The sufficiency of the evidence
submitted by the individual;

(2) The factual accuracy of the infor-
mation;

(3) The relevance and necessity of the
information in relation to the purpose
for which it was collected;

(4) If such information is used in
making any determination about the
individual, whether the information is
as accurate, relevant, timely, and com-
plete as is reasonably necessary to as-
sure fairness to the individual in such
determination;

(5) The degree of possibility that de-
nial of the request could unfairly result
in a determination adverse to the indi-
vidual;

(6) The nature of the record sought to
be corrected or amended; and

(7) The propriety and feasibility of
complying with the specific means of
amendment requested by the indi-
vidual.

(f) The DOE will not undertake to
gather evidence for the individual, but
does reserve the right to verify the evi-
dence that the individual submits.

(g) Amendment of a record requested
by an individual may be denied upon a
determination that:

(1) The individual has failed to estab-
lish, by a preponderance of the evi-
dence, the propriety of the amendment
in relation to the criteria stated in
paragraph (c) of this section;

(2) The record sought to be amended
was compiled in a terminated judicial,
quasi-judicial or quasi-legislative pro-
ceeding to which the individual was a
party or participant;

(3) The record sought to be amended
is the subject of a pending judicial,
quasi-judicial or quasi-legislative pro-
ceeding to which the individual is a
party or participant;

(4) The amendment would violate a
duly enacted statute or promulgated
regulation;

(5) The individual has unreasonably
failed to comply with the procedural
requirements of this part; or
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(6) The record has been properly ex-
empted from the provisions of sub-
section (d) of the Act.

(h) Nothing in this section shall re-
strict the DOE from granting in part or
denying in part a request for amend-
ment of records.

[46 FR 61577, Sept. 16, 1980; 46 FR 31637, June
17, 1981]

§1008.11 Appeals of denials of re-
quests pursuant to §1008.6.

(a) Any individual may appeal the de-
nial of a request made by him for infor-
mation about or for access to or correc-
tion or amendment of records. An ap-
peal shall be filed within 30 calendar
days after receipt of the denial. When
an appeal is filed by mail, the post-
mark is conclusive as to timeliness.
The appeal shall be in writing and
must be signed by the individual. The
words “PRIVACY ACT APPEAL”
should appear in capital letters on the
envelope and the letter. Appeals of de-
nials relating to records maintained in
government-wide systems of records re-
ported by the OPM, shall be filed, as
appropriate, with the Assistant Direc-
tor for Agency Compliance and Evalua-
tion, Office of Personnel Management
(OPM), 1900 E Street, NW., Washington,
DC 20415. All other appeals relating to
DOE records shall be directed to the
Director, Office of Hearings and Ap-
peals (OHA), Department of Energy,
Headquarters, Washington, DC.

(b) An appeal not addressed and
marked as specified in paragraph (a) of
this section shall be forwarded imme-
diately to the Assistant Director for
Agency Compliance and Evaluation,
OPM, or the Director, OHA, as appro-
priate. An appeal that is not properly
addressed by an individual shall not be
deemed to have been received for pur-
poses of time periods in this section
until actual receipt of the appeal by
the Assistant Director, OPM, or the Di-
rector, OHA. In each instance when an
appeal so forwarded is received, the in-
dividual filing the appeal shall be noti-
fied that the appeal was improperly ad-
dressed and the date when the appeal
was received by the Assistant Director,
OPM, or the Director, OHA.

(c) The appeal shall include the fol-
lowing:
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(1) A copy of the original request for
access or for amendment;

(2) A copy of the initial denial; and

(3) A statement of the reasons why
the initial denial is believed to be in
error.

(d) The records or record to which
the individual was denied access, or
which was requested to be corrected or
amended, will be supplied to the appro-
priate appeal authority by the Privacy
Act Officer who issued the initial de-
nial. While such records normally will
comprise the entire record on appeal,
the appeal authority may seek such ad-
ditional information as is necessary to
assure that the final determination is
fair and equitable.

(e) No personal appearance or hearing
on appeal will be allowed.

(f) The appropriate appeal authority
for DOE records shall act upon the ap-
peal and issue a final determination in
writing no later than 20 working days
from the date on which the appeal is
received. However, the appeal author-
ity may extend the ten-day period upon
a determination that a fair and equi-
table review cannot be made within
that period. In such cases the indi-
vidual shall be advised in writing of the
reason for the extension and of the es-
timated date by which a final deter-
mination will be issued. The final de-
termination shall be issued not later
than the 30th working day after receipt
of the appeal unless unusual cir-
cumstances, as defined in §1008.7, are
present, whereupon an additional 30
days may be extended.

(g) If an appeal of a denial of access
is granted, a copy of the determination
shall be transmitted promptly to the
individual, the Privacy Act Officer and
the appropriate System Manager. Upon
receipt of the determination, the Pri-
vacy Act Officer promptly shall take
action consistent with §1008.8.

(h) If an appeal of a denial of correc-
tion or amendment is granted, the final
determination shall identify the spe-
cific corrections or amendments to be
made. A copy of the determination
shall be transmitted promptly to the
individual, the Privacy Act Officer and
the appropriate System Manager. Upon
receipt of the determination, the Pri-
vacy Act Officer promptly shall take
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steps to insure that the actions set
forth in §1008.10 (a) and (b) are taken.

(i) If the appeal of a denial of access
is denied, the final determination shall
state the reasons for the denial and
shall be transmitted promptly to the
individual, the Privacy Act Officer and
the appropriate System Manager. The
determination shall also include a
statement identifying the right of the
individual to administrative and judi-
cial review pursuant to 5 TU.S.C.
552a(g)(1)(B) as limited by 5 U.S.C.
5562a(g)(b).

(j) If the appeal of a denial of correc-
tion or amendment is denied, the final
determination shall state the reasons
for the denial and shall be transmitted
promptly to the individual, the Privacy
Act Officer and the appropriate System
Manager.

(1) The determination also shall in-
clude the following:

(i) Notice of the right of the indi-
vidual to file with the Privacy Act Offi-
cer a concise, signed statement of rea-
sons for disagreeing with the final de-
termination, receipt of which state-
ment will be acknowledged by the Pri-
vacy Act Officer.

(ii) An indication that any disagree-
ment statement filed by the individual
will be noted and appended to the dis-
puted record and that a copy of the
statement will be provided by the Pri-
vacy Act Officer or the System Man-
ager, as appropriate, to persons and
agencies to which the record is dis-
closed subsequent to the date of receipt
of such statement;

(iii) An indication that the DOE shall
append to any disagreement statement
filed by the individual a copy of the
final determination or a summary
thereof, which determination or sum-
mary also will be provided to persons
and agencies to which the disagree-
ment statement is disclosed; and,

(iv) A statement of the right of the
individual to administrative and judi-
cial review under 5 U.S.C. 552a(g)(1)(B),
as limited by 5 U.S.C. 552a(g)(5).

(2) Although a copy of the final deter-
mination or a summary thereof will be
treated as part of the individual’s
record for purposes of disclosure in in-
stances where the individual has filed a
disagreement statement, it will not be
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subject to correction or amendment by
the individual.

(3) Where an individual files a state-
ment of disagreement consistent with
paragraph (j)(1) of this section, the Pri-
vacy Act Officer shall take steps to in-
sure that the actions provided in para-
graphs (j)(1) (i), (ii) and (iii) of this sec-
tion are taken.

§1008.12 Exemptions.

(a) General exemptions—(1) Generally. 5
U.S.C. 552a(j)(2) allows the exemption
of any system of records within the
DOE from any part of section 552a ex-
cept subsections (b), (¢c)1) and (2),
(e)(4)(A) through (F) (e)(6), (7), (9), (10),
and (11), and (i) of the Act if the system
of records is maintained by a DOE com-
ponent which performs as its principal
function any activity pertaining to the
enforcement of criminal laws, includ-
ing police efforts to prevent, control,
or reduce crime or to apprehend crimi-
nals, and which consists of:

(i) Information compiled for the pur-
pose of identifying individual criminal
offenders and alleged offenders;

(ii) Information compiled for the pur-
pose of a criminal investigation, in-
cluding reports of informants and in-
vestigators, and associated with an
identifiable individual; or

(iii) Reports identifiable to an indi-
vidual compiled at any stage of the
process of enforcement of the criminal
laws from arrest or indictment through
release from supervision.

(2) Applicability of general exemptions
to DOE systems of records—(i) Investiga-
tive Files of the Inspector General (DOE-
54). This system of records is being ex-
empted pursuant to subsection (j)(2) of
the Act in order to aid the Office of the
Inspector General in the performance
of its law enforcement function. The
system is exempted from subsections
(¢)(3) and (4); (DH(D)-(D); ()(1)-(3); (D(G),
(H), and (I); (6) and (8); and (g) of the
Act. The system is exempt from these
provisions for the following reasons:
notifying an individual at the individ-
ual’s request of the existence of records
in an investigative file pertaining to
such individual, or granting access to
an investigative file could (A) interfere
with investigative and enforcement
proceedings and with co-defendants’
right to a fair trial; (B) disclose the
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identity of confidential sources and re-
veal confidential information supplied
by these sources; and (C) disclose inves-
tigative techniques and procedures.

(ii) Law Enforcement Investigative
Records (DOE-84). This system of
records is being exempted pursuant to
subsection (j)(2) of the Act to enable
the Office of Counterintelligence to
carry out its duties and responsibilities
as they pertain to its law enforcement
function. The system is exempted from
subsections (¢)(3) and (4), (d), (e) (1), (2),
and (3), (e)(4) (&) and (H), (e)(8), (), and
(g) of the Act. The system is exempt
from these provisions for the following
reasons: Notifying an individual at the
individual’s request of the existence of
records in an investigative file per-
taining to such individual, or granting
access to an investigative file could
interfere with investigative and en-
forcement proceedings and with co-de-
fendants’ right to a fair trial; disclose
the identity of confidential sources and
reveal confidential information sup-
plied by these sources; and disclose in-
vestigative techniques and procedures.

(b) Specific exemptions. Subsection (k)
of the Privacy Act establishes seven
categories of systems of records which
may be exempted from subsections
©)(3), (@), (e)), (e)d)(G), (H) and (I),
and (7) of the Act. The Department has
exempted systems of records under four
of these provisions, as follows:

(1) Classified material. (i) Subsection
(k)(1) permits exemption of systems of
records that are specifically authorized
under criteria established under stat-
ute or Executive Order to be kept se-
cret in the interest of national defense
or foreign policy, and are in fact prop-
erly classified pursuant to such statute
or Executive Order. Restricted Data
and Formerly Restricted Data under
the Atomic Energy Act of 1954, as
amended, are included in this exemp-
tion.

(ii) The DOE systems of records list-
ed below have been exempted under
subsection (k)(1) to the extent they
contain classified information, in order
to prevent serious damage to the na-
tional defense or foreign policy that
could arise from providing individuals
access to classified information. Sys-
tems exempted under subsection (k)(1)
are:
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