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subject to correction or amendment by
the individual.

(3) Where an individual files a state-
ment of disagreement consistent with
paragraph (j)(1) of this section, the Pri-
vacy Act Officer shall take steps to in-
sure that the actions provided in para-
graphs (j)(1) (i), (ii) and (iii) of this sec-
tion are taken.

§1008.12 Exemptions.

(a) General exemptions—(1) Generally. 5
U.S.C. 552a(j)(2) allows the exemption
of any system of records within the
DOE from any part of section 552a ex-
cept subsections (b), (¢c)1) and (2),
(e)(4)(A) through (F) (e)(6), (7), (9), (10),
and (11), and (i) of the Act if the system
of records is maintained by a DOE com-
ponent which performs as its principal
function any activity pertaining to the
enforcement of criminal laws, includ-
ing police efforts to prevent, control,
or reduce crime or to apprehend crimi-
nals, and which consists of:

(i) Information compiled for the pur-
pose of identifying individual criminal
offenders and alleged offenders;

(ii) Information compiled for the pur-
pose of a criminal investigation, in-
cluding reports of informants and in-
vestigators, and associated with an
identifiable individual; or

(iii) Reports identifiable to an indi-
vidual compiled at any stage of the
process of enforcement of the criminal
laws from arrest or indictment through
release from supervision.

(2) Applicability of general exemptions
to DOE systems of records—(i) Investiga-
tive Files of the Inspector General (DOE-
54). This system of records is being ex-
empted pursuant to subsection (j)(2) of
the Act in order to aid the Office of the
Inspector General in the performance
of its law enforcement function. The
system is exempted from subsections
(¢)(3) and (4); (DH(D)-(D); ()(1)-(3); (D(G),
(H), and (I); (6) and (8); and (g) of the
Act. The system is exempt from these
provisions for the following reasons:
notifying an individual at the individ-
ual’s request of the existence of records
in an investigative file pertaining to
such individual, or granting access to
an investigative file could (A) interfere
with investigative and enforcement
proceedings and with co-defendants’
right to a fair trial; (B) disclose the
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identity of confidential sources and re-
veal confidential information supplied
by these sources; and (C) disclose inves-
tigative techniques and procedures.

(ii) Law Enforcement Investigative
Records (DOE-84). This system of
records is being exempted pursuant to
subsection (j)(2) of the Act to enable
the Office of Counterintelligence to
carry out its duties and responsibilities
as they pertain to its law enforcement
function. The system is exempted from
subsections (¢)(3) and (4), (d), (e) (1), (2),
and (3), (e)(4) (&) and (H), (e)(8), (), and
(g) of the Act. The system is exempt
from these provisions for the following
reasons: Notifying an individual at the
individual’s request of the existence of
records in an investigative file per-
taining to such individual, or granting
access to an investigative file could
interfere with investigative and en-
forcement proceedings and with co-de-
fendants’ right to a fair trial; disclose
the identity of confidential sources and
reveal confidential information sup-
plied by these sources; and disclose in-
vestigative techniques and procedures.

(b) Specific exemptions. Subsection (k)
of the Privacy Act establishes seven
categories of systems of records which
may be exempted from subsections
©)(3), (@), (e)), (e)d)(G), (H) and (I),
and (7) of the Act. The Department has
exempted systems of records under four
of these provisions, as follows:

(1) Classified material. (i) Subsection
(k)(1) permits exemption of systems of
records that are specifically authorized
under criteria established under stat-
ute or Executive Order to be kept se-
cret in the interest of national defense
or foreign policy, and are in fact prop-
erly classified pursuant to such statute
or Executive Order. Restricted Data
and Formerly Restricted Data under
the Atomic Energy Act of 1954, as
amended, are included in this exemp-
tion.

(ii) The DOE systems of records list-
ed below have been exempted under
subsection (k)(1) to the extent they
contain classified information, in order
to prevent serious damage to the na-
tional defense or foreign policy that
could arise from providing individuals
access to classified information. Sys-
tems exempted under subsection (k)(1)
are:
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(A) Alien Visits and Participation
(DOE-52).

(B) Clearance Board Cases (DOE—46).

(C) Security Correspondence Files
(DOE-49).

(D) Foreign Travel Records (DOE-27)

(BE) Legal Files (Claims, Litigations,
Criminal Violation, Patents, and other
Legal Files) (DOE-41).

(F) Personnel Security Clearance
Files (DOE-43).
(G) Personnel Security Clearance

Index (Automated) (DOE-42).

(H) Special Access Authorization for
Categories of Classified Information
(DOE-44).

(I) Administrative and Analytical
Records and Reports (DOE-81).

(J) Law Enforcement Investigative
Records (DOE-84).

(K) Employee Concerns Program
Records (DOE-3)
(L) Whistleblower Investigation,

Hearing and Appeal Records (DOE-T)

(M) Intelligence Related Access Au-
thorization (DOE-15)

(2) Investigatory material compiled for
law enforcement purposes. (i) Subsection
(k)(2) permits the exemption of inves-
tigatory material compiled for law en-
forcement purposes: Provided, however,
That if any individual is denied any
right, privilege, or benefit to which he
would otherwise be entitled by Federal
law, or for which he would otherwise be
eligible, as a result of the maintenance
of such material, such material shall
be provided to such individual, except
to the extent that the disclosure of
such material would reveal the iden-
tity of a source who furnished informa-
tion to the Government under an ex-
press promise that the identity of the
source would be held in confidence, or,
prior to September 27, 1975, under an
implied promise that the identity of
the source would be held in confidence.

(ii) The DOE systems of records list-
ed below have been exempted under
subsection (k)(2) in order to prevent
subjects of investigation from frus-
trating the investigatory process
through access to records about them-
selves or as a result of learning the
identities of confidential informants;
to prevent disclosure of investigative
techniques; to maintain the ability to
obtain necessary information; and
thereby to insure the proper func-
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tioning and integrity of law enforce-
ment activities. Systems of records ex-
empted under subsection (k)(2) are:

(A) Alien Visits and Participation
(DOE-52).

(B) Clearance Board Cases (DOE-46).

(C) Security Correspondence Files
(DOE-49).

(D) Foreign Travel Records (DOE-27).

(E) Legal Files (Claims, Litigation,

Criminal Violations, Patents, and
other Legal Files) (DOE-41).
(F) Personnel Security Clearance

Files (DOE-43).

(G) Personnel Security Clearance
Index (Automated) (DOE-42).

(H) Special Access Authorization for
Categories of Classified Information
(DOE-44).

(I) DOE Personnel and General Em-
ployment Records (DOE-1) (only per-
sonnel investigative records con-
cerning current and former DOE em-
ployees and applicants for employment
by DOE).

(J) Investigative Files of the Inspec-
tor General (DOE-54) (only investiga-
tive records concerning past and
present DOE employees).

(K) Administrative and Analytical
Records and Reports (DOE-81).

(L) Law Enforcement Investigative
Records (DOE-84).

(M) Allegation-Based Inspections
Files of the Office of Inspector General
(DOE-83).

(N) Employee Concerns Program
Records (DOE-3)
(®)) Whistleblower Investigation,

Hearing and Appeal Records (DOE-T)

(P) Intelligence Related Access Au-
thorization (DOE-15)

(3) Investigatory material compiled for
determining suitability for Federal em-
ployment. (i) Subsection (k)(b) permits
exemption of systems of records that
contain investigatory material com-
piled solely for the purpose of deter-
mining suitability, eligibility, or quali-
fication for Federal civilian employ-
ment, military service, Federal con-
tracts, or access to classified informa-
tion, but only to the extent that the
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the Government
under an express promise that the iden-
tity of the source would be held in con-
fidence, or, prior to September 27, 1975,

742



Department of Energy

under an implied promise that the
identity of the source would be held in
confidence.

(ii) The DOE systems of records list-
ed below have been exempted under
subsection (k)(56) to the extent they
contain the kinds of records described
in subsection (k)(5) in order to main-
tain DOE’s ability to obtain candid in-
formation on candidates for employ-
ment, contracts, or access to classified
information and to fulfill commit-
ments made to sources to protect the
confidentiality of information, and
thereby to facilitate proper selection
or continuation of the best applicants
or persons for a given position or con-
tract. Systems exempted under sub-
section (k)(b) are:

(A) DOE Personnel and General Em-
ployment Records (DOE-1);

(B) Personnel Security Clearance
Files (DOE-43);

(C) Investigative Files of the Inspec-
tor General (DOE-54);

(D) Alien Visits and Participation
(DOE-52);

(E) Clearance Board Cases (DOE-46);

(F) Security Correspondence Files
(DOE-49);

(G) Foreign Travel Records (DOE-27);

(H) Legal Files (Claims, Litigation,
Criminal Violations, Patents, and
other Legal Files) (DOE-41);

(I) Personnel Security Clearance
Index (Automated) (DOE-42);

(J) Special Access Authorization for
Categories of Classified Information
(DOE-44);

(K) DOE Personnel: Supervisor-Main-
tained Personnel Records (DOE-2);

(L) Applications for DOE Employ-
ment (DOE4);

(M) Administrative and Analytical
Records and Reports (DOE-81);

(N) Law Enforcement Investigative
Records (DOE-84).

(0O) Allegation-Based Inspections
Files of the Office of Inspector General
(DOE-83).

(P) Employee Concerns Program
Records (DOE-3)
(Q) Whistleblower Investigation,

Hearing and Appeal Records (DOE-T)
(R) Intelligence Related Access Au-
thorization (DOE-15)
(4) Testing or examination material. (i)
Subsection (k)(6) permits exemption of
systems of records that include testing
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or examination material used solely to
determine individual qualifications for
appointment or promotion in the Fed-
eral service, the disclosure of which
would compromise the objectivity or
fairness of the testing of examination
process.

(ii) The DOE systems of records list-
ed below have been exempted to the ex-
tent they contain testing or examina-
tion material in order to protect the
integrity of the personnel testing and
evaluation process and to avoid pro-
viding individuals with unfair advan-
tage, by premature or unfair disclosure
of testing or rating information. Sys-
tems exempted under subsection (k)(6)
are:

(A) (DOE-2) DOE Personnel: Super-
visor-Maintained Personnel Records.

(B) (DOE-4) Applications for DOE
Employment.

(C) (DOE-1) DOE Personnel and Gen-
eral Employment Records.

(c) Application of exemptions to par-
ticular requests. (1) The Privacy Act Of-
ficer, consistent with the recommenda-
tion of the System Manager and with
concurrence of the appropriate General
Counsel, may make available records
which the DOE is authorized to with-
hold under this section.

(2) With respect to records containing
material or information that would re-
veal the identity of a source who was
given an assurance of confidentiality, a
determination to make records avail-
able pursuant to paragraph (c)(1) of
this section shall be made only if the
source consents to the release of such
information to the individual, or if it is
determined that the material or infor-
mation is not adverse or detrimental to
the individual, or for good cause
shown. The exercise of discretion with
respect to waiver of the exemption
shall be final.

(3) Prior to making a determination
to deny access to a record in a system
of records covered by exemption (k)(1)
for classified material (see paragaph
(b)(1) of this section), the System Man-
ager shall consult with the Director,
Division of Classification, to verify the
current classification status of the in-
formation in the requested record.

[45 FR 61577, Sept. 16, 1980, as amended at 60

FR 35836, July 12, 1995; 62 FR 67519, Dec. 24,
1997; 67 FR 4171, Jan. 29, 2002]
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