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as defined in paragraph (b) in this sec-
tion shall be marked ‘‘Safeguards In-
formation’ in a conspicuous manner to
indicate the presence of protected in-
formation (portion marking is not re-
quired for the specific items of infor-
mation set forth in paragraph §73.21(b)
other than guard qualification and
training plans and correspondence to
and from the NRC). Documents and
other matter containing Safeguards In-
formation in the hands of contractors
and agents of licensees that were pro-
duced more than one year prior to the
effective date of this amendment need
not be marked unless they are removed
from storage containers for use.

(f) Reproduction and destruction of
matter containing Safeguards Informa-
tion. (1) Safeguards Information may be
reproduced to the minimum extent
necessary consistent with need without
permission of the originator.

(2) Documents or other matter con-
taining Safeguards Information may be
destroyed by any method that assures
complete destruction of the Safeguards
Information they contain.

(g) External transmission of documents
and material. (1) Documents or other
matter containing Safeguards Informa-
tion, when transmitted outside an au-
thorized place of use or storage, shall
be packaged to preclude disclosure of
the presence of protected information.

(2) safeguards Information may be
transported by  messenger-courier,
United States first class, registered,
express, or certified mail, or by any in-
dividual authorized access pursuant to
§73.21(c).

(3) Except under emergency or ex-
traordinary conditions, Safeguards In-
formation shall be transmitted only by
protected telecommunications circuits
(including facsimile) approved by the
NRC. Physical security events required
to be reported pursuant to §73.71 are
considered to be extraordinary condi-
tions.

(h) Use of automatic data processing
(ADP) systems. Safeguards Information
may be processed or produced on an
ADP system provided that the system
is self-contained within the licensee’s
or his contractor’s facility and requires
the use of an entry code for access to
stored information. Other systems may

§73.24

be used if approved for security by the
NRC.

(i) Removal from Safeguards Informa-
tion category. Documents originally
containing Safeguards Information
shall be removed from the Safeguards
Information category whenever the in-
formation no longer meets the criteria
contained in this section.

[46 FR 51724, Oct. 22, 1981, as amended at 54
FR 17704, Apr. 25, 1989; 59 FR 38899, Aug. 1,
1994; 69 FR 2281, Jan. 14, 2004]

§73.24 Prohibitions.

(a) Except as specifically approved by
the Nuclear Regulatory Commission,
no shipment of special nuclear mate-
rial shall be made in passenger aircraft
in excess of (1) 20 grams or 20 curies,
whichever is less, of plutonium or ura-
nium-233, or (2) 350 grams of uranium-
235 (contained in uranium enriched to
20 percent or more in the U-235 iso-
tope).

(b) Unless otherwise approved by the
Nuclear Regulatory Commission, no li-
censee may make shipments of special
nuclear material in which individual
shipments are less than a formula
quantity, but the total quantity in
shipments in transit at the same time
could equal or exceed a formula quan-
tity, unless either of the following con-
ditions are met:

(1) The licensee shall confirm and log
the arrival at the final destination of
each individual shipment and retain
the log for three years from the date of
the last entry in the log. The licensee
shall also schedule shipments to ensure
that the total quantity for two or more
shipments in transit at the same time
does not equal or exceed the formula
quantity, or

(2) Physical protection in accordance
with the requirements of §§73.20, 73.25,
and 73.26 is provided by the licensee for
such shipments as appropriate so that
the total quantity of special nuclear
material in the remaining shipments
not so protected, and in transit at the
same time, does not equal or exceed a
formula quantity.

[44 FR 68188, Nov. 28, 1979, as amended at 53
FR 19257, May 27, 1988]
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§73.25

PHYSICAL PROTECTION OF SPECIAL
NUCLEAR MATERIAL IN TRANSIT

§73.25 Performance capabilities for
physical protection of strategic spe-
cial nuclear material in transit.

(a) To meet the general performance
objective and requirements of §73.20 an
in-transit physical protection system
shall include the performance capabili-
ties described in paragraphs (b)
through (d) of this section unless oth-
erwise authorized by the Commission.

(b) Restrict access to and activity in
the vicinity of transports and strategic
special nuclear material. To achieve
this capability the physical protection
system shall:

(1) Minimize the vulnerability of the
strategic special nuclear material by
using the following subfunctions and
procedures:

(i) Preplanning itineraries for the
movement of strategic special nuclear
material;

(ii) Periodically updating knowledge
of route conditions for the movement
of strategic special nuclear material;

(iii) Maintaining knowledge of the
status and position of the strategic
special nuclear material en route; and

(iv) Determining and communicating
alternative itineraries en route as con-
ditions warrant.

(2) Detect and delay any unauthor-
ized attempt to gain access or intro-
duce unauthorized materials by stealth
or force into the vicinity of transports
and strategic special nuclear material
using the following subsystems and
subfunctions:

(i) Controlled access areas to isolate
strategic special nuclear material and
transports to assure that unauthorized
persons shall not have direct access to,
and unauthorized materials shall not
be introduced into the vicinity of, the
transports and strategic special nu-
clear material, and

(ii) Access detection subsystems and
procedures to detect, assess and com-
municate any unauthorized penetra-
tion (or such attempts) of a controlled
access area by persons, vehicles or ma-
terials so that the response will satisfy
the general performance objective and
requirements of §73.20(a).

(3) Detect attempts to gain unauthor-
ized access or introduce unauthorized
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materials into the vicinity of trans-
ports by deceit using the following sub-
systems and subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and access criteria
for persons, materials and vehicles; and

(ii) Access controls and procedures to
verify the identity of persons, mate-
rials and vehicles, to assess such iden-
tity against current authorization
schedules and access criteria before
permitting access, and to initiate re-
sponse measures to deny unauthorized
entries.

(c) Prevent or delay unauthorized
entry or introduction of unauthorized
materials into, and unauthorized re-
moval of, strategic special nuclear ma-
terial from transports. To achieve this
capability the physical protection sys-
tem shall:

(1) Detect attempts to gain unauthor-
ized entry or introduce unauthorized
materials into transports by deceit
using the following subsystems and
subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and entry criteria for
access into transports for both persons
and materials; and

(ii) Entry controls and procedures to
verify the identity of persons and ma-
terials and to permit transport entry
only to those persons and materials
specified by the current authorization
schedules and entry criteria.

(2) Detect attempts to gain unauthor-
ized entry or introduce unauthorized
material into transports by stealth or
force using the following subsystems
and subfunctions:

(i) Transport features to delay access
to strategic special nuclear material
sufficient to permit the detection and
response systems to function so as to
satisfy the general performance objec-
tive and requirements of §73.20(a);

(if) Inspection and detection sub-
systems and procedures to detect unau-
thorized tampering with transports and
cargo containers; and

(iii) Surveillance subsystems and
procedures to detect, assess and com-
municate any unauthorized presence of
persons or materials and any unauthor-
ized attempt to penetrate the transport
so that the response will satisfy the
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