§824.5

§824.5 Investigations.

The Director may conduct investiga-
tions and inspections relating to the
scope, nature and extent of compliance
by a person with DOE security require-
ments specified in §824.4(a) and (b) and
take such action as the Director deems
necessary and appropriate to the con-
duct of the investigation or inspection,
including signing, issuing and serving
subpoenas.

§824.6 Preliminary notice of violation.

(a) In order to begin a proceeding to
impose a civil penalty under this part,
the Director shall notify the person by
a written preliminary notice of viola-
tion sent by certified mail, return re-
ceipt requested, of:

(1) The date, facts, and nature of each
act or omission constituting the al-
leged violation;

(2) The particular provision of the
regulation, rule or compliance order
involved in each alleged violation;

(3) The proposed remedy for each al-
leged violation, including the amount
of any civil penalty proposed; and,

(4) The right of the person to submit
a written reply to the Director within
30 calendar days of receipt of such pre-
liminary notice of violation.

(b) A reply to a preliminary notice of
violation must contain a statement of
all relevant facts pertaining to an al-
leged violation. The reply must:

(1) State any facts, explanations and
arguments which support a denial of
the alleged violation;

(2) Demonstrate any extenuating cir-
cumstances or other reason why a pro-
posed remedy should not be imposed or
should be mitigated;

(3) Discuss the relevant authorities
which support the position asserted, in-
cluding rulings, regulations, interpre-
tations, and previous decisions issued
by DOE;

(4) Furnish full and complete answers
to any questions set forth in the pre-
liminary notice; and

(5) Include copies of all relevant doc-
uments.

(c) If a person fails to submit a writ-
ten reply within 30 calendar days of re-
ceipt of a preliminary notice of viola-
tion:
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(1) The person relinquishes any right
to appeal any matter in the prelimi-
nary notice; and

(2) The preliminary notice, including
any remedies therein, constitutes a
final order.

(d) The Director, at the request of a
person notified of an alleged violation,
may extend for a reasonable period the
time for submitting a reply or a hear-
ing request letter.

§824.7 Final notice of violation.

(a) If a person submits a written
reply within 30 calendar days of receipt
of a preliminary notice of violation,
the Director must make a final deter-
mination whether the person violated
or is continuing to violate a classified
information security requirement.

(b) Based on a determination by the
Director that a person has violated or
is continuing to violate a classified in-
formation security requirement, the
Director may issue to the person a
final notice of violation that concisely
states the determined violation, the
amount of any civil penalty imposed,
and further actions necessary by or
available to the person. The final no-
tice of violation also must state that
the person has the right to submit to
the Director, within 30 calendar days of
the receipt of the notice, a written re-
quest for a hearing under §824.8 or, in
the alternative, to elect the procedures
specified in section 234A.c.(3) of the
Act, 42 U.S.C. 2282a.c.(3).

(c) The Director must send a final no-
tice of violation by certified mail, re-
turn receipt requested, within 30 cal-
endar days of the receipt of a reply.

(d) Subject to paragraphs (h) and (i)
of this section, the effect of final no-
tice shall be:

(1) If a final notice of violation does
not contain a civil penalty, it shall be
deemed a final order 15 days after the
final notice is issued.

(2) If a final notice of violation con-
tains a civil penalty, the person must
submit to the Director within 30 days
after the issuance of the final notice:

(i) A waiver of further proceedings;

(ii) A request for an on-the-record
hearing under §824.8; or

(iii) A notice of intent to proceed
under section 234A.c.(3) of the Act, 42
U.S.C. 2282a.(c)(3).
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