Nuclear Regulatory Commission
CONTROL OF INFORMATION

§95.35 Access to matter classified as
National Security Information and
Restricted Data.

(a) Except as the Commission may
authorize, no person subject to the reg-
ulations in this part may receive or
may permit any individual to have ac-
cess to matter revealing Secret or Con-
fidential National Security Informa-
tion or Restricted Data unless the indi-
vidual has:

D) A Q7 access authorization
which permits access to matter classi-
fied as Secret and Confidential Re-
stricted Data or Secret and Confiden-
tial National Security Information
which includes intelligence informa-
tion, CRYPTO (i.e., cryptographic in-
formation) or other classified commu-
nications security (COMSEC) informa-
tion, or

(if) An “‘L” access authorization
which permits access to matter classi-
fied as Confidential Restricted Data
and Secret and Confidential National
Security Information other than that
noted in paragraph (a)(1)(i) of this sec-
tion except that access to certain Con-
fidential COMSEC information is per-
mitted as authorized by a National
Communications Security Committee
waiver dated February 14, 1984.

(2) An established ‘‘need-to-know’’
for the matter (See Definitions, §95.5).

(3) NRC-approved storage facilities if
classified documents or material are to
be transmitted to the individual.

(b) Matter classified as National Se-
curity Information or Restricted Data
shall not be released by a licensee or
other person subject to part 95 to any
personnel other than properly access
authorized Commission licensee em-
ployees, or other individuals author-
ized access by the Commission.

(c) Access to matter which is Na-
tional Security Information at NRC-li-
censed facilities or NRC-certified fa-
cilities by authorized representatives
of IAEA is permitted in accordance
with §95.36.

[59 FR 48975, Sept. 23, 1994]

§95.36

8§95.36 Access by representatives of
the International Atomic Energy
Agency or by participants in other
international agreements.

(a) Based upon written disclosure au-
thorization from the NRC Division of
Nuclear Security that an individual is
an authorized representative of the
International Atomic Energy Agency
(IAEA) or other international organiza-
tion and that the individual is author-
ized to make visits or inspections in
accordance with an established agree-
ment with the United States Govern-
ment, a licensee, certificate holder, or
other person subject to this part shall
permit the individual (upon presen-
tation of the credentials specified in
§75.7 of this chapter and any other cre-
dentials identified in the disclosure au-
thorization) to have access to matter
classified as National Security Infor-
mation that is relevant to the conduct
of a visit or inspection. A disclosure
authorization under this section does
not authorize a licensee, certificate
holder, or other person subject to this
part to provide access to Restricted
Data.

(b) For purposes of this section, clas-
sified National Security Information is
relevant to the conduct of a visit or in-
spection if—

(1) In the case of a visit, this infor-
mation is needed to verify information
according to §75.13 of this chapter; or

(2) In the case of an inspection, an in-
spector is entitled to have access to the
information under §75.42 of this chap-
ter.

(c) In accordance with the specific
disclosure authorization provided by
the Division of Nuclear Security, li-
censees or other persons subject to this
part are authorized to release (i.e.,
transfer possession of) copies of docu-
ments that contain classified National
Security Information directly to IAEA
inspectors and other representatives
officially designated to request and re-
ceive classified National Security In-
formation documents. These docu-
ments must be marked specifically for
release to IAEA or other international
organizations in accordance with in-
structions contained in the NRC’s dis-
closure authorization letter. Licensees
and other persons subject to this part
may also forward these documents
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§95.37

through the NRC to the international
organization’s headquarters in accord-
ance with the NRC disclosure author-
ization. Licensees and other persons
may not reproduce documents con-
taining classified National Security In-
formation except as provided in §95.43.

(d) Records regarding these visits and
inspections must be maintained for 5
years beyond the date of the visit or in-
spection. These records must specifi-
cally identify each document released
to an authorized representative and in-
dicate the date of the release. These
records must also identify (in such de-
tail as the Division of Nuclear Secu-
rity, by letter, may require) the cat-
egories of documents that the author-
ized representative has had access and
the date of this access. A licensee or
other person subject to this part shall
also retain Division of Nuclear Secu-
rity disclosure authorizations for 5
years beyond the date of any visit or
inspection when access to classified in-
formation was permitted.

(e) Licensees or other persons subject
to this part shall take such measures
as may be necessary to preclude access
to classified matter by participants of
other international agreements unless
specifically provided for under the
terms of a specific agreement.

[62 FR 17694, Apr. 11, 1997, as amended at 64
FR 15652, Apr. 1, 1999; 68 FR 41222, July 11,
2003]

§95.37 Classification and preparation
of documents.

(a) Classification. Classified informa-
tion generated or possessed by a li-
censee or other person must be appro-
priately marked. Classified material
which is not conducive to markings
(e.g., equipment) may be exempt from
this requirement. These exemptions
are subject to the approval of the CSA
on a case-by-case basis. If a person or
facility generates or possesses informa-
tion that is believed to be classified
based on guidance provided by the NRC
or by derivation from classified docu-
ments, but which no authorized classi-
fier has determined to be classified, the
information must be protected and
marked with the appropriate classifica-
tion markings pending review and sig-
nature of an NRC authorized classifier.
This information shall be protected as
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classified information pending final de-
termination.

(b) Classification consistent with
content. Each document containing
classified information shall be classi-
fied Secret or Confidential according to
its content. NRC licensees or others
subject to the requirements of 10 CFR
Part 95 may not make original classi-
fication decisions.

(c) Markings required on face of doc-
uments.

(1) For derivative classification of
classified National Security Informa-
tion:

(i) Derivative classifications of clas-
sified National Security Information
must contain the identity of the source
document or the classification guide,
including the agency and office of ori-
gin, on the “‘Derived From’’ line and its
classification date. If more than one

source is cited, the ‘“‘Derived From”
line should indicate “Multiple
Sources.”” The derivative classifier
shall maintain the identification of

each source with the file or record copy
of the derivatively classified document.

(ii) Declassification instructions.
When marking derivatively classified
documents, the “DECLASSIFY ON”
line must carry forward the declas-
sification instructions as reflected in
the original document. If multiple
sources are used, the instructions will
carry forward the longest duration.

(iii) An example of the marking
stamp is as follows:

Derived from

(Source/Date)
Reason: )
Declassify On:

(Date/Event/Exemption)
Classifier:

(Name/Title/Number)

(2) For Restricted Data documents:

(i) Identity of the classifier. The
identity of the classifier must be shown
by completion of the “‘Derivative Clas-
sifier” line. The *“Derivative Classi-
fier” line must show the name of the
person classifying the document and
the basis for the classification. Dates
for downgrading or declassification do
not apply.

(i) Classification designation (e.g.,
Secret, Confidential) and Restricted
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