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grant written permission to such ac-
countant or firm to perform audit serv-
ices for national banks. The request 
shall contain a concise statement of 
the action requested. The Comptroller 
may require the applicant to submit 
additional information. 

§ 19.245 Notice of removal, suspension 
or debarment. 

(a) Notice to the public. Upon the 
issuance of a final order for removal, 
suspension, or debarment of an inde-
pendent public accountant or account-
ing firm from providing audit services, 
the Comptroller shall make the order 
publicly available and provide notice of 
the order to the other Federal banking 
agencies. 

(b) Notice to the Comptroller by ac-
countants and firms. An accountant or 
accounting firm that provides audit 
services to a national bank must pro-
vide the Comptroller with written no-
tice of: 

(1) Any currently effective order or 
other action described in 
§§ 19.243(a)(1)(vi) through (a)(1)(vii) or 
§§ 19.244(a)(2) through (a)(3); and 

(2) Any currently effective action by 
the Public Company Accounting Over-
sight Board under sections 105(c)(4)(C) 
or (G) of the Sarbanes-Oxley Act) (15 
U.S.C. 7215(c)(4)(C) or (G)). 

(c) Timing of notice. Written notice re-
quired by this paragraph shall be given 
no later than 15 calendar days fol-
lowing the effective date of an order or 
action, or 15 calendar days before an 
accountant or firm accepts an engage-
ment to provide audit services, which-
ever date is earlier. 

§ 19.246 Petition for reinstatement. 
(a) Form of petition. Unless otherwise 

ordered by the Comptroller, a petition 
for reinstatement by an independent 
public accountant, an accounting firm, 
or an office of a firm that was removed, 
suspended, or debarred under § 19.243 
may be made in writing at any time. 
The request shall contain a concise 
statement of the action requested. The 
Comptroller may require the applicant 
to submit additional information. 

(b) Procedure. A petitioner for rein-
statement under this section may, in 
the sole discretion of the Comptroller, 
be afforded a hearing. The accountant 

or firm shall bear the burden of going 
forward with a petition and proving the 
grounds asserted in support of the peti-
tion. In reinstatement proceedings, the 
person seeking reinstatement shall 
bear the burden of going forward with 
an application and proving the grounds 
asserted in support of the application. 
The Comptroller may, in his sole dis-
cretion, direct that any reinstatement 
proceeding be limited to written sub-
missions. The removal, suspension, or 
debarment shall continue until the 
Comptroller, for good cause shown, has 
reinstated the petitioner or until the 
suspension period has expired. The fil-
ing of a petition for reinstatement 
shall not stay the effectiveness of the 
removal, suspension, or debarment of 
an accountant or firm. 
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VICES AND PROCEDURES, RE-
PORTS OF SUSPICIOUS ACTIVI-
TIES, AND BANK SECRECY ACT 
COMPLIANCE PROGRAM 
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AUTHORITY: 12 U.S.C. 93a, 1818, 1881–1884, 
and 3401–3422; 31 U.S.C. 5318. 

Subpart A—Minimum Security 
Devices and Procedures 

SOURCE: 56 FR 29564, June 28, 1991, unless 
otherwise noted. 

§ 21.1 Purpose and scope of subpart A 
of this part. 

(a) This subpart is issued by the 
Comptroller of the Currency pursuant 
to section 3 of the Bank Protection Act 
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of 1968 (12 U.S.C. 1882) and is applicable 
to all national banking associations 
and all banks located in the District of 
Columbia subject to the supervision of 
the Office of the Comptroller of the 
Currency. It requires each bank to 
adopt appropriate security procedures 
to discourage robberies, burglaries, and 
larcenies and to assist in identifying 
and apprehending persons who commit 
such acts. 

(b) It is the responsibility of a bank’s 
board of directors to comply with this 
regulation and ensure that a security 
program which equals or exceeds the 
standards prescribed by this part is de-
veloped and implemented for the 
bank’s main office and branches (as the 
term ‘‘branch’’ is used in 12 U.S.C. 36). 

§ 21.2 Designation of security officer. 

Within 30 days after the opening of a 
new bank, the Bank’s board of direc-
tors shall designate a security officer 
who shall have the authority, subject 
to the approval of the board of direc-
tors, for immediately developing and 
administering a written security pro-
gram to protect each banking office 
from robberies, burglaries, and lar-
cenies and to assist in identifying and 
apprehending persons who commit such 
acts. 

(Approval by the Office of Management and 
Budget under control number 1557–0180) 

§ 21.3 Security program. 

(a) Contents of security program. The 
security program shall: 

(1) Establish procedures for opening 
and closing for business and for the 
safekeeping of all currency, negotiable 
securities, and similar valuables at all 
times; 

(2) Establish procedures that will as-
sist in identifying persons committing 
crimes against the institution and that 
will preserve evidence that may aid in 
their identification or conviction; such 
procedures may include, but are not 
limited to: 

(i) Using identification devices, such 
as prerecorded serial-numbered bills, or 
chemical and electronic devices; 

(ii) Maintaining a camera that 
records activity in the banking office; 
and 

(iii) Retaining a record of any rob-
bery, burglary or larceny committed or 
attempted against a banking office; 

(3) Provide for initial and periodic 
training of employees in their respon-
sibilities under the security program 
and in proper employee conduct during 
and after a robbery; and 

(4) Provide for selecting, testing, op-
erating and maintaining appropriate 
security devices, as specified in para-
graph (b) of this section. 

(b) Security devices. Each national 
bank shall have, at a minimum, the 
following security devices: 

(1) A means of protecting cash or 
other liquid assets, such as a vault, 
safe, or other secure space; 

(2) A lighting system for illu-
minating, during the hours of dark-
ness, the area around the vault, if the 
vault is visible from outside the bank-
ing office; 

(3) Tamper-resistant locks on exte-
rior doors and exterior windows de-
signed to be opened; 

(4) An alarm system or other appro-
priate device for promptly notifying 
the nearest responsible law enforce-
ment officers of an attempted or per-
petrated robbery, burglary or larceny; 
and 

(5) Such other devices as the security 
officer determines to be appropriate, 
taking into consideration: 

(i) The incidence of crimes against fi-
nancial institutions in the area; 

(ii) The amount of currency or other 
valuables exposed to robbery, burglary, 
or larceny; 

(iii) The distance of the banking of-
fice from the nearest responsible law 
enforcement officers and the time re-
quired for such law enforcement offi-
cers ordinarily to arrive at the banking 
office; 

(iv) The cost of the security devices; 
(v) Other security measures in effect 

at the banking office; and 
(vi) The physical characteristics of 

the banking office structure and its 
surroundings. 

§ 21.4 Report. 
The security officer for a national 

bank shall report at least annually to 
the bank’s board of directors on the ef-
fectiveness of the security program. 
The substance of such report shall be 
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