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or a personal identification number or pass-
word that would permit access to the cus-
tomer’s account. Sensitive customer informa-
tion also includes any combination of compo-
nents of customer information that would
allow someone to log onto or access the cus-
tomer’s account, such as user name and pass-
word or password and account number.

2. Affected Customers

If a financial institution, based upon its in-
vestigation, can determine from its logs or
other data precisely which customers’ infor-
mation has been improperly accessed, it may
limit notification to those customers with
regard to whom the institution determines
that misuse of their information has oc-
curred or is reasonably possible. However,
there may be situations where the institu-
tion determines that a group of files has
been accessed improperly, but is unable to
identify which specific customers’ informa-
tion has been accessed. If the circumstances
of the unauthorized access lead the institu-
tion to determine that misuse of the infor-
mation is reasonably possible, it should no-
tify all customers in the group.

B. Content of Customer Notice

1. Customer notice should be given in a
clear and conspicuous manner. The notice
should describe the incident in general terms
and the type of customer information that
was the subject of unauthorized access or
use. It also should generally describe what
the institution has done to protect the cus-
tomers’ information from further unauthor-
ized access. In addition, it should include a
telephone number that customers can call
for further information and assistance.l4 The
notice also should remind customers of the
need to remain vigilant over the next twelve
to twenty-four months, and to promptly re-
port incidents of suspected identity theft to
the institution. The notice should include
the following additional items, when appro-
priate:

a. A recommendation that the customer
review account statements and immediately
report any suspicious activity to the institu-
tion;

b. A description of fraud alerts and an ex-
planation of how the customer may place a
fraud alert in the customer’s consumer re-
ports to put the customer’s creditors on no-
tice that the customer may be a victim of
fraud;

c. A recommendation that the customer
periodically obtain credit reports from each
nationwide credit reporting agency and have

14The institution should, therefore, ensure
that it has reasonable policies and proce-
dures in place, including trained personnel,
to respond appropriately to customer inquir-
ies and requests for assistance.
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information relating to fraudulent trans-
actions deleted;

d. An explanation of how the customer
may obtain a credit report free of charge;
and

e. Information about the availability of the
FTC’s online guidance regarding steps a con-
sumer can take to protect against identity
theft. The notice should encourage the cus-
tomer to report any incidents of identity
theft to the FTC, and should provide the
FTC’s Web site address and toll-free tele-
phone number that customers may use to ob-
tain the identity theft guidance and report
suspected incidents of identity theft.15

2. The Agencies encourage financial insti-
tutions to notify the nationwide consumer
reporting agencies prior to sending notices
to a large number of customers that include
contact information for the reporting agen-
cies.

C. Delivery of Customer Notice

Customer notice should be delivered in any
manner designed to ensure that a customer
can reasonably be expected to receive it. For
example, the institution may choose to con-
tact all customers affected by telephone or
by mail, or by electronic mail for those cus-
tomers for whom it has a valid e-mail ad-
dress and who have agreed to receive com-
munications electronically.

[66 FR 8636, Feb. 1, 2001, as amended at 70 FR
15751, 15753, Mar. 29, 2005]
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15 Currently, the FTC Web site for the ID

Theft brochure and the FTC Hotline phone
number are http:/www.consumer.gov/idtheft
and 1-87T7-IDTHEFT. The institution may
also refer customers to any materials devel-
oped pursuant to section 151(b) of the FACT
Act (educational materials developed by the
FTC to teach the public how to prevent iden-
tity theft).
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SUPPLEMENT I TO PART 226—OFFICIAL STAFF
INTERPRETATIONS

AUTHORITY: 12 U.S.C. 3806; 15 U.S.C. 1604
and 1637(c)(5).

SOURCE: Reg. Z, 46 FR 20892, Apr. 7, 1981,
unless otherwise noted.

Subpart A—General

§226.1 Authority, purpose, coverage,
organization, enforcement and li-
ability.

(a) Authority. This regulation, known
as Regulation Z, is issued by the Board
of Governors of the Federal Reserve
System to implement the Federal
Truth in Lending Act, which is con-
tained in title I of the Consumer Credit
Protection Act, as amended (15 U.S.C.
1601 et seq.). This regulation also imple-
ments title XII, section 1204 of the
Competitive Equality Banking Act of
1987 (Pub. L. 100-86, 101 Stat. 5562). Infor-
mation-collection requirements con-
tained in this regulation have been ap-
proved by the Office of Management
and Budget under the provisions of 44
U.S.C. 3501 et seq. and have been as-
signed OMB number 7100-0199.

(b) Purpose. The purpose of this regu-
lation is to promote the informed use
of consumer credit by requiring disclo-
sures about its terms and cost. The
regulation also gives consumers the
right to cancel certain credit trans-
actions that involve a lien on a con-
sumer’s principal dwelling, regulates
certain credit card practices, and pro-
vides a means for fair and timely reso-
lution of credit billing disputes. The
regulation does not govern charges for
consumer credit. The regulation re-
quires a maximum interest rate to be
stated in variable-rate contracts se-
cured by the consumer’s dwelling. It
also imposes limitations on home eq-
uity plans that are subject to the re-
quirements of §226.5b and mortgages
that are subject to the requirements of
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§226.2

§226.32. The regulation prohibits cer-
tain acts or practices in connection
with credit secured by a consumer’s
principal dwelling.

(c) Coverage. (1) In general, this regu-
lation applies to each individual or
business that offers or extends credit
when four conditions are met: (i) The
credit is offered or extended to con-
sumers; (ii) the offering or extension of
credit is done regularly;! (iii) the credit
is subject to a finance charge or is pay-
able by a written agreement in more
than 4 installments; and (iv) the credit
is primarily for personal, family, or
household purposes.

(2) If a credit card is involved, how-
ever, certain provisions apply even if
the credit is not subject to a finance
charge, or is not payable by a written
agreement in more than 4 installments,
or if the credit card is to be used for
business purposes.

(3) In addition, certain requirements
of §226.5b apply to persons who are not
creditors but who provide applications
for home equity plans to consumers.

(d) Organization. The regulation is di-
vided into subparts and appendices as
follows:

(1) Subpart A contains general infor-
mation. It sets forth: (i) The authority,
purpose, coverage, and organization of
the regulation; (ii) the definitions of
basic terms; (iii) the transactions that
are exempt from coverage; and (iv) the
method of determining the finance
charge.

(2) Subpart B contains the rules for
open-end credit. It requires that initial
disclosures and periodic statements be
provided, as well as additional disclo-
sures for credit and charge card appli-
cations and solicitations and for home
equity plans subject to the require-
ments of §§226.5a and 226.5b, respec-
tively.

(3) Subpart C relates to closed-end
credit. It contains rules on disclosures,
treatment of credit balances, annual
percentage rate calculations, rescission
requirements, and advertising.

(4) Subpart D contains rules on oral
disclosures, Spanish language disclo-
sure in Puerto Rico, record retention,

1The meaning of regularly is explained in
the definition of creditor in §226.2(a).

12 CFR Ch. Il (1-1-06 Edition)

effect on state laws, state exemptions,
and rate limitations.

(5) Subpart E contains special rules
for mortgage transactions. Section
226.32 requires certain disclosures and
provides limitations for 1loans that
have rates and fees above specified
amounts. Section 226.33 requires disclo-
sures, including the total annual loan
cost rate, for reverse mortgage trans-
actions. Section 226.34 prohibits spe-
cific acts and practices in connection
with mortgage transactions.

(6) Several appendices contain infor-
mation such as the procedures for de-
terminations about state laws, state
exemptions and issuance of staff inter-
pretations, special rules for certain
kinds of credit plans, a list of enforce-
ment agencies, and the rules for com-
puting annual percentage rates in
closed-end credit transactions and
total annual loan cost rates for reverse
mortgage transactions.

(e) Enforcement and liability. Section
108 of the act contains the administra-
tive enforcement provisions. Sections
112, 113, 130, 131, and 134 contain provi-
sions relating to liability for failure to
comply with the requirements of the
act and the regulation. Section 1204(c)
of title XII of the Competitive Equality
Banking Act of 1987, Pub. L. 100-86, 101
Stat. 552, incorporates by reference ad-
ministrative enforcement and civil 1li-
ability provisions of sections 108 and
130 of the act.

[Reg. Z, 46 FR 20892, Apr. 7, 1981, as amended
at 52 FR 43181, Nov. 9, 1987; 54 FR 13865, Apr.
6, 1989; 54 FR 24686, June 9, 1989; 60 FR 15471,
Mar. 24, 1995; 66 FR 65617, Dec. 20, 2001]

§226.2 Definitions and rules of con-
struction.

(a) Definitions. For purposes of this
regulation, the following definitions
apply:

(1) Act means the Truth in Lending
Act (156 U.S.C. 1601 et seq.).

(2) Advertisement means a commercial
message in any medium that promotes,
directly or indirectly, a credit trans-
action.

(3) [Reserved] 2

2[Reserved]
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