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(e) The national stock number of the 
SF 708 is 7540–01–207–5538. 

[52 FR 10190, Mar. 30, 1987] 

§ 2003.30 CLASSIFIED Label SF 709. 
(a) SF 709 is used to identify and pro-

tect automatic data processing (ADP) 
media and other media that contain 
classified information pending a deter-
mination by the classifier of the spe-
cific classification level of the informa-
tion. 

(b) SF 709 shall be used in all situa-
tions that require the use of a CLASSI-
FIED Label. Agency-wide use of SF 709 
shall begin when supplies of existing 
forms are exhausted or January 31, 
1988, whichever occurs earlier. 

(c) SF 709 is affixed to the medium 
containing classified information in a 
manner that would not adversely affect 
operation of equipment in which the 
medium is used. Once the Label has 
been applied, it cannot be removed. 
When a classifier has made a deter-
mination of the spedific level of classi-
fication of the information contained 
on the medium, either SF 706, SF 707, 
or SF 708 shall be affixed on top of SF 
709 so that only the SF 706, SF 707, or 
SF 708 is visible. 

(d) Only the Director of ISOO may 
grant a waiver from the use of SF 709. 
To apply for a waiver, an agency must 
submit its proposed alternative form to 
the Director of ISOO along with its jus-
tification for use. The Director of ISOO 
will review the request and notify the 
agency of the decision. 

(e) The national stock number of the 
SF 709 is 7540–01–207–5540. 

[52 FR 10190, Mar. 30, 1987] 

§ 2003.31 UNCLASSIFIED Label SF 
710. 

(a) In a mixed environment in which 
classified and unclassified information 
are being processed or stored, SF 710 is 
used to identify automatic data proc-
essing (ADP) media and other media 
that contain unclassified information. 
Its function is to aid in distinguishing 
among those media that contain either 
classified or unclassified information 
in a mixed environment. 

(b) SF 710 shall be used in all situa-
tions that require the use of an UN-
CLASSIFIED Label. Agency-wide use 

of SF 710 shall begin when supplies of 
existing forms are exhausted or Janu-
ary 31, 1988, whichever occurs earlier. 

(c) SF 710 is affixed to the medium 
containing unclassified information in 
a manner that would not adversely af-
fect operation of equipment in which 
the medium is used. Once the Label has 
been applied, it cannot be removed. 
However, the label is small enough so 
that it can be wholly covered by a SF 
706, SF 707, SF 708 or SF 709 if the me-
dium subsequently contains classified 
information. 

(d) Only the Director of ISOO may 
grant a waiver from the use of SF 710. 
To apply for a waiver, an agency must 
submit its proposed alternative form to 
the Director of ISOO along with its jus-
tification for use. The Director of ISOO 
will review the request and notify the 
agency of the decision. 

(e) The national stock number of the 
SF 710 is 7540–01–207–5539. 

[52 FR 10191, Mar. 30, 1987] 

§ 2003.32 DATA DESCRIPTOR Label 
SF 711. 

(a) SF 711 is used to identify addi-
tional safeguarding controls that per-
tain to classified information that is 
stored or contained on automatic data 
processing (ADP) or other media. 

(b) SF 711 shall be used in all situa-
tions that require the use of a DATA 
DESCRIPTOR Label. Agency-wide use 
of SF 711 shall begin when supplies of 
existing forms are exhausted or Janu-
ary 31, 1988, whichever occurs earlier. 

(c) SF 711 is affixed to the ADP me-
dium containing classified information 
in a manner that would not adversely 
affect operation of equipment in which 
the medium is used. SF 711 is ordi-
narily used in conjunction with the SF 
706, SF 707, SF 708 or SF 709, as appro-
priate. Once the Label has been ap-
plied, it cannot be removed. The SF 711 
provides spaces for information that 
should be completed as required. 

(d) Only the Director of ISOO may 
grant a waiver from the use of SF 711. 
To apply for a waiver, an agency must 
submit its proposed alternative form to 
the Director of ISOO along with its jus-
tification for use. The Director of ISOO 
will review the request and notify the 
agency of the decision. 
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1 Bracketed references pertain to related 
sections of Executive Order 12829, as amend-
ed by E.O. 12885. 

(e) The national stock number of the 
SF 711 is 7540–01–207–5541. 

[52 FR 10191, Mar. 30, 1987] 

PART 2004—NATIONAL INDUSTRIAL 
SECURITY PROGRAM DIRECTIVE 
NO. 1 

Subpart A—Implementation and Oversight 

Sec. 
2004.10 Responsibilities of the Director, In-

formation Security Oversight Office 
(ISOO) [102(b)]. 

2004.11 Agency Implementing Regulations, 
Internal Rules, or Guidelines [102(b)(3)]. 

2004.12 Reviews by ISOO [102(b)(4)]. 

Subpart B—Operations 

2004.20 National Industrial Security Pro-
gram Operating Manual (NISPOM) 
[201(a)]. 

2004.21 Protection of Classified Information 
[201(e)]. 

2004.22 Operational Responsibilities [202(a)]. 
2004.23 Cost Reports [203(d)]. 
2004.24 Definitions. 

AUTHORITY: Section 102(b)(1) of Executive 
Order 12829, January 6, 2003, 58 FR 3479, as 
amended by Executive Order 12885, December 
14, 1993, 58 FR 65863. 

SOURCE: 71 FR 18007, Apr. 10, 2006, unless 
otherwise noted. 

Subpart A—Implementation and 
Oversight 

§ 2004.10 Responsibilities of the Direc-
tor, Information Security Oversight 
Office (ISOO) [102(b)].1 

The Director ISOO shall: 
(a) Implement EO 12829, as amended. 
(b) Ensure that the NISP is operated 

as a single, integrated program across 
the Executive Branch of the Federal 
Government; i.e., that the Executive 
Branch departments and agencies ad-
here to NISP principles. 

(c) Ensure that each contractor’s im-
plementation of the NISP is overseen 
by a single Cognizant Security Author-
ity (CSA), based on a preponderance of 
classified contracts per agreement by 
the CSAs. 

(d) Ensure that all Executive Branch 
departments and agencies that con-

tract for classified work have included 
the Security Requirements clause, 
52.204–2, from the Federal Acquisition 
Regulation (FAR), or an equivalent 
clause, in such contract. 

(e) Ensure that those Executive 
Branch departments and agencies for 
which the Department of Defense 
(DoD) serves as the CSA have entered 
into agreements with the DoD that es-
tablish the terms of the Secretary’s re-
sponsibilities on behalf of those agency 
heads. 

§ 2004.11 Agency Implementing Regu-
lations, Internal Rules, or Guide-
lines [102(b)(3)]. 

(a) Reviews and Updates. All imple-
menting regulations, internal rules, or 
guidelines that pertain to the NISP 
shall be reviewed and updated by the 
originating agency, as circumstances 
require. If a change in national policy 
necessitates a change in agency imple-
menting regulations, internal rules, or 
guidelines that pertain to the NISP, 
the agency shall promptly issue revi-
sions. 

(b) Reviews by ISOO. The Director, 
ISOO, shall review agency imple-
menting regulations, internal rules, or 
guidelines, as necessary, to ensure con-
sistency with NISP policies and proce-
dures. Such reviews should normally 
occur during routine oversight visits, 
when there is indication of a problem 
that comes to the attention of the Di-
rector, ISOO, or after a change in na-
tional policy that impacts such regula-
tions, rules, or guidelines. The Direc-
tor, ISOO, shall provide findings from 
such reviews to the responsible depart-
ment or agency. 

§ 2004.12 Reviews by ISOO [102(b)(4)]. 

The Director, ISOO, shall fulfill his 
monitoring role based, in part, on in-
formation received from NISP Policy 
Advisory Committee (NISPPAC) mem-
bers, from on-site reviews that ISOO 
conducts under the authority of EO 
12829, as amended, and from complaints 
and suggestions from persons within or 
outside the Government. Findings shall 
be reported to the responsible depart-
ment or agency. 
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